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BX AL A

i man fy A A ERALH S F M, RGBSR a2 B ERAL A B B . man
1 18 9 1% N

3
%

#man [ [ [-c ] [t ] [Section] ]| [-k | -f 11 [-F] [-m] [ -MPath ][ -r ][ -a ] Title
1. Hep i EEXWmT:

-a R T AT UL BC T .

¢ BoRMEH cat MAMFMER.

£ BORAERBTHEEFETNEFENREASHEEN a2 LMRK T 7 LA £ 4 b
4, I AR R OT

s A A UL T
-k B R R BT B b B S 5 AR O i & 2 B8 E 74T UL IS bR R A R

-F HE

22y

-m A fE MANPATH { -M FiEEHN KA T HE R,

M Path ¥ 3 man frd R F NS B0 E . B R E S W T 0 2 1 B
Foof, UL A DL T AR BR AT S

%D BEHLFEEI A AIX® 1.
%L 54 F7iE S S B LC_ MESSAGES KA MM N E FIESHENH XM E.
%L 5 M Hf LC_MESSAGES EHMH 2N FHMHMI NI ETESHAENEHXMNE.

o PREEMZERR. WRETENRRE, BEERKM, W man K HAT A M1
2K LUK O SR 1B AL A B 0T .

-t A troff ay A% AL FMAEE . WRABCAE B EPERD T M T, N2
ZhR &

WA Section ZH AR E — N, W man @A E TN RH M ZBETHER Title 2%
18 € [ bl

Section Z HUHIH 7T L& 1 3] 8 B 47 {1 # 7 &l 7 £F .
1 Rox 7 2 M7 P RE T
2 RN ARG A A RS

3 R THIFE
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4 RoRFFIROCHE . B KB RE e AR A
5 Kol B A

6 KR XK

7 RN AT 2

8 RomEHar L MFH T .

2. man K~ HEHSHMAHE:

#man -a cmd

IR A i N W [H 4 # B, B man -a fam , B HE L SN —A fam(1M) 1 4y 2 [k
fam 7 By, % q @

2> ik N FAM(3X), & R 50 R (1) 5 B

#man -aw cmd

SR A cmd WTH FMCHMEESE, W man -aw fam G /2

lusr/share/man/mani/fam.1m.gz

lusr/share/man/man3/fam.3x.gz

man 23 X 5 cmd
HEREFR UMM ANEZXFMI, 0 man 3 fam B 30 A 2 & 5 1 5 B

e FM M EKE, 40 man -M /home/mysql/man mysql &7~ )5 & & %2 25 1)
mysql I B, AR FR S H AW IHR mysql 1% B

#man -M cmd

AT BLORE P E A B A SO SO

#man cmd | col -b > cmd.txt

B F— A shell & M (BAE & 11 shell> LANG=en_US.UTF-3)

shell>man /usr/share/man/zh/man1/mplayer.1.gz

man [ fiC & 4 /etc/man.config

o R A A AR IR man emd #BE ] -M R E B AR, 84 AT DLl i 8 oS B O, S A

MANPATH /home/mysql/man

man £ % YU R IK P L@ B . EH R HERE 2 2
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MANSECT 1:8:2:3:4:5:6:7:9:tcl:n:l:p:o
W M) Linux RS H B F WM& &5 2K, {7 T /usr/share/man H X T o
3. B s

B R KT grep i 2 W5 )

ciny

’ ﬁ%ﬁ?)\

#man grep

BRIRKT rpe_Sregister FEHIFEME L, EHHA:

#man rpc_\$register

RN A S “mkdir”F fF 8 BT A T(E R T apropos f14), 1H

>

NS

==y
=

#man -k mkdir

# i 7K /usr/share/man BY /usr/share/man/local & WA 5 ftp mr 2 M KXW P 4, &
LTI

#man -M /usr/share/man:/usr/share/man/local ftp

BN AL I, A LT 2

#man -a Title

HREBREANILR D, AL 4

#man -F Title

H#EAE MANPATH 5 -M {5 E Mg a2, MALTdr 4

#man -m -M PATH Title

LM E XK PATH T2, AL dr 2

#man -M PATH Title

1.2 HX#EmS

1.2.1 EFBHX

BEHXAEMN ML Ll , ERANERAAMHARMOARE, TUAEGSITSHNMLES
M=l AHRA, NMATULEERXLEH R, L KIHERK/AN:

#ls [OPTION]... [FILE]...
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Is i & F A 3% T 40 R -

-a o B PT A SO, AR TR DL I Sk S A

-d s WERJEEENE DN HE I, B ARS8 xR AR

Al AR AERCERE, BFERLHE. A& KA REESE L BR

&,
HeEe®xm LHRFEMEHIES L s 47421 man F /M : man s,

1.2.2 HEZTHEHX

BEAN—ADHZF, HEFERSL L TAERXMEN od 4, Har S MiEER AN

#cd DIRECTORY
cd AW AME W NS, WERRFHFHRNBES CHX 2L BRLX R .
MARE CO BT ERE — % H3X: o

T A G AR A M Ty R BB A T ks T DU AR AR T 2 ed i 4o

1.2.3 g1 & H

fE Fl mkdir @7 2 812 — DM HRXEEZ A H X Har S ik Ry.

#mkdir [OPTION] DIRECTORY
mkdir 7 2% H BRI F .

-p: HIRE HRAAER AR, IFRESRZE IR LCH %

#mkdir -p DIRECTORY/SUBDIRECTORY

Fow ik T K A % VE4H P M i 2 W mkdir 45 2 B0 man Tt man mkdir

1.2.4 Mk H

rmdir @7 M H AP MR — A EE AN H S, BEERAT

#rmdir [OPTION]... DIRECTORY ...

T H M BR 2 00 B iZ 2 2 H 3, R % H s A e S, A B A e rmdir i
WAL A3 oME 8
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L EMBR. BETH TR LA MERH X2 B, AREZEMERRKHERALS, tBAR
& WM R H R H

rmdir @y 2% H B IE DT W R

-p T E MM BRI R H R LR HE . .

#rmdir -p a/b/c
WemIbr a B3, MY T AT

#rmdir a/b/c a/b a

BT Mdir ARG 2 X, A m-re b TUMRIETER, ARLEEETFH
m @ AN %,

1.2.5 B 48 B

4 pwd ATLLE R AT £ H XM AFH KL E. -

#pwd

Iroot

FKox H P 287 B £ H % /& /root.

1.3 X HAEm 2

1.3.1 833X & X4
CGSL &4, W F W4 % H LA s SCAR S
B cat ﬁ:’é\

cat ff L IE A B ERE A B Ar i  CEF Z /) LRk, a2 m— Bk Ik

=)
rxE

#cat [OPTION] [FILE]...

WO LI

FRALFT AT ANGSME 9
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-no: BRI AT IS S .

-b s AN AR f AT #EAT S

e 3 WM& A R FEA UL B 1E S W% @ 2 10 man T : man cat

more WY B RN MHERNE, BIXKER—F. HiEEkZ:

#more [OPTION]... [FILE]...
ESMNFEAKBEN - DMRRAER, SHESCE RN ZE NG D
R A By A ] RO 4R

2 fé <space>f, R LAM T —FHNE.

2 ¥ <Enter>H, RE/RXAMNT —1THE.

2 WMAREM (D, BERAN—AEL, WTE AT T
o — A A ITAC 8 A 5

2 #ohdgE, BB, ZRFEAEHINEYEEL.

2 b of, B E—BANE

L 2 % q B, B tH more 4.

MHAHEEFEMNELEES WHMNP man F/: man more

B less o

less M2 N XN E, HiBEE:

#less [OPTION]...[FILE]...

less T PHTEHERERNZEAGLS S vigiBH PR EN0LS 8, HHIES
Wovim SEF R FMHREFETHNH.

M e FAEE1ES LMHMNA man F H: man less

B  head W7 %

o & 1HE IR

BT AT AN AME 10
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#head [OPTION]...[FILE]...

head & £ bf #5 L 7R 48 € CAF AT 2 AT AT 2 AT A, X Rl e B0 -n 3 T
HE I

Mo H e HaE E1E S WM M man F M : man head

B tail Y4

Hoan Wik T

#tail [OPTION]...[FILE]...

fERE % L BoRHEE XA RRERAE TATECE T 79, X2l-c H -n g IRER,; S
MNIEET SRR, BEEZXHFNKRE.

MAHEEHENELEES WM man FH: man tail

1.3.2 38 37 SO Ui i A48 2R [A]

AJ LA T AZ i 4 SR 6 SO R U ) AN A S TR), HL AT DU SR B A S0 . HARE I T

#touch [OPTION]... [FILE]...

ANAEAE [ SO 44 5 SR 2 SO B . A AR SO I I TR) b 28 2 BE T v 2RI B R CBR
W5, T B R R A B b R T R

MR e FAERE1ES LM MNA man F#: man touch

1.3.3 # 0l

fE ) cp dr 2 ¥ WL SCAF . FTBLAEH cp iy & 38 — DI SCAE# DL 3 — A B AR S0 fF, sl 4L
— RN INR A HARH T, KL

#cp [OPTION]...SOURSE DEST

L S E 7 a S S I L SN (/A (e o A 1 = E I S (11" G/ 7 & N R
RH AR SCAEA R H S0, 2 PSR P DR % B bR SO, JE R AT IR BROR
B3 44 A A

S ViR U
-r, -R : ¥IHZE.

BT AT AN AME 11
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-a o DRAF VR ST R BT AT JE .
How ke I K AH OV 40 U B 2 Wi dr 4 B man TP : man cp
1.3.4 T30 M E 6y 4 X4

mv fi 2 H R A8 8 SO B SO oy 4. %A IR TE N

#mv [OPTION] SOURSE DEST
TR ZVEAH bR B SO sk S i R
WX | B mv 1y 4 1E H

A A R PR SC A w44 O B bR SO 4
A H % e P8 S 35 2 H br H 38

H % H 3% (7 1£) eI H %52 38 2] H AR H
H % HxX(AFE) | BHEBxEGRLNHIEHXA

1.3.5 Wik

AT rm iy A M B AS T 2SO A E . 1% 2 IEVE N

#rm [OPTION]... FILE...

WO LI R

v T AT DL ER H oSk e 2 A H oM BRI, BT SCPE AT T S HORE 0 BR

e ik I & A R VEA UL B 1E S I Z 4y 2 10 man FF: man rm

wlgt

o EE: IRANAFEFELROYFS, FTRA!

1.3.6 X188

CGSLEMERGRAN M XMHRZ AN TR, WONEERE. ZIHEREXN — A0
B, At AT B SE R B A3 H SR T AR B BE 3R S I 2

In fr & RGN &8, WHIEEN:
BT AT AN AME 12
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#In [OPTION]... [-T] TARGET LINK_NAME
#In [OPTION]...TARGET... DIRECTORY

Hi TARGET J#% 8% 0 H #x S0 #F, LINK NAME N4 % 4 4, DIRECTORY A ff
e A H 3%

SO RE R PR A, BIE B e R AT S R
m R

BN OL T 5 In dr 2 6 2 6 B 9% .

— A SO R R B AT UAE H SR K A R AR SN B AR R B, TE A BE B 0 S0
BHN 1. Inn A EIMBERE, rm @ @ W ADBER L. D RAFERZEOY 0, B

AN W B 3 AN ST AR G g B

FAEE A I RN PR AN REXS B R OO R RE B, A BEAE AN [F) B S &R 4 2 T A G B

2.
B SR

FRogEm AR BBER, 28 P AEREES -3, FExE, BERE P UARX
fr, RS ERMERN N DB EL . 55— D02 L b i Bl i S0
PR35 SO AR dr 4, HENIH T/ 5 sk m, R i 8 8 5 07 1 A 2 2% U5 RS2 B
A

R Indr AN b s I, WA SR . W T A 2 6 2 B target STAF AU AT 5 HE 2
A link:

#In -s target link

PE5BEREACH BERE R IO IR, TR H S SO RTS8, T IAE AR X R G2
6] 1 77 5 B 4% .

MR VEA U HE S W% a2 8 man F Mt : man In

1.3.7 XHEHEULR

m R CE
diff iy & H TR XA, HEREDSLHPIAR . L — kgL

BT AT AN AME 13
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#diff [options] from-file to-file

WARWA e, WARRAEMGE L. WRA XA, By BURRmAD S m

M2V 40 Ui B 1% 2 WL iZ% @ 4 () man F M : man diff

BB

cmp Ay A P BAE T B9 A 5 Ik S B 1 JE S . - RIE RN

#cmp [-] | -s] file1 file2 [skip1 [skip2]]

1T = 0 B R fiE o B BRBE B, emp fir & FUIR S8 10 1R 5 A —
KA.

A VEY UL B 2 1% @ 2 1) man F M : man cmp
1.3.8 R X H
B find 7%

find iy & R EL M B RO AL E . Zar 2 WL N

A7 IF 4R L

#find [-H] [-L] [-P] [path...] [expression]

Hodr, H R g AT

find iy 4 [ e 2 A (10 ] 9% 9 A& 20 i 4 € H 2 N B AT SR A 1 H

#find /usr

-name : &L ERK.
Wi R R A A K & K usr H R T A FRON linux 19 H 364

#find /usr —name ‘linux’

-size : WX K/NEF.
W, FTK A A /usr Hs F& T 100k )30

#find /usr -size 100k

-user ¢ AR EA K.

-type : R ER. FIAMENEA:
FEAUITE A3 oME
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b Yk ) 3
C FF R I S A
f 38 S AF

1 755 B 5% S0 AF
d H s 3 fF

e i W K A R VEAN U B 1E 2 I Z 4y 2 10 man FF: man find

n locate 7y %

locate 7& — N AEH] 75 H & il g FEAR R IO S AN H SR B4k & . i A B L

#locate [OPTION]... PATTERN...

2 H locate v & [ AT 42 /& 2256 G & — N T € A7 SCAF B H & A7 B 1 mlocate A #E
117 H. 1% B e N2 IS, IXRE A T LR AIE locate B 4K 45 SR 1 #E # 1

o

updatedb @7 & F /7 G & A1 8 B mlocate A4, 7 % UL root Al 7 B 4 $hAT B £ o

#updatedb

s ERIEE M A ER A T B, EEKTA KT telnet d7 2 f1 30 . 7 LUE
H -

#locate telnet

locate M A K E L BB EFKREMNM ALK T telnet ) XM E FIHERRE LR IRY
R MHRXFEMUWHIES WL Zm 21 man F Mt : man locates

OH

1.3.9 EXfFFER XA

grep M 2 AR XA P ERE B XA, FHAERMEMD LB RORS € XA
HAT . grep A MIBEN:

#grep [options] PATTERN [FILE...]
WL R

BT JLRSCAR AKX KN
IR EHRLEETHX TR AR

BT AT AN AME 15
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Bl i, R T ) A R AE fete H 3 R T H SRR BT A SO & K A 8 F “hello word”
XARAT, HAK 2 KNG

#grep -ri ‘hello world’ /etc

HB Ik T K AH G TE 4 Ul B E 2 0L % i 2 1 man FF: man grep

1.4 SCABURR B4R

fTEZH P EERAS ST, BT RXEMENHE, & RGN CHFANHE I LV BR, ™
B RE R P BCR . R, B R BN B S SO IR T E 2 R BCR . B AR IE Al N A
RE A& o U7 1A

1.4.1 BRXHFE

Linux NN XA E 2B 7 — AT &, OSSO, X SO I 42 i1 Bk T 5
TG T (root) o SCAFBEUH % 6 2 & 0 6 2 19 S B H 341 A R AE B

AT K & BLSCE ), chown iy A F SR B B A SO BCH % T A AL . chown
i 2 15 % X

#chown [OPTION]... [OWNER][:[GROUP]] FILE...

P ar B 7 A4 B0 7 ID . SCAF 2 B AR 0 T I 2 SO BORR 1 SC AR 21 3%, W B 3
He 7F 2 7R SCAF 4

N iy 2 K /home/test SCAF 1 SCAF FAE N root H P

#chown root /home/test

R T A ECH AR, RSO R A A o U H SR AR .

1.42 T XHERHFAA

f£ Linux F, BN XHXFEANETF - MHPH. H00E A XHSRAx, REGaRT
e MR AR, AR BT A KRR A LR R SR EOHE 3

YHHPHAHRXRZOWRERE GID « XK GID Regd X Fa#EBHHP (root) K&
M. chgrp A A LA SCAF GID , B ks AN -

#chgrp [OPTION]...GROUP FILE...

BT AT AN AME 16
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Horp group &M T4 ID. SO AL R DVE M I I EH AR m A SCHE SRR, B SCRIE R

St

7

1.4.3 XHRRKE

Linux % G 19 & A SO AT E S8 A U7 ) VF T RCBR B R i e Uk T LLE S ] Rl o7 =X
X SCAE A H s AT Ui 1) R R A .

U AR BR B E = AN R 2 B

> X fFFE Cowner)

> [EAHF C(group)

> WLLVT R RS H A A - Cothers)

U7 i) AR B & = Py e SC A ECH S 7

> B (r)

> 5 (w)

> AHATE AR (x)

MM s r i A A BRSO EH KA B, 2 38— B D9 ST U5 T AL
PR o o &% A B9 & R

AER AR A& AT Foinlal4HER

N -

/ — Y

P i) SRR FPEGEE  EihFE PR

WO AR

> MR ()
J a1 W4 B 1= =il 2 £ ) i g = N B 7 | 3 = O S (1 1 SO (SO < v TR v S S [
RN 2 THEAEMAE . #lW: cat. more %5 .

> BR (w)
WAL A5 5ME 17
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FCVFFRE AT I IR B s . Bl & vie cp FF .
> PATBURR (xO
8 M Rz SRR N — DR AT .

m H XU AR

> ERR ()

LA A AR SR RSO, BB H SR A SR . X BUIR STV Shell A A SCAF
S o S S s o S

> BR (w)
FVFMNE MR ECA I e, R R AHXEAA SR,

> PUATBURR (xO
RFEHFRER, HEEH cd AW TIEH XSRS ZHF.

1.4.4 B2 AR BURR

1.4.4.1 PATF 5 8 X S R

chmod I - B0 22 ST B H 3 B9 U7 i BUR o 7 AT DL B 5 ) S0 B H s i U5 1] BURR .
WA E 8 HH P root A B chmod 248 3C 1 50 H 3 19 U5 8] AL IR

chmod v % WiETEAN:

#chmod [OPTION]... key FILE...

key HBLTF % B4 K -

[whol [#1E4%51 [model

H, HAEX R who Al Ll N 7R A KAAE - DEEENHAS:
wuser KoM, RISCHRECH K TH & .

g group Ko FAM 7, BE5CHEEAMFAL ID WA - .
o others , 2 7 H At /7 .

aall RO PIAH, €& AGINE

BRERFSTLUR:

+ W IR A BURR

BT AT AN AME 18
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B 98 5 A A
=R T4 s AL IR IR U A AR C A B )
mode FTRZHIB AT HMRBRF ROERAS, ¥FHKNMKKRERRE:
v
w5
x AT
S 76 SO AT IR R R AL ID B % S0 R I S 1 U
w SO JE AT — BB
g 5 SCPR R R AL P AT — R GBI
15 30 A P A — R B LR

K= AUZ R FF N . 7T A 2 A4 key, {H 5 ZATLLIE 5 8] [ .

o

Tk Ay 4 W I /home/testfile ST (Y [R 44 HT 77 B AT R A7 BUIR -

#chmod g+x /home/testfile

1.4.4.2 DL 7 X st B RR

E WA LA chmod i 2T LLAN R K AL () key B8 % B AR o X0 LLE FAREAF B
PR . X B key ATRAEHFE =4 (=L E) WHET, SAM8FRITARERH B
38

o Ron 1 & 1k 1 & -

0 RARZIEZMIR, | RoRAHATHIR, 2 RRATERMR, 4 RoRaT R, KK
HAR . prAfr mr moag s AR 3/ 0 B 7 i \EERI B, LB Z (uw) (g (o)

W, key & BL=AL NEERI AT BN, B AR P RUR . 2R A RN A BURR
55 = A R o b P BUIR .

B, ZAESCME myfile B9 B M4 M 2 HAT 3 EBR, EHEAH S Rk, bl
I RLTE fir & fig € BUIR -

#chmod 664 myfile
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1.4.5 BRABLER

BINE LT, RSG5 G813 8 S BB W BN -rw-r-r--,  BISCAF 3 060 1% S0 AT
A5 (rw) , MEHAHPMEMMHE PR T, FE, £RABEES, B8 —-PMHFP EH
P PR &R 15 BN drwx------, BIHRAE X EXNZEXTE. SMTER (rwx) , BIH
AmgE M H A BTN E-

R AT RAAE ST 2 S A B BR A BOBCRR 8 0 Ay 4

#umask u =rwx ,g =, 0 =

E = A B BT S I g SO DA EBCRR L i (R 4L T R LAl T B A AR T BLER .

[—y

S EERMNEIE

AT — A Shell d5 2 AT = BT IF =D ArESCF, B AR Ef A SCFF Cstdin ) 5 T8
OO N 2% i B A bR AE S L ST AE Cstdout)  ARR E B Rt SCAF Cstderr) XA SCAE
S V2 S S il NG 7 AN R G PR Lo A e R i
S, TR A RS R B B b R R SO

NI BL cat @y 2 8B, cat dm A B THAE R A AT g8 R SCE R B BOCECHE R R X
s ERE R bR . B, A RUE A 4

#cat config

B 238 30 config WA BARRE RSB FERH L. HEZ, WHR cat W27 HERASH,
(SRR Rl (AN R PV 7 S O e S e | i SR

#cat
Hello world

Hello world

L $5 0 PR B 400 1 77 7 DL L
NS VN TS ONTIE PNCE'S A RO F VIS T
L PN R NS DNTHET DGR TE T E TR Y ¥
2. B 3 R R O SRR R RS . PR T A AT B AT
S A 53— i 4 0B X T — 2 0 A B

T fE R R R, Linux RGN B EE SN T S AP AR L], BT SO/

BT AT AN AME 20
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) SE 1A MR E

1.5.1 IANEE M

B N E 1A AR AT & CERATSAT RE P ) B A v N L E ) B 4 E SR . Wt 2
Y, WAFDAZERE FRAE, WRAE AR ENS

B, iy 4 we Guik R SO S B0 AT B, S ORI R A, RANTE iy AT BN

#wc

we BMESRHPRAN, NESEBAPOTEXAMEINAERT L, HIFRALSER, H
2 F<Ctrl + D> , we A LG REERFH L.

WRAEH N HELEN we TS E, we KR B Z SCHFT A5 47 5. 33 B
TR

F— M4 Jetc/passwd XA N AR 4 we fr AT E R EE M we N o i N EE W)
1) — e N -

#command < filename

Al LU R TH I A A 3 owe oy 2 10 fa N B E 9] N Jete/passwd LA

wc < /etc/passwd
20 23 726

REZBaLHUS B AL L ATIREMAN R4, fillim ANEE R IIFAR
WA . REmk, HEH - MAEZHBENMAS RN 6L, SFERRANEAF
2 R N o= R S AN R T A L

1.5.2 HEE M

Bt OE 1A 2 AR AT Ay & CEURT AT RE P ) 00 A o da BB AR B R e HE B R E R B 4R E
SCAF A RXRE, %A A g R BoR A DR R B, TR BN B4 E SCIF

M EERLEAEERERH. pl, mRENSHTLHNMERL, E£RFE LARS
SRR, AR L E A B A SO, R R B ORGSR AT T XA SR, mt el DL &
B EE:, WRERE - A@AMEE, BWUEHRXMITE. &4, il EE R L
2 et s Sl U s R S5 Bl A Sl U TN

o 4 E ) — B O
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#command > filename

1) 1

#ls > directory.out

#cat directory.out

chl.doc ch2.doc ch3.doc chimp config mail /test/

¥ 1s fr & 104 R 7 — A % O directoryout 13 fF .

o RT: WR>FIFTEONLMHCAHE, MAZANALIHERE S,

9 G Bt EE E TR RO E SCAF R RE AE B AT a4 1t L E R N 7F . Shell $R LT
S Y R A — R T B

i I8 0 B S e S EE 1A AR R AR L, DX AR T O N R R D fE A2 3 A
A CBURT AT RE 7 ) (0t 45 SRGB 0 21 48 € SCIF e Ja Tz SCAF IR A A A SRR .

b1 B Sy 4 0 0 4 3 0 R S B R T T B PR o S 1 8 A
>0 BR N

#command >> filename

151 4

#ls *.doc > > directory.out
#cat directory.out
chl.doc chZdoc ch3doc chimp config mail / test /
chl.doc ch2.doc ch3.doc

AR Py B b v ) E R — BE L R R I HE R Bt B R DU R € 1A . AT S 2> (EE
AT 5 2> >) FRoRuf B 1%t BE& EOE 17 . B R Y A 2

#ls /usr/tmp 2> err.file

AR BE R EE B RIE R f 45 OR, E OO R P R AR T8 R A5 B B B S errfile
L Bl R E

WA DAAE R S — AN B E R RS (& >) K bR R BT R TR R S B R — 3
e 5

#ls /usr/tmp &> output.file
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FHEEMEmSHAAEE &, TLARGEB I NS AN IIE. FlnEHT
M2 F%, B4t 7 /use/bin H 3 F B3,

#ls /usr/bin > /tmp/dir

#wc -w < /[tmp/dir

459

1.5.3 &8

B—IMEFHGLSMEmEIER S —DREF SRS AG W%, —FEdEd—A4
I B SC AR A i & BORE 7 45 & fE — 2, B a0 B ] R /tmp/dic SRR 1s AT we i &
BCAE — 2 59— Mg Linux Frd@ 09 & & D)6, X FhoJ7 i Lo Al — Fh 07 4 56 5 i .

BEM LU - R QERER, XEWRES Do H 2 ENE A a2
¢

NBESEEESSE -, B a0 XN = e A, DL
BoRfERE R LR REIEAT P RE A2 KR

WEEHEE/fF"REL - AEET. HEBEBES LmAH T

#ls /usr/bin | wc -w

1789

.

#cat sample.txt | grep “High” | wc -I

EIENG car 74 5 H £ grep T2 o grep fn & 1E iy N B & R ¥ 47 High, grep fr 2 1
) G2 BT A B A High 0947, XN XA IES we 2, we tn 2R H N IAT
. B sample.txt XA AN EW T :

Things to do today :
Low: Go grocery shopping
High: Return movie

High: Clear level 3 in Alien vs Predator

MrZzEEBTHRSERE 2 .
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1.6 # & 5 & fE L ay <

1.6.1 fl ps WR*EFRGETHHE

" LLH] ps i A M EHERRR A, w2 2 AT BE AR AR S BoR ok . W BUAR 4R B ORI
GEHEMABEREIEAEAT, EASEEENEE, SRE TRERNE, ERECETT
A, BERRIEAEM MR, SRS MREL, UAREEKFIRS (PID) . XEEEX
MPARA M, XM+ RG0EH GOk Uy E 2,

ps A 2 M) — B Ak A2

#ps [OPTION]

R A A AR AT IE T, ps iy 42 5 B 5 E R AT Shell A RN PID. &5 R W F -

PID TTY TIME CMD

596 pts /0 00 : 00 : 00 bash
627 pts /0 00 : 00 : 00 vi
628 pts /0 00 : 00 : 00 ps

He, B3 BHSXWT:

> PID : #EFIRT

> TTY : JFIR RN &5

> TIME . fix & #E 2 Rt K CPU I [A)
> CMD : IE{E #4718k 2 4

LR/ A TZBMERE LR, HHWAH THET ps 4

#ps aux

o

#ps -ef
BB THHU EFBRUS, EFIH CPU FHZE (% CPU) , WAFEMHZE (% MEM) ,

MERIMLE KN (SIZE) B HHEE K/ (RSS )« &K 's (TTY ) . IRE (STAT) %
TR HB kWA G T U E 2 W 1% dr 2 B0 man TP : man ps
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1.6.2 top #r %

top T X TIEATHIARGHGEE, XEERSR LM RS EHE MRS ZE,
BN toptw G, FaEmEwT:

18:89 up 2:86, 3 users, load average: 0.01, 0.00, 0.00
total, 1 running, 178 sleeping, © . _ _
5 0.2%sy, i, 99.2%id, %wa, ©.0%
“total, 458732 used, free, 37420k
Swap: ] 00k total, k used, 1 A Fre e g

PID USER PR NI VIRT RES SHR S§ %CPU %¥MEM TIME+ COMMAND
1842 root 20 o 1 31m 6056 S 1.7 6.4 0:05.57 Xorg
6 ) 20 6m  14m BBlb O 2.0 100.65 gnome-terminal
20 01 1240 0.7 0. 8 top
) i 04 %) a.. .68 top
o 0. p:03.44 init
a. 0. .02 kthreadd
1.0 0.0 ) 13 migration/@
@ ksoftirqd/e
watchdog/0
mlgraflnn;l

[
~ w1
=t T
M~

[
(SR
~]
WA

@
0
(4]
(4]
(4]
(4]
0
11 5 (5]
12 5 %]
13 root 20 4 0

1
2
3

s

~

[+'=]

e

ey
S
OO OOROED OO ®

B 1-1 top fir %

Kb s — 2 EBon T RGN EHGER, BRIk JUirmEE & LT
Uptime:

oG arwra . B ERBES ARG AT E R E . BEHE SRR E D RAES E 1.5 A
15 %2 NI CPU V3 5 H W .

Process:

SR T RGA R, JFEEREEER. BT SRS K
CPU States:

giit B M RSS2 ET CPU KDIRES .

Mem:

ek 2 En A IR A .
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Swap:
St T swap X 5 HE MR-

{5 top fir 4 BR T HERR A B 2, S AE M9 A H s PIDL I M 48 nice B
F % 169 P9 77 £ B (SIZE. RSS. SHARE) . R4 (STAT) . CPU i i E 48 b i FHL K 7o
AR RIS AR A& B 7 (COMMAND ) 4,

How ke I K AH G 40 U 5 2 WL 1% dr 4 B0 man T : man top
1.6.3 A kill dy 4 % 1k 3t 2
AT AR, WRAEX -NZ, RETAMNHEBERI TR E, AREFEST, HBA

e BB . XAl LA ki s A& B HERRE AT, BB B SN RS R, &
) kit oy 4 898 30N

#kill [-s signal | -p ] [-a] [--] pid...
#kill -l [signal]

il A IR 3% AT 2 B0 = L

pid 4 T HELRLFEFED PID, o] LB T dr 4 ps K EEM PID £ 4 kill H
Al L — B Y 2 k2 PID.

-s signal &2 — MHE S, HRGHRKGHEBENGE S . ARAEL T, a4 kill 4
PR TERMfES, ZESHEMERBL . mRAEREASEUZE S, TLLES S H-9 BAT
45 JERE

LIZZHER kil dr A M E W LA SRR T A E S

Hoe ik I KA R VE U B 1E S W Z a2 1 man FF: man kill

1.7 Z & P 4% iy &

CGSL H A s KM 4 Ihag, feft ¥ = MM MARERF, %43 TCP/IP il {£
PR R, AT RAMEAT I R vE N . R S LR R AT A TN EAE
(¥ 09 2% $ AF 2 .
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1.7.1 EE KW KEE 42

1.7.1.1 ifconfig

"] LAfE T ifconfig fiv 4 K BC B JF & A W 2% 5% R B O .

%1 4 -
1. BCE etho (1) 1P Hudl, [F B 80WE 1% % % .

#ifconfig eth0 192.168.1.10 netmask 255.255.255.0 up
2. T E ethO 7 4 ¥ % eth0:1 {9 1P b bk, I 4 i i .

#ifconfig eth0:1 192.168.1.3

#route add -host 192.168.1.3 dev eth0:1
3. BRI A

#ifconfig eth0 up

4. ZH®E.

#ifconfig eth0 down

5. BATREMRMSEE DR E .
#ifconfig eth0

6. BEENAHMMEEONKE .

#ifconfig -a

1.7.2 ping

ping i & H R A € M 45 B AL & AT B GE M B GA G % . ping AT 2 IR XN

#ping [OPTION] host

51 4

#ping www.sina.com.cn

#ping -c4 192.168.1.12

ping fir &K KN E M BE B AR S X T, JFERY IR Fl . &k ping dr 2B
PRI S R a S &/ BV & T T e 8 1D W 8 1 1 A E AT VS T <P i i R T
B, A IFHL, BLRCR 2% IE BB E] . % <Ctrl + C>H i

N
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1.7.2.1 route

A LAE FH route Ay & K AC B JF & B A A% H R 1 BB O .

151 4
1. W E ENA % H .

#route add -host 192.168.1.2 dev eth0:0
#route add -host 10.20.30.148 gw 10.20.30.40

2. WM R 2% R B A

#route add -net 10.20.30.40 netmask 255.255.255.248 eth0

#route add -net 10.20.30.48 netmask 255.255.255.248 gw 10.20.30.41
#route add -net 192.168.1.0/24 eth1

3.0 WS IER AR OGS

#route add default gw 192.168.1.1
4. BENRZBHROEE .
#route

5. M BR % e

#route del -host 192.168.1.2 dev eth0:0

#route del -host 10.20.30.148 gw 10.20.30.40

#route del -net 10.20.30.40 netmask 255.255.255.248 eth0

#route del -net 10.20.30.48 netmask 255.255.255.248 gw 10.20.30.41
#route del -net 192.168.1.0/24 eth1

#route del default gw 192.168.1.1

1.7.2.2 traceroute

" LLAE A traceroute fiy & & 7 B HE €1 B E H OB N 4 1) %

1) 1

#traceroute www.sina.com.cn

1.7.2.3 netstat

|

IS

)

il

Al LA f# B netstat Ay 2 K 2o W 2R & 1
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1) 1

I BoRMEmaREREER.

#netstat -i

2. BRI A Rk S5 A Socket MIE{E ] Socket KR P& B .

#netstat -lpe
3. BRAAEEBHEREERE.

#netstat -r

#netstat -nr
4. &8 TCP/UDP 1% %t i3 09 3% B IR &

#netstat -t

#netstat -u

1.7.2.4 hostname

Al L% A hostname @y & K H ot EHL % o 1] Wl -

#hostname myhost

i F hostname iy & ¥ & K EHL 4 52 I 19, £ R G 8RR 2R 2.

1.7.2.5 arp

AL arp S SR E I EF arp L2 7. Bl

1. A% arp L A7 .

#arp

2. Wm—A 1P bk A1 MAC bk 5 X B30 3% .
#arp -s 192.168.33.15 00:60:08:27:CE:B2

3. MHBR— A IP Mo kb Al MAC Hb bk (9 X5 8 28 47 90 5% .

#arp -d 192.168.33.15

1.7.3 telnet

telnet T 2 e —MIZ X TR, REMA S EKMEMN 4 MO 4, B g8 R 6 A th bl 2=
—REVT R BT . telnet 1 fRVF A I R fa N N 4 A0 S MG R R B R B H 2
Mt SEHL B, AT E I 4 B R 2 R R TR R MIE TR SRR H
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7 telnet W AEAE 777 & i Jy 0N TAE, ASZFFEIE M S

telnet L A vk 42 .

#telnet [OPTION] IP [host [port]]
AN, telnet B —NEHE2E, AL MHMENSHEESR
-d: 3 3R ) e

-a: H M

-n tracefile: FTJFEREZFE /5, 0 0R BR 2 77 B9 fR 47 1 tracefile

-¢ escape_char: ¥ 2 i (f) # L7 fF % B 4 escape_char

luser: AP ARELTEHRARG, DEHNEM. A HADEHFH-a S8
port: R G M AGEREM M AS, WALRE, #i&HED gm0

RIIMIE R B AT EA LR, telnet IBE R EXELE, FRAIHAIPWAENRZ S5 H
A WEM R, BR BUOT A AR T

BT BERRKKTFL telnet = ftp IR 5, & H 72 FHiZIR 5

1.7.4 ftp

FTP (LA A% 5 00 W) 52 7E TCP/IP M 4 1 ML 2 (8] A% B SCAF 10 15 50 170 A5 28 (9 70 i o ftp
i A IR Tl BE A2 AR R 0L AT R WL 2 T8 A% 3 SO A 8 e VR P AR S ASCIL 3C A% A = ik i) ST A o
fE ftp iy, AP WLl fip P BEFERS S -Gt EN L. H A BUE
Hxdh ETFBa. J0H H XA E. B N L DR A AL E 38 S0 A AL A%
FZEFE R G . 0T B AR R A JUAE A MR R SO R G B R AT X S B R M ORURR .

Sip i [ A T

#ftp [OPTION] [host]

LA hetp dim & A AT R FH B A 408 8, WA BLAE help iy & 5 1 1R 2 B iR 8 4
FRR, FRATIX 5K A A BB .

Is: Z1 Hi iz 2 /LA 24 1 H 3k
cd: fEE RN b2 TAEHx
led: fEARMAL b S TAEHx
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ascii: Wt & A 5 U7 3008 ASCIL 8 5

binary: % & CHF & % g7 20 = ik i) B X

close: # 1% AT ftp & if

hash: & A i 58 2048 22 vb X b 1) B8 )5 b o — s
get (mget) = A IZ T2 ML A% 3% 48 58 SCAF B A H bl

put (mput) : MR HLHL A% % 5 & SCAF B i 72 AL

open: XL ftp ¥ A

quit: Wi JF 5 AL 1 E B IR W fip

7 WoR A B E B

! : % 3] Shell H

1.7.5 finger

M finger 5 2 REMAGH I NMELE, Zar 2 MEAK AN

#finger [-Imsp] [usr...] [usr@host...]

gt

IBAT finger AR B AR AR TENIH KM 4 EH R R SR E
¥ 3% Shell fE R, AMWEZHEN LA EEN, MK EWH L EmnbE<@EN 47K
Ji .

BT AT AN AME 31



2.1 RE R

ff ] CGSL 24, T BX ARG HIT %, AKX CGSLAGLHERNEMYHIESH
(CGSL V6 H P 38/ ) -

22 REFH&

22.1 RBAZKRAR

SR &N IE X ST W RS AT T

222 AHEE

BAERG AT HE T yum JEREI, 7FEN yum JEHATEE A 0T LT FH . D
TR EAE FH CGS-Linux-MAIN.V6.01.20B5-x86 64.dvd.iso iX 4> & 1% Kk T+ %% .

1.5 # A H 1SO % /media/CGSL H 3 :

#mount -o loop ./CGS-Linux-MAIN.V6.01.20B5-x86_64.dvd.iso /media/CGSL/

2./etc/yum.repos.d/CGSL-Media.repo XA 7 £ 41 FECE , H f BaseOS HE F L

name=CGSL-$releasever - Media
baseurl=file:///media/CGSL/BaseOS/
enabled = 1

gpgcheck = 1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CGSL-V6
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2.2.3 ERF+ %

1.7+ 2% yum 44 14 -

#yum update -y yum

2. R AGAN

#yum update -y

FIE
] P FIE BT E IR

CGSLE—~NMZH I MEERS, HPAMH AN ERZRASGEHAMNEZ T/EZ —.
AEMNFCFEWMAAEGSTHE TR KRS TAEHMELMYEY, JF L6 E
'Y it o o LT

3.1 ik

f£E CGSL #%ivh, MNP MN—IMKS ., CGSLE®EZEHEF, R 6@ —
AR, EMEARKNE X, KPP REENZ2BERHT, B root.

HEM AT REEEK YRS, WA RGBT R, PR H
15 56 42 b ZHI NS BL K A4 BL root B 4 #EAT #R AR

MM g RTF SR RGN TEN P, ~RBEHIHPEFERNEBCEL DK
b B — fi 55 N E ik .
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N A T AR B S R
MPp 4 ZEHHRBRA AR, TURETR, BTFHRBFHE, X2 RDNE,
M P b5 iR UID: & g8 kA iR 7 1 2oy .

MPERX: RGP RENBIMERSE, BHPEX ARG RERITAERH
Ko AP CHEHEELH T

Gk Shell: HAPBEX)E B3 LLEUCH P % N IEHAT i N A B @ 2 127, CGSL &
4 b 2R A {# B /) Shell A /bin/bash.

AP a/ARE: EEMMEERZ AP am s — N4 d,
HFriH GID: HKRFZRH P HMEF 450
BHEHPERGHRH P ID M4 ID #2 0. i@ M A~ ID (UID) M 500 JF 44
s, FHERINBTE5HILRELMY4 . 4 ID (GID) tHA 500 1% 5 .
3.1.1 A su@p 4R ZE S0

R A & g A o R o wr BLBE IR sud oKk B B A o BN, R G0 PR Oy AR T I AR
IR DA K S B s, R TR BEAT RS4RI H sudin & 3K S rootBUIR . 5 B ] sulhl 2] R
K5 .

su [ 15N

#su [OPTION]... [-] [USER [ARG]...]
-1 . login & 3¢ o A48 2 By U e (1 H P 3 55
-c ETi: commmand=COMMAND 1T — a4, REEH U2 0H - 35

USER: ZUIREBIM M4, WRAREM S 4, WERK I - & 0 0] #8 root , &
Gl EORG WM IET ) H 4

B sulmBH “-7 , A THEAWBEE root A F, FEHKXTH root Al FEIIRE, W)
# Shell A & & Shell, A3 A Fat, #F e A5,

3.1.2 RGF A B EHIEE XX

/ete/passwd L1

CGSL 24t H FEHEH P IK S 10 AR XA 2 /ete/passwd , ZXHFEE T REFT T
FHPIHPAMEMNPUMEXREE. BPMHPKSEXH RSN —1T, FHHES ) 4
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NENE. AT rEwT:
AP mEOSKRRAHS ID:A ID-AHFNELHBER:EREHFR F X Shell
NIl A& root F T AE I SC A R XS L AT

root:x:0:0:root:/root:/bin/bash

Linux £ g8 8 & — M 7 A A& — Aoy, B M — KM 7 1D KR 5,
B B S A Jete/passwd St 7RG H T ID 5 R P 44 2 18] K AR AE B R R R R &R .

/ete/group 3L

£ Linux 9, 8 H 4L R BF M7 05 8 SR A R BCER 419 & 50wl BLSR A 2 B A ofE
— MNP AR SESANHN . B H B R S Jete/group, KA E T RGP
iR P HBMRERE. BMHP AN NP —17, JFHE S 2R K —
(P IR

RAPHAA:MEHAHOSRIRA A ID (AR PR
T I A2 P4 sys {E /ete/group HOXT B 1 — AT :

sys:x:3:root,bin,adm

REMFEEORE: REPH D Nsys WHIH, kA HL, 4 IDN 3, Ao Kk

R A root. bin. adm =P H .

CGSL fE R R E ¥ — MM A, £ RBEL T, 2ERNENXLEH
FUALEEAT M BRAE 2, BRARE S W A E AT I g AR .

/ete/skel B X

RV, BAMHSHMAECHERSR, BPORSERERLTEHOHWERRX . £
Hxh A SR PR, S MEEE. J e EER XN, REAEH
JUIE B SRR &Sy Jete/skel B R B AT SCAE RS DL, SR BIAR AL R P £ H SR

3.2 RATRAE THA A MAEH

3.2.1 HpPE#E

3.2.1.1 AP

FEf AT T, B root T LA IR LR B2 Bk Q@B MM ik S
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1. 7 Shell /775 N, 1&1T v % useradd 5{ adduser 31—/ /.

MEAE RGN — A%~ newuser HIHTH 7, TR A BT a4

#useradd newuser

useradd

PASAN

CHAMEWESH, HARKEFEMN KN —LEE, FHNS LT

%, 16 2% H man page -
2. FHP®EBE D%,

it passwd A LN ER P WL A4, B, B BEE&E LR
newuser M A®, A {H Hér 4

#passwd newuser

RERRTAMAFHOL, FIOLHFEMAM K. HTZERERN, BADLN AR
fEGE e LB ok . S AN Z 500 passwd an @B, WIS ACKHH L.

useradd 7 & M H S ML T an F % .

#* 3-1 useradd iy 4

% WA 2 K
-c comment
-d home-dir
-e date

-f days

-g group-name

-G group-list

-p password
-s

-u uid

i iR
Jete/passwd SCAF P 4 44 BUE B N A
& & T BUAR B A 19 /home/username ] A /' £ H &
EHKSHmHES, AR YYYY-MM-DD
b4 )E, k5 25 BT R
RArPprE EHB AR A HBE ID AR 34775
R P g 3 o R B3R Al AR 2 BALBE SRS CERINBLAN D Bk, HE S5 0
C 4 AE 98 58 17 44 A7 76D
HEARAEE, WEdE
TNEGEH P EHF
ANERNH P EM PR N H R
E—"UID/MNT 500 AW EERMARGK S
i F crypt im0 4
15 %€ B /' & 3 Shell, 2RI\ A /bin/bash
fBEMP W UID, B LAl — 1, HKXT 499

3.2.1.2 s 2 E—ANH P

A, F B AR S S T A R ER B . R BRI BLR R R 9k

BT AT AN AME

36



CGSL V6 R4 H " Fiit

1. 8 P 892 5% M Jete/passwd SCHEH E 4, (R H E H M E XA

2. fE/etc/passwd SCAFH R T ZH P passwd B E —NFRRAT M E— A x5
3.2.1.3 ME A F

e A Ml B — A P A

+ MM B Jete/passwd SCAF A G Y AE 3%

2. M Bk /ete/group SCAEHZ P IS B

~ MHER A PR EHE

~ WHER A P B G 0 BRI S

userdel #iy & R LA IR MIBR A P R e H 3. a2 MR A8 -

—_—

W

AN

#userdel [options] LOGIN

AE M - kI, RoR M E B 3 KA ST R B B

322 APAEH
LR A HEHEKLAE H &S
3.2.2.1 B4

groupadd M 2 H THHAMAN RS, a4 Mk N

#groupadd newgroup

B A BN KT 500 FF R FREANLMAR ID MK NE. WREHREHN ID,
" LLAE dr @ in N -g Z %0, W Ty 2R AE fete/passwd SCAF R GID 503 B BH -

#groupadd -g 503 newgroup
groupadd % H Z #A ik T 40 F %K -

£ 3-2 groupadd & M % Wi

1% TN Z 4 i iR

-g gid Hile A AN GID, BEu4iem—1, HKT 499

-1 i 2 /N T 500 19 R 4 P A

-f HERPACAHE, BHIFR R R (AASHSE)  Ffe T-gM-r@Em, H

M CAF A2, -g 16 TUEk & B R 0% .
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3222 EHFMARP

AP N H P B J7 %2 B % 9% /ete/group XM AT L, XN HRE—1TRR
—ANHMEE, HPHENUANAMARERANHE P FIR. Bl user. user2. user3 #fJE T 4
groupl, H A ID K 509, M HKE EHZ:

groupl::509:userl,user2,user3

FR O P N o, RO A ST g 4 A R g 4 Jete/group SCAF, IR P A A
AR, HE 5 0 RIOTRIA .

3.2.2.3 Mg A

ff H groupdel #x 2R M B . v 2 M L0 F .

#groupdel <groupname>
AL EEE:
L. AP A s AT M, AR AT SR,

2. WMRARHPBREARHA CH /etc/passwd XX H A AR , WXAHT
2 B
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L=

N HRGELE

T EM - AMRANBREERGN S, XHFRGEEBLE Do EENH T MR
gy e BN O R B B HR AR R g P e 2 4

4.1 3CAF 2 40 5 A A SR R AR

SCAF & gt BRAE R LA AT R B o X B R AE SO S B O iR R Bl A5 R, ot 2 S0 A
A X EMHARTT . CGSL AL M EERMLZ M2 XX HFZHM LIRS,
N R IF AT AORTE 2 B R SR K R AE R g s Bl o R B & B LR

1. XFS: XFSA&CGSL VOERIN X R H A LMW P LF. XFS 2— MEEEFH
MR HTY B X RS, FEERZHERGNHREF A ST HHE. XFSH4
TR, AL REEE N X RS, B EA R R4 YRS 8 2 B AT 21 1A
fith 75 3K .

2. extd: ext3IMTFH R A, extdXtext3 it VIR Z R E R Bkt , Wit & 8. MG HE I
oAl &g, [FIBfE5 N T — 5 IEE .

3. ext3: ext2HI FF R AR A, H o EAR AR Fext2F AL Em N Tl R H E IR .
4, ext2: CHFEMHEUnixCHEKA, oTH T2 MAAMA R, 1A L s T .

5. vfat: Windows 9x/2000 X NTH#:/E RS H ¥ EDOSX M R4, ‘Mt T K4
) 52 ¥ o

6+ Btrfs : Btrfs s& F —14{ Linux X &%, "Rt SHEER. TEMEMT Y B .
Btrfs A C A F e B s $2 it checksum FiN. M RIBAE 4 hRE LA B A & & &
BLiEN

7. NFS: e VP2 G FEHL 28 3L = 30/ RGN 2% 3CfF R 458
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8. i509660: #n il ICD-ROM X R 4 »

411 BIYIXH RS

— Ao KB B AEAE N SO RG] AT, e AN IR AR I B S B N
B, XA RE M O SR R S

iy 4 mkfs T 81 & S0 R 4. M mkfs dy &l DLAE AR 7 45 7€ 1) Bt i &% bl 57 AR SR A
M3 R G . mkfs i 4§52 X

#mkfs [-V] [-t fstype] [fs-options] device [size]
mkfs fir & T % 003 H SR

VBRI P A KR

-t fstype: 1% 0 R G KA,

fs-option: CRf @ 31 A R G T, E R BAZ LR I I I
device: R G & SCFF & 4 B 4E W & 0 B & 5

size: SCAF R G KD

flhn. EAAEMSE LAIE - extd WX RS, HU F@md:

#mkfs -t xfs /dev/sdb1

4.1.2 EBXH RS

DML T R G R, W B SO R G B ER % 3 (mount) F| Linux H W
AN E AR . RGP ERE A H RN B A B . W T R G
# > Linux JF A8 ) ¥ % 5 800K 2h 45 ok U5 i), 10 A2 K i AT By /dev H SRR B9 — A (L Ap
RE & 2 D) fF

YHRGRER, TUERSGS LD A ER, BT UEH&G ST TER.
I # S R G0 4O mount A A B E A R

#mount [-fnrsvw] [-t vfstype] [-0 options] device | dir

Hp: device REXMHRGM A& : dir REXHREHERREEAZ RGN
fr B, RIH: 3.

mount iy 2 H H W F JUAS &k -

-a: BT EERM A SR G, R AN AL Z 8, KN B ete/fstab SCAF A
R NG AME 40
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() Jf 47 SCAF & 48
-0: M FHhE CAF RGN EE/F RS, ro CREE) « rw (E) F.
-fr ERBEIED R, AR LEZRR MRS,

Bl . H/dev/sda8 SRRy xfs M3 R G| H s /mnt/tmp &, JFEZ % R 75
e

#mount -t xfs -o ro /dev/sda8 /mnt/tmp

o RT: IHRALAOWRLELARZATCALEN AR, N, F2EAHERMUAEZL
/]\aio

4.1.3 HBEXH RS

B 7RSO &R g2 Ab s HAh SO AR 2R G #R G AT DL I o 0 B0 AR G A 2 22 umount
HAg A h

#umount [-dflnrv] dir | device [...]
ZmAMHERELNERSAASH, AT EHRYS & &2 8 58 a0 MRS
Bl i, 7 B O AR /mnt H % /dev/sdbl X RS, WA LT @4

#umount /dev/sdb1

oA

#umount /mnt

o B, REHBESTEAEANLAZ G, XHZROME, EHE7EEE AR Y
BEEED R FRT AL,

wlgt
PN

4.1.4 FifstabXHEE XH R4

—ROR UL, M P 2R SO AR G BRI E N, 0 SRR IRE I AR AT R R
R, M H AR HE R ZRIRZ MRS, TUHEEEX DM ERSEG T A3
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LA R G T

Linux H { [ /etc/fstab SCAF B 5€ X — Zh g, fstab SCAF A T 91 & I 75 % 3% 1) 3
TFRGR R, ERA LTRSS H . fstab AR — DA, 7T BLJ5 3 il i 2 48 T
Ht 2.

E AR ERM AW R R ete/fstab X, AGHABEEFHTARELT LM
iF 74 o 2

A A B o

PLUR 45 Y — DS Br i) Jete/fstab SO (BRI RGA — 5 ZMHFD -

B 4-1 /etc/fstab 3T

/etc/fstab LW AL RGERER, BN ITRE-ANAFTEZENIXHZRSG, K
# R w

device mountpoint fstype options dump passno
Horp
device: fi & M E M AT R 48 W &

mountpoint: i & AF & F¢ 1IN A

fstype: fi & % % CAF & 4t 1) K Y
options: i JJ i€ 5 [& JF 1) % %< 2 51l &
dump: B € SCAF AR G IR & 22 18] I T

passno: fEE R AL SN KREXHREWINT, WXHRFEHN 1, HRMEN2, WWRE
HIE, RA7 BN XHREASERE.
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415 BENBEXH RS

SCAF A& G AR GURUE R BRI AE A AL B, B DL E AR B SR R g DA R B IR 1 S A
I Lo i BB b

XA R G BEAT A A AT DLl A fsek L HORE R, Zdr 2 Bk RN

#fsck [options] filesystem

fsck () -ap T2 HRE MM SHHAE, ML RKBOHALTHBEERRK, HEERA X
R AR

Bl fn, FXf/dev/sdal #AT XM ARG AMMBEE, FEHU TG LS(EZHmLBEEAS
Z KRB

#fsck -ap /dev/sda1l

M ER B E R, AL IR ey A BEAT SR A B R, b dr & W RE & E R U
8 JE AT

#fsck -y /dev/sda1

Fo L. B fsck B EIMHRAN, LALAHRZIMGEZAL, TUTREFEISTHS G L
R %R,

4.1.6 FRXHRAGREEWL

df y 4

i HI df iy & W] DKL & SC/F R G R A S A S AT DL, SR LT A BN SO R G R R E
A5 2, Har & ik oy.

#df [OPTION]... [FILE]...

Z L HERIANL KB NBEAEREHMMTHMEZE, &FL MB M GB N A1
8, [ df -nfx %

du 4

EH du AR REHXSHMSEKMELR, e Tt ANEgE it Hx® T H
. JFEonH T HRBSE R, %ﬁﬁﬁ’]lﬁﬁﬁﬂ?:

-ax [A] IR 7 Y SN ST I A RS O
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-s: RGOS BEEL IV B R R O
EHAMEXAM do i KB AHXTHRAGE.

4.1.7 FH & &

FECGSLH, /] DL 5 {6 i A 2% Fh OK 5 2% . SO &R G F 4% % 4%, B $6 Linux 4 X . MS DOS
FWindows4) [X . USBAF it % % UL N CD-ROM X 4 & 4t -

f# FH CD-ROM

KOt N WK B &5, /£ Shell #&x FF T8 A LUK 7 4 -

#mount /dev/icdrom /mnt/cdrom

EHMBEREGENRMN X RZRAH 23 E, 2N N/dev/icdrom, & HN
/mnt/cdrom. WHR L LK, HEF AN FKENEH R /mnt/cdrom F .

R Ry A W, B E AN /dev/edrom WA fEAE . W R AE Y 2 IDE CD-ROM,
XNV & SCAF 44 T] BE J2 /dev/hdb. /dev/hde &5 W R SCSI CD-ROM, X M ¥ & 3L 44
] f& N /dev/sda, /dev/sdb...

it ¥ /dev/cdrom A fFAE, 1 CD-ROM & & S 4 Ay /dev/hdb, W LAAE FH G F 4 4 1 &
— A~ F /dev/cdrom I 5 &5 B2 .

#In -s /dev/hdb /dev/cdrom

R RS R R DB %% (mounted) BUH A7 . AL R BT YA H 32 0B A
/mnt/cdrom & A . 41V e B H T H R A AT

BAT 5% X b B B TR J L 6 Shell # 7% 76 F R A BLF v 4 0 0

#umount /mnt/cdrom

> F mtools T &

TR T ARG TR MM mtools T HJ5, st v BLAEA] m &R 51 47 2 KB X DOS/Windows 1%
BB RRED T . X— R 2B

% 4-1 mtools fr 2

=g
%
g
an>
&

med # N DOS ¥ H
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mcopy # 1 DOS X
mdel & DOS L A
mdir #%E DOS HFE A&

mformat ¥ 24k DOS #f #%

mmd £l %@ DOS H

mmove #% 5 DOS T By 4

mren ¥ DOS N Xk 4

4.2 X RGE H LA

4.2.1 BHmFE A

WARE S CGSLVe RGEWHM T — MWW S, S Bs X w40 X, JFE
A xfs(BL ext4)3CAF R 48, WIE H 1% 40 F D R A

1. ffi H parted B¢ fdisk & €] & 4 X .

2. A A mkfs SR8 5y XA AL xFs(B extd) L AF R G .
3. ffi FH e2label 45 43 X b5 25 o

4. B HH A

5. 34 X ¥ I Jete/fstab ST

4.2.2 extd ¥ ¥R xfs

Fioextd AF R G H AN xfs ARG, W LR TE SCIF R Gk g DL K AE T xfs SO &R 4t
Mg ohfg . HARDHRWT

(1) ik xfsprogs Al xfsdump W AR O & IE & ¢ 2% .

# rpm -qi xfsprogs

# rpm -qi xfsdump

(2) AT %

#fsck -fp < & 2>
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4.2.3 ext3 ¥ # A~ extd

¥ ext3 LRGN extd THRG, wT LA T SO R S0t g DL extd STHF R
GRS fE . 1 tune2fs B2 5 Al LUK ext3 S R G 0 XN extd X R G, # il 2
W ARAE o X A B A AT 3R T AT o SRR E L B AT Cextd 40 X TCVEBE “ PR E ext3),
R BER ext3 W5 ARG, BBWT:

(D) XN TEHEANTFEERM X, RS XEAEER, HATme:

#tune2fs -O extents,uninit_bg,dir_index <i% % % >

(2) AT v 4

#fsck -fp <& & &>

BT e BEARMAT fsck, D EFHF ATl £ 8 fsck M@ ARBEIHZTEDE —MKE,
XA A A group descriptors 4% 2] checksum 4538, EANZ M AA 2. PTHA R E LB AL
il —R Bt FEALHRAFLAEFTN. pPARERLMNGHIERS QB L.

EiR A&, <& A4 >08 BRI W& (0 KA AR, Wi/dev/sdbl.

B LEabHiTr BB, F5H 2 /cte/fstab P 69 I & % £ B A ext3 & & extds

4.2.4 ext2 ¥ # A ext3

tune2fs F2£ /7 fE 05 A 2042 70 X B O fF B R 45 BLAF 10 ext2 SCHF RGN H & o W 75 8%
ext2 SCMF &R G e i ext3, BA root H B S AT W T iy 4

#/sbin/tune2fs -j < &% %>

Ho, <@&A>ZEAAENB & X)AK, W/dev/sdbl.

Br: AL bMITREE, #F# 2 e/etc/fstab XA FPHERGWUITRZITPH IS E % E
AN ext2 KA ext3o

WRP LRGN RE, W FEE— initrd BB (B0 RAM ##) k5l
S, T EfFH mkinitrd v 2 A &E . T WA H mkinitrd 4, W& %4 ) man F
W, W4, BEBE GRUB B{ LILO A% B B 2% A\ # 11 initrd.
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4.2.5 ext3 it JE AN ext2

Moextd CAF R GLIE RN ext2 ARG RSB T . (Bl/dev/hdbl Jyf1)
1o B R p X, LAEREE X 2F %N root FI 7, ARJEHEA:

#umount /dev/hdb1
HAT LR A, AT R G g B A B O R G

[\

#/sbin/tune2fs -O “has_journal /dev/hdb1

3. AT BAE fir & SR A 2 2 X B IR

#/sbin/e2fsck -y /dev/hdb1

4. PAT LT a2 8 0 XK E BT HEH Oy ext2 MRS

#mount -t ext2 /dev/hdb1 /mount/point

Hor, #8 /mount/point A 4 X 1 £ % &,

5. Ul B o X H b (L& R 63 8 /mount/point) B AT W a4, MIFRME H
X F Y .journal CAF .

#cd /mount/point

#rm -f .journal

B : B HEEZRAMIE S X AR ext2, FI04E 2 #H Jetc/fstab L .

4.3 /T XEHE

S EL. BTZGORENPERIAFEFALHEN, FENSTEL2BIETETHOFTER,
EMMEREEATHE PR AR ITHEORES D

4.3.1 Parted T B

M A parted &P Al L7 s EAT REAL 0 X RO BEATE ), MEFINAM 2 X R, &
oy DX R/ < B g X BB T O X .
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£ Shell R F FULBEH P GH#E AN T4 (/dev/sdb Ramn B EHI MK &L -

#parted /dev/sdb

Ja 3l parted J5, fE (parted) #8785 T8 A help B2 Ha Mok, TRV E L
H P i H I parted iy 2 o

# 4-2 parted W7 &

i 4 3 % &
help s A Ay A A R
mklabel LABEL-TYPE N X R A 2R AR

mkpart PART-TYPE [FS-TYPE] START END R4 X, A O &8 S R 4

print TR X R

quit Bt parted 2 %

rm NUMBER T % 43 X

select DEVICE EEN - ARERENR, FFEER parted
set NUMBER FLAG STATE X LB bR &, state 7] L2 on B off

RT: 2HE. MRLPERTHNSSREKR)D, PEFMARSETIRRELERN, FHSER
R, EXBTARNEEZLA. WES2RX P ROIFEELEMENGLH, T LA umount
GhRHBRSRE, £ swapoff 7 A R A H X #HHp K,

4.3.1.1 EFEHKX X

Ja 3l parted J5, # A print ¥ K EBEFHTXEK, FHEGAGEEWT:
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[root@localhost " 1# parted

GHNU FParted 2.1

Using sdewvrsda

Welcome to GHU Parted?! Type "help’ to view a list of commands.
(parted) print

Model: ATA WDC WDEBAJD-75MS (=csil

Disk ~devszsda: GH.HGH

Sector s=size (logicalsphy=sical): 512B-51Z2B

Partition Table: m=sdos

Number Start End Size Type File system Flags
1 1849kB 5Z5MB 5Z24MB primary extd boot
2 525MB 88.8GB 7V39.5GB primary 1vm

(parted) _

B 4-2 EFPXERER

BT R THEMRAD, B oTERUERERM, FEE XK, K

Number 3 % 7R 70 X % & & 87, Bl % 1 ALK /dev/sdal; Start Fl End 73 5 &
RXT RSy X AERE A E R A E, L MB AL Type AR X KA, v DL primary .
extended Al logical Z —; Filesystem /& X fF RGHFKA, A LLE extd. ext3. ext2. FAT.
Linux -swap %5 %5 ; Flags BAIH 7 o X B M FrdE, 7T HMFEAH: boot. root. swap.

hidden. raid. lvm %§.

RT: ERZTH B parted RAF LR WL E, A select ¥4, BFERXEL L, o
/dev/hdb, R E, BETULFEIARECH H»RX £,

4.3.1.2 gl EH X

o R AT E A /dev/sdb b GBI —ADNF o X, B4 %A LN d7 4 5 3 parted:

#parted /dev/sdb

RJE M print f5 2 BEE LA 2 X R, WONEAE B SAE 2R N | e T8

X .

R7: AR2ABAAEAEAGAE LAZHS X,

MR 7 X R vog B 0 Xk Ak oAy KSR R, A4 B R fg
WAEMNACL LR X, WeBed Ny EyX, JET RS X

-

ANUAESX, WRE
WelEZ NEEDX.
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Bl tn, ZEAE/dev/sdal M 18000MB %] 21000 MB ] & — N X R %N ext2 I E 4 X,
BENLLT 2

#mkpart primary ext2 18000 21000

o R f#E ] mkpartfs @&, DXEEE LRGBS A E. R E—4% T <Enter># ,
X X B SR = ARk, BB E AT RTE AR A — P a2

Q& 7o XJE, A print iy S RBOAFTE D X CIA D XEF, IF BAGIE#H K2 X
KA X RGRBAM KD WAEH o X0 B 4 by UL 8 e 223k 1E

i mkpart )7 19 7> X B A # A0, R T A O 2 X SO R 4t

#mkfs -t ext4 /dev/sdb3

Rk, WL A XEWRSE. £ HZXW P e @& mE s, 4 mount v 2 N #
FEMEHE. & e W E BB I E] ete/fstab T .

T parted B R LA ext3. extd LHF 4%, B, 4o R84 F —A extd. extd L #
A%, AR part X545 X, KRB 1E A mkfs k€ #,

4.3.1.3 Mg X

W BB B /dev/sdb BRI — AN X, BN W R 4y A JH 3 parted:

#parted /dev/sdb
SRIGH print fn S EELE 0 X R, B Z M BRI 5 X .
A rm SR MR 0 X, B0, ZMBR S X &% N sdb3 , MIFE (parted) $2785 FF F ##

(parted) rm 3
W8 — 4% F <Enter>#, 7> Xt <M Er, HAEG ST FHRE —T!
ZS

o XM BR R, A print r AT LLE R X g Ay X EMER. &5 ELEEMN
letc/fstab SCAF AR MBS, 3K B0 5 O BR 19 20 XA R (9 4T, AN ST A I BR e .

BT AEAEAMMKRELEANRE LG K,

4.3.2 Fdisk T &
fdisk /&2 CGSL R4 HP R X E M T H, UL NP fdisk 193 A H k.
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4.3.2.1 EETXEMR

ff i fdsik -1 filesystem fif @ K& FH 7 XE M, HWLL T, Bl root H /7 #47 -

#fdisk -1 /dev/sdb

Disk /dev/isdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

Disk /dev/sdb doesn't contain a valid partition table

4.3.2.2 1S KX

X g B AT B AE . LA root I P AT . fdisk filesystem, 5] i :

#fdisk /dev/sdb

Device contains neither a valid DOS partition table, nor Sun, SGI or OSF
disklabel

Building a new DOS disklabel with disk identifier 0x2dfa2374.
Changes will remain in memory only, until you decide to write them.

After that, of course, the previous content won't be recoverable.

Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command 'c') and change display units to

sectors (command 'u’).

Command (m for help): n HERML nFES KX
Command action
e extended
p primary partition (1-4)
P NEBRERTIMApFE-ANEFKX
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Partition number (1-4): 1 & #F 5 X5

First cylinder (1-261, default 1):

Using default value 1

Last cylinder, +cylinders or +size{K,M,G} (1-261, default 261): +1G I 4
X K /N

115 N4 X & 38

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

4.3.2.3 M4 X

#fdisk /dev/sdb

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command ‘c’') and change display units to
sectors (command 'u’).

Command (m for help): p IEFRTER 5 X155

Disk /dev/sdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 132 1060258+ 83 Linux
Idev/sdb2 133 197 522112+ 83 Linux
Command (m for help): d I B 4 X
Partition number (1-4): 2 IEFESRE
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Command (m for help): p HBEREESXER, RSEMB

Disk /dev/sdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 132 1060258+ 83 Linux
Command (m for help): w HB N5 X 8] HEH

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

4.4 AT ¥ 7 [H]

4.4.1 THZEMZH 2

A e 7 (8] (Swap Space)ENME AW Rk F M, ZBRAGMYWHEHNGFEABHON, =
R W BN A7 TR e 3 e b A U TR A AR % B DT T A i B AT e A R &, AT RE R HE — R ) B
WAEZ I, At aras 1T iR e . A5 7 B2 U5 1) B A et 2 0 DT I, A AT e )
e N AR LK B 204 B A AE

AR A8 s a) W] LA OA A D B N A L SR LA B, (E R KRR T VA N B A% A R R
WA B e f TR A maas £, LB BE AN ERRE . ZHsm
Dl —NE Ry X (EFERITE) , Mg AN H 3, sEmEMLSS.

4.4.2 ¥R #2208

I8 0 AT A 2 R AT P 5 8 S N AT B gy DX B N A A S A
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4.4.2.1 HMAR #He 4 X

WS A3 AT X, HFERK D XK CFRAEOY 82 C(H SWAP )

ff H mkswap 7 & KX E L5 X . 7& Shell #2/x FUMRAH " MmN TFa4d (K
W swap 7 X & /dev/sdb2) :

#mkswap /dev/sdb2

FOL AR A ey X, BANBLR a4

#swapon /dev/sdb2
BEAES S B, % /etc/fstab CHERE S LR 47

I/dev/isdb2 swap swap defaults 00
ERGE TGS, ElaEHmERZHRDX.

R TR XFBRHEZE, EIE cat /proc/swaps 5L free iy 2 I % i Sk #f (& 32
o XO#EHHT .

4.4.2.2 ML B L4

HZWEL T Tk

f£ Shell $278 F LM H 7~ S 8NN a4, H P8 count N7 21 58 e SO K/ (5
7N KB):

#dd if=/dev/zero of=/swapfile bs=1024 count=65536

il FH DA R i 4 R i B A S0

#mkswap /swapfile

LR R R st A RS SR AR, BT

#swapon /swapfile

ARG SR, 4 Jete/fstab SCAE R A S DL AT

Iswapfile swap swap defaults 00
ARG NGl R, B s BB R A .

Ml T X XIF)BHEZE, 1§ & A cat /proc/swaps Bl free v & ) fir H oK i R 22
oaXagEHT
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4.4.3 M & A2 ¥ 25 (8]

M BR 52 oy X

1. RS AREEAEN (XA ER, TRy AR B M) o AR
B A A G AR R AE ) X, 0] DL 2 R (umount)iX 6 43 X, A swapoff 1y & kK K
PR A IK B 2% b1 BT A A8 6 28 8] (LA /dev/sdb2 A )

#swapoff /dev/sdb2
2. Ml/etc/fstab Ho M B A2 # 58 XAH G 2% H o

3. MIBR 2 X (Lh parted T H A fl):

£ Shell 278 F AR H 7 G 8 N v & : parted /dev/sdb. X B 1] /dev/sdb s2& % E
Br H B A2 4 23 TE) ) B A 0K B 2% 1) i & R

f£ (parted) 275 T, AN print K& FH I A7 K 70 X I A E G AR M B 19 52 #e 7 X R K
AR L

7t (parted) #&/85 T, # AN rm MINOR, iX B ] MINOR /2 & A5 #f B 17 43 X () IR B 5 15 .

o ELHTLIWALE, BLAHANEHRGREFTH,

N quit KB i parted.
) B 2 e S A

(1) £ Shell #2/~8 F LA root 1 $ AT BA T fin & SR 22 F 22 # S0 F (3X L [ /swapfile & &2
o sC D

#swapoff /swapfile

(2) M/etc/fstab A M B Z T B

(3) M B 5K B SC AT

#rm /swapfile

4.4.4 B X H 2

AR A e 8 N AR R B 55— Ak, 1 S IR I B A2 4 1) (0 U WY, R T N A2
2% [6) 1R U .
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4.5 RAID &

4.5.1 RAID 24?2

RAID(M VW TC R I EAH M 2L Z DMK S E K —HEMUREER
UK By A% R B AR, KR € R B TE I A 1 U7 IR R R ORI R A A A Th e o X AN O B 4% BE S R
R LR — A R — 8 A R on SR B AR .

RAID & — Fl 76 2 A WL AL b4y 8045 B 5 % . el WG 4% 4 %6 (disk striping, RAID 2%
0D\ Bk #8518 (disk mirroring, RAID 2% 5 1) Fl 4 A A 48 £ % 19 G 3% 4 46 (disk striping
with parity, RAID %%l 5) Z RKBIHFEARKEB IR, BAKEARE [, IFH (B0F) #mn
i G =T N O U b A /=R - EOA S

RAID ) 2 A i B/ . Hodls 6 200 {8 F — 2000 78 oK 4 20 B0 80 B 210 b (0 SR 3h 4% £ o 2238 2
XA H K, B b AU B OR N — BU B CRUNIEE 2 32K B 64K, WA fE AN
KA o B —HH = R 4E BT A RAID 22590 10 5 N 3 b 1 — > 4 4 3K h 4% o =5 B3 22 4 33
Bomwp, XA B s R ORIEAT, ERE DM R DKW AW ERER .

4.5.2 # M iZE FH RAID

A FEES REREETFHAEROAST (W— KO AEEH B # LA RAID H A &
2% . i H RAID ) 2 5 A 1 45 -

> R B

> BN s E

> kb R B R RO SR AN R R i
4.5.3 T RAID F1# & RAID

RAID #iARE MW Fh: f 4 RAID F1 # £ RAID.
4.5.3.1 T4 RAID

BT WM RSN EN IS B RAID ¥ 2%, HHEEENLES —H
RAID B 5 RSB Ry — A HE4E . BT RAID X T #E R R U R EWN, #AF R GZE R
w2 — A EE M, HEMTESEEME B, AERHKER.

4.5.3.2 4 RAID

BAF RAID g4 F RSB, BN E AT E S 5B 126 & F ol g R, Bk
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RAID #2 f#ft 1 f% Je A 19 ff ok U5 i . B3 W] DL /2 B/ B /) IDE 4 BL )z SCST # 4t -

CGSL W Bt MD 35 8 B ¥ /2 56 4 M3 08 1) RALD A e 7 096 1 . 36 T B 1 Pt

R 51 P i 20 5 T %5 B CPU A0 PE R AR 2 b . BLF 502 BOfF RATD [0 — 2% 5 76 %5 0 45 1%
> R G R

3T o

AR5 T 4T 7 7€ Linux B4 1o 3F 15 4 51

{5 1 VR B R 5 8 YEE R 0 T R B

XY T H 5 e 10 35 3 28 00 K 5

% CPU ffy [ 2 K ) BL G ) JE 5 8% CPU R 4t 30 fit

vV V V V V

RT: RXBEREAFERLL R A CmBREEIRS S .

4.5.3.3 RAID ZAMLH

RAID ¥ H & KM E, BIEHH 0. 1. 4. 5 LB, XL RAID XM & LT

Z 5 0 —RAID Z 5l 0, L% BRRAE “ 267, B2 M Ak 0 KBl sk . X
R O ONBE B BOE g B A, RE RS N EE S R HE BE AR R 5T, AT AT AR PR
M Vo Yefe, HEEANRMIURME. Fon) 0 B 5 #4768 55 T 84 RAID Bt A K
SRE AL B R ) BB RAID Y BT A A5 4y X 2 g 7D

2% 1 —RAID 450 1, BL“Hifg” , w0 K T AE T KB R RAID. 25
138 L A5 BB b R B B B R B S ONAR R S (FERR A B CBBR T RIS KRR
B R ME . BB 0 T A e R Bl T Ak, e ORISR AR AT o 8 A A BL R HE
FBRAE RGO 1 AT RE & AL B U 8 F T AT U5 18] oK 3R AT v B e AR B, (H R B E K2
SLERAEIR R /O MR R . S 1 RRA TR SR T R, R RS T R S EE
MR ATERE, ER MY MR A BB . Jnl 1 I A7 71 5 8 1+ RAID 4
BRI A 2 — BB RAID 88 1 20 X 22— [ A7 B8 0 M 1A .

G 4 —9n 4 ST R B ADEEKS S BT ERRRETEE. eEES T H
B VL O R 117 A/ N o " L S £ N = B i AU R R it R v AV S T T 7 1 B
BASHEAAZRKERBERGELT AR . EAR RAID ) 4 783 L7 X 7 R b — Ff ]
W H, Ef CGSL RAID ZH &l AR — AN SRV IE I . 8 1F %0 4 K476 24T
P R Gt 535 — DR IR RE S S 4 ICAFRETI A 2 T I A i o X &5 35—
ME AR Cn R E AT RN R D .

Pl 5 —IX & i ) RAID AL . 3l o £ 2 26 ml 4 0 B 21 B 5% Mk 4 9K B 4% o Al A
RS, RAID 200 5 B G 1 %o 4 B A K5 N M. ME— 1M 2 & Mmit SR,
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fiE HELACH) CPU ATECF RAID, XFHIGOLIEHE AR A KA @. 595 4 —F, HERE
FEXF AR RE, BEECOR KB T H AR, Hnl 5@ 5 E B S A — kA ok BE AR AR
XL . BEFSH SRR OMA T AR AR ER NIRRT . BAF RAID
Zn s A RRAMATHARAD X EZH - DNEWOEAAGET CRENKKAMED .

2% RAID—EZ £ RAID /& — F FI fil 5 1) 4K 2l 4% 58 4ok G i — > 8K 10 1 01 9K 20 &% (1
ik . AEE RAID v, X B — A il o3 B 3h 45 21 55 — A R R KB 88 g ke i, R A AE
BN EEHT R, A BT - AR A X MR LB $ S AE Tk RE Y i i A
m. BN /O B AR A K AT REAE R 01 X Bl 4% (8] 4 7> JF . 2898 RAID A7 & AR (T J0 R 1%
HEE, BREETAEE — WRAEM DR WMS KT, BRI A G
W AF BE 7 P AT R Y A 1K SR

RT: RAIDZA 1 W RMIRD, BABRIMRAWEZEEEANED PO A#AE, ZRET
B HEEN, Zde, wFREZT RAIDAAN I, BmBHRHSK (/) FETHEAMSARNE
A 40G IR HE L, BREARE LA S0G =M, pRAEFEARL P 4G, BHF 548
40G #t 4= Bl AT 40G 89 40 1% — 4%,

RT: #BREOFEEALTEHEIN T A CHERROAER T AN S HE b a9 XA 5
HEMBEBEREE, INEFEALMARTRELE. AB, AR BRAABEZA, A E7
B RAET AR R R R ML L8y 1/0 WK ERBRARKALZE, €T AR AN #%E
EERHE.

BT: RAIDZ A 4583 5mbETR4R, 2RXAANS5HLETEAN L4, FXIARE, &K
A4 R EH,

4.5.4 mdadm & ¥ % RAID [ %

4.5.4.1 1 2 ¥ 1% 5

mdadm ffl FH| --create(BL L 4 5 -C)Z Hok G @ #1 (0 B %1, FF H ¥ — &b & B 5 1) b5 R (5
EERNTHBEBVTUSEST —ANIKREZEENHEEXE. --level (B # K% 5 -1)% &~ B 5 1)
RAID 2 5, --chunk(8 # H 4 5 -c) R /R G257 o K/, BL KB N #1471, BRiAN 64KB,
St B0 I K/ S BN AN TR SRR I R A S R RE AR K2R . --raid-devices(BRH H 4E 5
-n) F 7 BE B 3 BR A B & S B, T --spare-devices( Bt 4E B -x) #F on BE HI B & A 09 A
B, —BHFHEFRHEANBRE KL, MD WEZIKI T Bah R & mAN B L, K5 E
AR R v R ol 0 G [ o s

& — 4 RAID 0 & %% :

#mdadm --create /dev/md0 --level=0 --chunk=32 --raid-devices=3 /dev/sd[i-k]1
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fi I 41
MD B # i VR B W & A B s, ol DL R gk e .

#mkfs.ext4 /dev/imd0
#mkdir -p /mnt/md-test

#mount /dev/imd0 /mnt/md-test
1 1k 1E 75 38 1T 1 FE 71

2 FE AR AT SCAF R gt BE b AE i B BL R v & AR T A, AT LR ] --stop (BH
H 455 -S)f= 1L FEF ;o Ry 4 IR B i & oE SR AT R A I A iR, U W] /dev/mdO IEFE B R
ML AE A, B AR AE, D AUE B Tk BRI AT, X RE R AR ORI BE A1 BOdE 1 — 2
Pt .

#mdadm --stop /dev/md0

4.5.4.2 HELAEIT KRS

fit K --assemble B H LA S (AT HERERKZ W& KN CHEFEE, )5 H R NFHEK
B 51 o SRR AT 28 F0 A B A el IR g B e A, T RUAR E 1 IR 28 B & ok R B B A .

#mdadm -A /dev/imdO0 /dev/sd[b-h]
e & A

/etc/mdadm.conf fE N ER NI HC & SCF, FEEAERHZ T ERER RAID W E, JLHEZ
Al ARG & WS AR A B ik & T . Assemble iy & A UL fE A --config(B # H 4§ 5 -c) K 45 € i
B, BATE WA LW Ny & ok @ SL il B S

#echo DEVICE /dev/sd[b-h] /dev/sd[i-k]1 > /letc/mdadm.conf
#mdadm -Ds >>/etc/mdadm.conf

#cat /etc/mdadm.conf

4.5.43 BEHREF KRS

AR LI I cat /proc/mdstat {5 B & E T A 117 1 RAID FEFI RS, EE—I7HH
%6 J& MD 1 %% %4, active Al inactive & TR R FES 2 B RS , ¥ 4 2 M 4 1) RAID 4,
AR TS, THSNIENHEFRIEFSEEINTHT S, (S)RRHZH&
#, (F) BARRXNHRZ faulty RE . HEH AT P ER 2R, B2 KB, 5
s& chunk-size 1 K/, 485 & layout KA, A A RAID 4 5l 1 layout KA A[H, [6/6]H
[UUUUUU]E 7R BESI A 6 /> #E A 9F Ho o6 MR #f 2 IE® 8471, mM[5/6]f[_UUUUU] &R
FEFIA 6 MHLEL TR 5 DE R IE R IsAT I, T R4 XS B A A7 B L A 2 faulty IR KT .
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#cat /proc/mdstat

4.5.4.4 B H

mdadm 7] LA 7£ Manage 1% 20~ , XF 32 47 H 19 B 21 3F 47 8 0 S ) B G A . R T BRI failed
WEAL, M4 spare () fEAL, DA MBEF R ECER KRR E%E. (I H--fail (8L
HHAE-O 18 E A HIE .

# mdadm /dev/imdO0 --fail /dev/sdb

WA OB, A --remove (B H H 45 H --) 2 BOK X A BE AL BE £ B 8 RS OE
B Qi 2R B4 38 I AE BRI AE AT, WA BE AN IR A R B2 E .

# mdadm /dev/imdO0 --remove /dev/sdb

4.5.4.5 BB

" PAAE A mdadm X RAID BE A BEAT 1%, MR N EHECHFEF LS KE, R
Jr MR 9 T R 2z AL PR

#mdadm --monitor --mail=root@localhost --program=/root/md.sh

--syslog --delay=300 /dev/Imd0 --daemonise

BERGHEEE, W ELE B WA B 5 8l B 5 b iy uik S B g A AR T i R A R A

#mdadm -f /dev/imd0 /dev/sdb

4.5.4.6 T RRES)

an R B I B A I AN AR B A B %, R RLR € B T 81 & RAID B 51 4 > Bk & fiF
R B 2% KA

#dadm -CR /dev/md0 -I5 -n6 /dev/sd[b-g] -x1 /dev/sdh --size=102400

SR G TE BE 51 5 B J KN B, 3 B A --grow (B8 H 45 5 -Q) B K --size £ % (B & H 4i
T -z) {EIN b A E K /N B e et e 2 ) T R B A BT A R RS BB A Kb .

[root@fc5 mdadm-2.6.3]#./mdadm -Q /dev/md0

/devimd0: 500.00MiB raid5 6 devices, 1 spare. Use mdadm --detail for more
detail.

[root@fc5 mdadm-2.6.3]#./mdadm --grow /dev/md0 --size=204800
[root@fc5 mdadm-2.6.3]#cat /proc/mdstat

Personalities : [raid0] [raid10] [raid6] [raid5] [raid4]
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mdO0 : active raid5 sdh[6](S) sdg[5] sdf[4] sde[3] sdd[2] sdc[1] sdb[0]
1024000 blocks level 5, 64k chunk, algorithm 2 [6/6] [UUUUUU]
[F===========>___... 1 resync = 69.6% (144188/204800) finish=0.0min
speed=10447K/sec

unused devices: <none>
[root@fc5 mdadm-2.6.3]#./mdadm -Q /dev/md0

/Idevimd0: 1000.00MiB raid5 6 devices, 1 spare. Use mdadm --detail for more
detail.

4.5.4.7 Bitmap 2 &

ff FH bitmap i 3 id % RAID [R5 2 /> A8 & & A 2 (resyne) . 2 #--bitmap (8 & H 4
5 -b) {8 7 ic X bitmap 5 B X4, W R Z interval S H3R JR bitmap id F E RN W & BT
¥E X . --bitmap-chunk & /8 B 4> bit A7 XK RAID & % £ KM K #Eh, HAL2& KB; 1M
—delay(B#HF HE S -d)is e £ KFMHFEW bitmap E E B s FH & & L, B2, BiA
& 5. force(El & H 4 5 )X /xE & # © & ff 7£ bitmap X fF . 1 H fff H 2 %
--examine-bitmap(8¢ # H 45 5 -X) A8 % & H 7 fil £ SCAF 803 % & oo 208 1 bitmap id & 1)

==
B /o o

#mdadm -CR /dev/imd1 -I11 -n2 /dev/sdi1 /dev/sdj1 --bitmap=internal

4.6 ZELHEEHEE (LVM)

LVM & — P 410 f 5% OK 3 2% 25 (8] 40 Be B 5 0 7% . TR LVM, 6l 5 0K 2 25 Bi A A 0K
MB/ESESHTHE — AN EZ N HEE (physical volumes) . Y EH kB B — A DL L IKE)
o

YIS AR E E S 4 (logical volume group) , 1 B 4-3 , M — {4 4h & /boot/
- X . /boot/ s IXANEEAL TR EH, WG FREE T LEEIE . o R EE/ 75 XK
mEgEE L, BFEEWE N2 W /boot/ X, EARBTEHEHMN .
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g 1R & & L L Jboot
9.1 GB 9.1 GB 9.1 GB 75 MB (ext3)

B 4-3 BEEH

B 5 HY B HEE (logical volumes, S T LVM R EH M “4 X7 ), 1 A
4-4 , I8 E T HEHBE S (W/home F/) , PLENXHFRG R (W extd) o« [ X7k
B 7TEAMBOWRE, ZHEHPMZHNTEHT ARERING ZHERE M X KA. HHE
MR IS SRR MB ARG L, A meZHEEH s, gHEZTUY RIS
X .

FoiE N
(9.1 GB x 3)- 75 MB

v

K 4-4 B8BE
CGSL BRIN 3 #F LVM, LVM iy &% . VLW Rosfl i F -
lvchange B o 4 R #lvchange -t 60 /dev/vg00/lvol3

lvcreate i e R R LA e o #lvcreate -L 100 /dev/vg00
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lvdisplay

lvextend -m
lvextend -L
lvreduce -L

Ivreduce -m

Ivremove

lvrmboot

pvchange
pvck

pvcreate

pvdisplay

pvmove

pvremove

vgcfgbackup
vgcfgrestore
vgchange

vgcreate

vgdisplay

vgextend

R NG AME

BoRAREEE NG R
N IR S B AR
8 I 32 A KK D
ik /N 32 ) K

/N2 B R R R

=

==A
M 4R B 2

B ) AR DX 3L AT e X R
e il DX 1) 32 4 G BE

B O W B R
Xt E G AT Bt e &

EAESHK &2 Y
el e

BRAERMHEEHER

Bt X — A9 26 % 2h 2
n— M EE

M) B G M BR LVM 23R
2k 1

RAELHRK LVM id &
WHE LVM it &
¥ JF 86 ¢ 1 4 2

tEEA

ERAREHANE R

HERMADEERT TEAH

#lvdisplay -v /dev/vg00/lvoll
#lvextend -m 1 /dev/vg00/lvol3
#lvextend -L 120 /dev/vg00/lvol3
#lvreduce -L 100 /dev/vg00/1vol3

#lvreduce -m 0 /dev/vg00/lvol3

#lvremove /dev/vg00/lvol6

#lvrmboot -d /dev/vg00/1vol2

#pvchange -a n /dev/disk/disk2
#pvck /dev/disk/disk47 p2

#pvcreate /dev/rdisk/disk2

#pvdisplay -v /dev/disk/disk2

#pvmove /dev/disk/disk2 /dev/disk/disk3

#pvremove /dev/rdisk/disk2

#vgcfgbackup vg00

#vgcfgrestore -n /dev/vg00 /dev/rdisk/disk2

#vgchange -a 'y /dev/vg00

#vgcreate /dev/vg01
/dev/disk/disk3

#vgdisplay -v /dev/vg00
#vgextend /dev/vg00 /dev/disk/disk2
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vgexport M Z Gt i B o A #vgexport /dev/vg01

vgimport ] 2SN &4 #vgimport -v /dev/vg04

vgscan 4 5 H 1 R G A #vgscan -v

vgreduce Wik N EH PR — AN £  #vgreduce /dev/vg00 /dev/disk/disk2
ANV PG R 46 /N B A

vgremove MR G RE B F M BR G 4H E  #vgremove /dev/vg00 /dev/disk/disk2
X

4.6.1 LVM 8 & X ic B 7~ 5l

1. f# A fdisk 1 & % X -

#fdisk /dev/sdb
WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command ‘c’') and change display units to

sectors (command 'u’).

Command (m for help): n
Command action

e extended

p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-261, default 1):
Using default value 1

Last cylinder, +cylinders or +size{K,M,G} (1-261, default 261): +500M

Command (m for help): t

Selected partition 1

Hex code (type L to list codes): 8e Il 8e N LVM #% =& K R %
Changed system type of partition 1 to 8e (Linux LVM)

R NG AME 64



CGSL V6 R4 H ' Fiit

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 2
First cylinder (66-261, default 66):
Using default value 66
Last cylinder, +cylinders or +size{K,M,G} (66-261, default 261): +500M

Command (m for help): t

Partition number (1-4): 2

Hex code (type L to list codes): 8e

Changed system type of partition 2 to 8e (Linux LVM)

Command (m for help): p

Disk /dev/isdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 65 522081 8e Linux LVM
/dev/sdb2 66 130 522112+ 8e Linux LVM

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.
2. K XE AN PV EL):
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#pvcreate /dev/sdb1
Writing physical volume data to disk "/dev/sdb1"
Physical volume "/dev/sdb1" successfully created
#pvcreate /dev/sdb2
Writing physical volume data to disk "/dev/sdb2"

Physical volume "/dev/sdb2" successfully created

3. B PVAAREN VG(ELH)

#vgcreate myvg1 /dev/sdb1 /dev/sdb2

Volume group "myvg1" successfully created

4, QlEEHE LV

#lvcreate -L 800M -n mylv1 myvg1

Logical volume "mylv1" created

5. vgdisplay & lvdisplay [ 4H X {5 &

#vgdisplay

--- Volume group ---

VG Name myvg1
System ID

Format lvm2
Metadata Areas 2

Metadata Sequence No 2

VG Access read/write
VG Status resizable

MAX LV 0

Cur LV 1

Open LV 0

Max PV 0

Cur PV 2

Act PV 2

VG Size 1016.00 MiB
PE Size 4.00 MiB

Total PE 254

Alloc PE / Size 200 / 800.00 MiB
Free PE / Size 54 / 216.00 MiB
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VG UUID 622JHS-61WH-VtKK-29i0-EfOD-Icar-dBn83k
#lvdisplay

--- Logical volume ---

LV Name /devimyvg1/mylv1

VG Name myvg1

LV UUID ldgHyQ-cEkp-Hz4X-ulPv-kvY3-nmTi-uRmGqw

LV Write Access read/write

LV Status available

# open 0

LV Size 800.00 MiB

Current LE 200

Segments 2

Allocation inherit

Read ahead sectors auto

- currently set to 256

Block device 253:2

6. 1k LVM 7 X FE 8 0 X -

#mkfs.ext4 /dev/imapper/myvgi-mylv1
#mkdir /mylv1
#mount /dev/imapper/myvg1-mylv1l /mylv1

7. X EHEHEKN LVM X RG#HITT A

R H -

/devimapper/myvg1-mylv1l 788M 17M 731M 3% Imylv1

1 A lvextend Fl resize2fs FH T E LY & -

#lvextend -L +100M /dev/imapper/myvg1-mylv1
Extending logical volume mylv1 to 900.00 MiB
Logical volume mylv1 successfully resized
# resize2fs /dev/imapper/myvg1-mylv1
resize2fs 1.41.12 (17-May-2010)
Filesystem at /devimapper/myvg1-mylv1 is mounted on /mylv1; on-line resizing
required

old desc_blocks = 1, new_desc_blocks = 1
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Performing an on-line resize of /devimapper/myvgi-mylv1l to 230400 (4k)

blocks.

The filesystem on /dev/imapper/myvg1-mylv1 is now 230400 blocks long.

R E -

/devimapper/myvg1-mylv1i 886M 17M 829M 3% /mylv1

4.7 B A WLET £ B 42 (DM-Multipath)

4.7.1 DM-Multipath §& &

device-mapper-multipath ( fij #8 DM-Multipath) & CGSL &R 4t H iy I 2 & 12 844, "l ik
¥ 55 &8 RO AFAEFE SN I 24> VO BMAERE N — I8 —&k&. X8 /O BiE&A
BLE ST S, THALLL B H A E SAN &R, 2RAEEES T /0 B, IFERH
X L B 5 K A2 2H R BT A

Al f# ] DM-Multipath 2 .

JUAR I HE: DM-Multipath W £ L& /4B E TR M LR . £ X3/ E T,
RA—FHEAEAERK VO RAMEH. R /O MM AEREITR (H%. ZHlHEE
H 2D AR, &K DM-Multipath ) #t 3 & H 2% 1% .

PERESE & . " DM-Multipath Bt & N a3/, Hak /0 L& B &k
XM B A BRA T . £ LA S d, DM-Multipath A 78 /O B2k 73 IE3h & &
BT i 7R
4.7.2 DM-Multipath it B X & 2 7= I

F 0 # multipath £ &

# modprobe dm-multipath

# modprobe dm-round-robin

ff |l mpathconf 27 X B £ &, © 8 &# £ ¥ A NA E L /etc/multipath.conf. f# H
DA R A2 3R Dy B A B ) e I B X B DM-Multipath:

1. 11T % --enable E T/ mpathconf @y % :

# mpathconf —enable

R NG AME 68



CGSL V6 R4 H ' Fiit

2. %% /etc/multipath.conf SCHF, W& B AH K BRI, 948 58 B OR A7 L B ST IR B .
WHRATE RS PR, v LLAEH path grouping policy R BRIA{H failover ({8 #:) .

3. EAERS:

# service multipathd start

4. F 7 A M multipath id 3%

# mutilpath -F

5. EFH M &

# mutilpath -v2
6. BFH AL (24

# mutilpath -Il

36001438002a56fd60000600001c60000 dm-250 HP,HSV450
[size=5.0G][features=1 queue_if_no_path][hwhandler=0]
\_ round-robin 0 [prio=10][enabled]

\_ 2:0:5:4 sdck 69:128 [active][ready]

\_ 5:0:5:4 sdhz 134:128 [active][ready]

\_ round-robin 0 [prio=50][enabled]

\_ 2:0:0:4 sdz 69:14 [active][ready]

\_ 5:0:0:4 sdhk 134:44 [active][ready]
360060e801439ba00000139ba00002209 dm-62 HP,OPEN-V
[size=8.0G][features=1 queue_if_no_path][hwhandler=0]
\_ round-robin 0 [prio=2][active]

\_ 5:0:4:9 sdlv 128:27 [active][ready]

\_ 2:0:2:9 sdaq 134:0 [active][ready]

\_ 5:0:7:9 sdnv 128:272 [active][ready]

\_ 2:0:11:9 sdhq 134:0 [active][ready]

PL | & device-mapper-mulitpath 2 % 1) &% %, 73 7 A dm-250 1 dm-62
Hoor,

dm-250 X N [ ¥ PR % %% & sdck. sdhz. sdz. sdhk
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dm-62 XJ B[P P 3 4% & sdlv. sdag. sdnv. sdhq
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511K rpm W4

rpm & — DI EE T KK E B RS, B Linux F 2%, THZONM B R R
MIEZRGFMAE RS, JFHAEAER. RIERFEN 6. SEEHLTEMEL, 8¢
17 R AR A B K R 1

A 2 ) 7 #B LL example-1.2.3-1.el8.rpm 18 F W M4 6 £ .

5.1.1 ¥, ARAOEH

fEH T =NS8R THRME R

1. rpm -i ZE—NHNRM4E

2. rpm -U AH—MHMHE, WRRAFHE RS, ik iT 25
3. rpm-F HEH —NEHRMAE, WRRGPERAGEL, A AT 2R
ZENZXILNSHEEHEHN S 0.

. v BEZELEDKSMEE

2. -h  FERHIRE b EoOR R %
— N A A A i K

#rpm -ivh example -1.2.3-1.el8.rpm
XA K A a, RN ERZEERMIEE%.

5.1.2 M Bg
T B — A AR AL R A R
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#rpm -e example

o B Mk ANRKMFL, MALKMFEN L,

51.3 &

FIHA P EAL LK RPM BIF &

MAREERNRGPT T ACLLZEKN RPM &, @ rpm -qa B 7 % 4 fr 5 C % %% RPM
(ENIRTIE 3

MREREEEEANACEZENRMGFE, WAMAH rpm -q example 7 2 -

HE—N RPM BFEFHEH XM
BEEERXDNRMAR R OESCIFE SR, AN MR Tk
R R M, WA

#rpm -qlp example -1.2.3-1.el8.rpm
mAREC RPN, WM

#rpm -ql example

HWEEANXHRETHS RPM &

WARBR T —ADANRB S, BREERTWARAR, WE D & A SCF 5
WA (XA, RERMAL N4

#rpm -qgf filename

i RPM A%

R AAE Zo s I BN R am Mg, RALLERE, AW T Mas
56 R

#rpm -qip example -1.2.3-1.el8.rpm
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5.1.4 I iF

BAE— N8 E, M2 BREGEM S ZRIAE P XHANER. RAERUE, X&E
BRSNS R/N . MDS B3R U5 YRR, SRR BL KT E B A

i Hl 5 4 rpm -V W] BLIGE — N, T A2 H O 8L R L

RIEREENRRXHFHNKGE R

#rpm -Vf filename

RIEFMACEENKGR

#rpm -Va

FHEHAHERILNEHK RPM 74, XT RPM THNELZEE, i§SFHMKXH man T
M BT AW PALAE BLR B M 3 http:/www.rpm.org 3£ 15 RPM [ & #r o J&

5.2 ffH yum 54

yum 3T rpm BEM, BB MNIEEHRESH AN T rpm B H 2%, v LLE 3R
A R, —IRZERMERBORAE, EAEHM —RIRFE . 23, 554 cgslve it A
B yum Hs2 & — A NRER, E# P dnf-3 A4

52,1 BRBERHEEE
PLF B CGSL V6 ) DVD ¢ #4E N yum 84 & 8 1

¥ DVD b £ ¥ AN B &%, 18 X /etc/yum.repos.d/CGSL-Media.repo X ff , ¥
baseurl=file:///media/CGSL/& M N :

baseurl=file:///media/CGSL/BaseOS

I R A7 IR H .

I & 3 ) £ /media/CGSL/:

#mkdir -p /media/CGSL/
#mount /dev/icdrom /media/CGSL/BaseOS
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5.2.2 yam @4 A
FIH yum & B PTH B A RO RRA

#yum list

BRIEADTAM, LR THR:

#yum search packagename

M, XFERFHF. -y R ZEATEHIN:

#yum install -y packagename

] o KA A

#yum remove packagename
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g6 0 B2
£ Vim #mig s

L

Vim B ERK, &AW R, &HRK vVin & R A MRBE RO IhEE, 1) 6%
Bt . i e .

6.1 Vim B TAEME R

Vim — 37 =F TEBER, 298

> Y AR

> B

> AR

MG A B )5 1 e HE N g A o, X P e R — S8 g s S R OR RS B O AR
MRS BRSNS, XS EEy RSB, Bl 1 2w BBk,
P AR KE, kK & BNk, ST R&HkE., ERERNT, HoERFMH
— SRR P Ak e T, R FHEAT MR . BB H SRR

AP AEREHEATEN a0 WA 2)E, WWHANBHAKENL, BN . THEANGH
B

6.1.1 AR

FFtE N Vim B Far AR, WROS 4 THmABR KR THERA, &<BEsc>i bl
5 A, EXMER T, HRAAHREIES, RaiA LE.
6.1.2 @ AN R

fi N St A2 A SR N B B S, N AL R AR BT R A A T A A
M SRR NI A AT EREN i av on t LI, AL O REML . TERMR AN H AN
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Jo, 1 <ESC>4E R [0 fiy & 5.

6.1.3 & E K

A ex B AR T, BA 7 e HRBEE B R R TR R AR
5 B A &R AL Vim 2 AR B R AT R S B R L L
CLE TR R

6.2 Vim i XK E A LR

Efr 2 AT #E N Vim  testfile, H A testfile IR E AT FHF I X%, W CHAFE, Vim
B3 — A2 A testfile XA

BN Vim G, #idEANGAERX, ST UEwmE ST, Sersnl ULl 7 m Bk 8.
<BacksPace># A DA M & A7 — 7 75 .

R OS5 U S, AT LA <ESC>[ml By 2 B, ARJE M w R GEE, RE S @2,
KB EA 2 EIF Vim, ZEEIF I iZ:q, W bl& kM wqg, RERAEFEI.

=Y

6.2.1 J6i5 K% 3

6.2.1.1 XK HirB 3

Vi h Backspace B/ J7 [A]
r i Enter 2+ 8( T J7 [ 4
i k S ol

i 1 space B AT J7 [

] T # 0T Ctrl + f PageDown

[ A Crtl + b PageUp

6.2.1.2 E 2%z

0 ¥ EATH, B2 <Home>H#,

~ KNG ) e

$ ¥ 247 B, Bi<End>#

G MEXMHRE (& THHE-PMEEAT/HL)
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gg

2 T ® =

=

6.2.2 EXHBEIE S

6.2.2.1 HEABAERXIE S

R NG AME

BEXHEE (BT8P EEATFHL

BET 45 HE

Al b, (H & 200 — S bR SR S

BER-INTTR

[ b, (H 2 200 — bR SR 5

BEM - TTHE

Al b, AH & 200 — R 55 S

2N U R | Sl & B i

BER RSP -NEEA TR

B EBE RS DT AT

VAN 111 7 1 o VAR M I ST 2 R e A
HanG BEE aTTH, EE o NRENET,

wil, 2, 3.
BETFT—-ANAE
BELL—AAaE

BET -PBEE
ME L1 BEE

56 b T £E 575 1T 46 % N\ 37 Cinsert )
£ 6 bR B 48 5 75 J5 I 46 0 A 3C 7 Cappend )
FEE AR T AEAT T — B A7 Kk A 507 Copen )
AT E I M AN 30T

AT RIT IR A 30T

86 b5 BT AEAT B JT — B AT R A\ ST
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J

6.2.2.2 Ml k18 4

X

X

dd

dw

dG

D

6.2.2.3 MR K&K

r
R
cc

cw

~

C
c$
c0
u

U

6.2.2.4 8 #i

Yy
2yy
y$
yG
ylG

R NG AME

BT I BATERIANT (joint)

M B 06 AR BT AE AL ) 7T . AT <Del># .
I B 06 AR BT £E AL BT R AT .

Tl B — AT

B — A5 (delete word )
2 S A R

M E=AT R, Bds CHEhR T EL TR .

AR e b BT AE AL B 7 7

AR 7 FF B & % <Esc>HM 1k
IAREEAT N2 . KT S IR A

Bif—MRLF.

e bR A 2 KANE ¥ 4

WOAREAT R, B bx BT A Ak BL S B 7 #0 2 B 85 e
M -

WAEATE, e~

SRS AT RO R AE, BD undo, HUAS M R HL A R .
TE G bR BB IT AAT A, Wk &P A % 4 30 AF

RO ETET. M KRFY .
W yZy 2 HPAT
HHEATR . §ohs e 747

R E L

B 2= E
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6225 ER 5B #®

R
/ fEam BTN, B/ 2EETAEA A/,
BANZELN T, LEEIFmERK.
? o/, R/ ZEE (h) &, ? 2mja (kB #.
n e EK.
N gksr R () .
* TR TAELR T (EEE2FE) .
# M b, EHx2Eal CF) &, #MZ2mE (B .
g* [l *,  {EHE 7> 75 45 B AT
g# [l #, H 7> 75 4 B AT
B #

: [ range ] s / pattern / string /[ c, e, g, i]

H string # #t Pattem. Range f8 W &S B, #Hlw 1,7 8 N — 4T 25 1T, 1, $ 8 MW
—ITERERE T, W EER XE, WU %K, CHBRERITSHT; e NEIR error;
g ANWE, BAITEMR:, i A0 KRNE,

6.2.2.6 & JF
iq wmx Bk R, 8BS, HEEEIT.
iq! BFER AN, miEE It
twq  PRAFSCHE R BT, RDAE SO A B ot & W OR AT K
xRS E I, HIIRCER A B S, WA 2 MR RS E

27 DiRglF:x, H2 ZZ RSB TR, Ak ex A THWmL, AFELTA
—
o

mI

W A, NSO AL R ON R S
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Eil R 5G Tt

L=

AR TENMAFHNRGE LM EE, CHRMEE. 28, =66, 583
AN - - S

7.1 B [E)f0 H &

WA ER TRARFHA ARG WA E; RERFGEHNNX,; DARE
W0 2% I 8] B30 CNTP) <5 47 2 e oKk 5 i (8] ik 55 4 (10 & Se i B [/ 20 .

INEHNE RSB IF A& root HPRUR A REMEH Z T H . ZEAEEEBHIZXDER,
A i [ Activities] -> [ Show Applications] -> [ Settings] -> [ Date & Time] .

7.1.1 H ¥R E B

W 7-1 fros, Pl B — DS AR W O OREEE ARG H M. wE.

Eo AR H OB AR e, FE S EUYE [ Automatic Time Zone)] (NTP) , %R J5 fiidi [ Date &
Time)] #2%, @Az ddHkEdmE. A, H. . 0. #.

BT AT MG SME 80



CGSL V6 R4 H ' Fiit

Date & Time x

& Date & Time

&2 Users

W Default Applications

FRBUITA A5

Automatic Time Zone
Requires internet access

Date & Time 21 April 2020, 14:47

Time Zone CST (Shanghai, China)

Time Format 24-hour -

Month | April -

Day‘?l - +‘

Year‘ 2020 -+ ‘
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7-1 BfEIF EHBRE M

TR H AR ), & E R HOH LM mEE ] (NTP) , 4R 5 il i Fs i SR 18 204
PN = N N R

7.1.2 X E &

HERERGEN X, mdr [RX] b2, i Xa] DLl B3 B ok oede, tn] LA
TR P EFEERN X, EAEAME, SEARERENKXKRT, — ML
A 1 B P T B E (A S 1 AT i

‘ Q, Search for a city

CST (UTC+08)
Shanghai, China

14:48

7-2 HXgE

7.2 BERE

ZAERE S VE P 9 AT B R g R A AR
won H AT AR E
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# localectl status
System Locale: LANG=en_US.UTF-8
VC Keymap: us
X11 Layout: us

FI % AT DL v BB A R B

# localectl list-keymaps

BWERAARIE:

# localectl set-keymap map

7.3 EF B3

f£ CGSL ™, EF WL REARENMEE. HEMHY ., AL THEREMLT I
SE R BCE R B 311847 . CGSL WAL E 1 X H 2 RGAE % ISAT, PUEAE &R 5t 6E 08 i i gl 3
Bo B, B locate fiy &l J B slocate # 4l B K # W E B . RGE W A AT EH B 3k 1)
EFRPATEM G WIERE. ST EHMWAESE.

CGSL fE W JLAH a4+ %10 L B cron. at. F1 batch,

7.3.1 cron

cron /& — AN A LA SRARSE I 18]« H . . 2R 4L & ok Y E B AR 55 B AT
S HERE

cron i€ RAFFLIEIT. WRMELZHHER REANEEAT, ZIES A =B AT
CGSL "', H crond AR &Mt X That, HEIALZEIF B H T crond k% . B E cron %

cron [ £ Mt B A /& /etc/crontab, ‘B A T JLIT:

SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
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# For details see man 4 crontabs

# Example of job definition:

H#o-mmmmmmmeeeee minute (0 - 59)

# | - hour (0 - 23)

#| | meee- day of month (1 - 31)

#|1 | | .m------ month (1 - 12) OR jan,feb,mar,apr ...

# | | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR
sun,mon,tue,wed,thu,fri,sat

#1111 1

#* * * * *user-name command to be executed

AT PUAT & R AL & cron [E % BT B A & . Shell 48 & M 1H & UF & 4 2 H WA
Shell ¥F 55 (£ iX A T B /& bash Shell) ; PATH 7% & & X K $h AT 2 MK 42 - cron 1£ 5%
[ %t Bl IR 7F 45 MAILTO 48 & & XM H /' 4 . W B MAILTO 48 & #f & LA = A 7 &
(MAILTO= “" ) , H-FUEM A & 8% . HOME 728 & n] DL ok % B 76 34T Ay 2 B i A
A 3 B 3

/etc/crontab CAFH R — AT AR R — TR 55, BRI A2

minute hour day month dayofweek command
>  minute: 280, M 0 F| 59 Z [] [ AT AT B £

> hour: /NEF, A0 F] 23 2 [A] B AT i B2 £

> day: H#, M 1E 31 ZMMWEMESR CmREE T AMG, DAL ZHMNA K

H )
> month: A6y, M1 2] 12 Z [8] {5 4E B & CsiEH A 6 9 3CR S W jan. feb ¢
£

> dayofweek: B2, M 0Z 7 2 MAEMEL, XBEWoOK 7MEREWH (FfFH

B HE S W sun. mon %5 55)
> command: EHATM 4L (ar 2 A LA 1s /proc >> /tmp/proc Z K@ 4, WA LA
RMATEEITRE WAL 2. D
FELL EARfME S, B9 (%) AMULHRREMAAHKAKE. S, AHETHESEK
AL R B W A KR A # AT =L .

MM MEL (-) Be AN BEEE. B2, 1-4 SREZH 1. 2. 3. 4,
HES () B —RKAMEEE —D¥FR. 2, 3,4,6,8 Fr B X P41 & 10 B 5,
IERNZ (/) AT BLH SR 48 & (8 B Al R . 72 Y8 Bl J5 I b /<integer>7& Wk % 7E YU Bl N AT DL Bk
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il integer. AN, 0-59/2 A LAH SR AE 7 Bl 7 BeE SCERE P 20 B o TA) BGOSR B 38 W] BLAN 2 S —
e B, *3KETUREAGTFERFTRIE=AEBT - RES

TR S () WATRER, Ao,

W & AE /etc/crontab X o BT WL, B f# A run-parts Jl A& K #4T /etc/cron.hourly .
/etc/cron.daily. /etc/cron.weekly il /etc/cron.monthly H 3 A (19 JHl A, 3X 28 B A % AH N7 Hh
NI BH L B BT RAT . XL R SO R 2 Shell A

WHRE cronfE5 HBEMRBIREERIMAT, MALE DN, BH. FH. 808 H BT,
B Al LA s I B Jete/cron.d H & W . 1% H 3 BT A SC A Rl /ete/crontab T — FE #1575,
52 WELF YE .

#record the memory usage of the system every monday
#at 3:30AM in the file /tmp/meminfo
30 3 * * mon cat /proc/meminfo >> /tmp/meminfo

#run custom script the first day of every month at 4:10AM

10 4 1 * * /root/scripts/backup.sh

A P BLAR B AT BUAE A crontab T H R EC B cron /£ 55 . B H 7 & X ) crontab
#B W AR A7 1F /var/spool/cron H F /1, I HE ZEMBHFP M kHAT. ZUEHFA S04
#— A crontab W H , X AZH P, A58 N crontab -e it %, {f | 1 VISUAL #( EDITOR
PR AR B fR w00 Y B A R dm 1% H P 1Y crontab . 1% SCAH A B R X AT Jete/crontab A [H o
X crontab FIT i ) o4 A2 B R /7 )5, % crontab XL SR ZH P LR, FE5ANLH

/var/spool/cron/username ' .

cron 5 # #k B2 B 73 B & A A& /ete/crontab LA . ete/cron.d/H . L ¢ /var/spool/cron H
KPR WRRIT L, B SERANANE. X, HHEA crontab XK E G
AN 6 R R B s R T

#T7T:CGSL AW T ICT(RAARBRRE)LA, AP RETREMLG LS E KT cron
), AT cron 2 EFWEREFREA, AXICTTEY et ARLAEFLAET ML
P oAs @ LA

7.3.1.2 cron AR % #i

/etc/cron.allow Hl/etc/cron.deny 3C A 4 F oK B § X cron B9 H o 3X P9 AN 5 A 42 il SC 1
P N2 — PP MAXHEART . REHER W ES T, cron 57
e fE Cerond) A JE o 8 A 56 SCAFAE B A P 0 B B — T cron AR 55 I #E &
B e B
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To Ve A8 F A2 ) S i B E W, AR P R 2 AT BLAE L cron

W& cron.allow X HAFAE, RAHFBFHMHP A 8 8158 H cron, 3f H cron.deny
S 2 Bk A .

Wk cron.allow XA AfEAE, BT A £ cron.deny 1 Z1| tH () I 7 #F 4% 2% 1 A cron.
7.3.1.3 crond RSB H

PAT I T dr 42 3 B crond it 55 -

#/sbin/service crond start

AT W R iy A 45 1k crond AR %5

#/sbin/service crond stop

7.3.2 at fl batch

cron #¢ K E R KA 55, at v & B R 8 48 € i 18] A M — P 4F 55 . batch
W RAE R G -T RS 0.8 LUT I $AT — KPR AR 55 -

FAEFH at 8 batch 72, WO LET at RPM M4, I H atd RSV TAEBIT . B
HEZBaEamWgL®lT, F/H mpm-qatwd. BHATZRSESEET, #H
/sbin/service atd status W % . BEEE at {E

BAER —4EE R A N E I — kPR, BN af time 7 A . X B time & AT AT
A 1B 1] .

time 2 A LA J& N 1 A% 2 b AE T — ol

HH:MM #% 3. a1, 04:00 /R 4:00AM. R H O, BEHSAER KM —B
8] $ AT

midnight: U3 12:00AM.

noon: fLE 12:00PM.

teatime: fUF* 4:00PM.,

X H% B FE4 ¥ B0, January 152002 f0F£ 20024 1 H 15 H. 440
HA

MMDDYY. MM/DD/YY. 8. MM.DD.YY #% : a1, 011502 /K5 2002 % 1 A 15 H.

now + HJ[A]: B [ L minutes. hours. days. B weeks N H A7 . 4, now+5 days R
Fam A MAZAE 5 R Z 5 B I i 2] 04T
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WF 20 E e de e, BELWTAN LW HM. KT AW ER, B
/usr/share/doc/at-<version>/timespec X A 3 F .

BNT at i X MEWINHSHE, a>R S HI . BNERATH &4, % [Enter]
M, RIE®N Crl-D. W UIREZ %L, HiERBANE — %@ 2 5% [Enter] .
NPT H @25, #% [Enter] 8% N —N24T, REHEN Ctrl-D. B3, WA LLER R
JG f N Shell IA, fEMAME —17)54% [Enter] #, SRJ5 4T 8 N Crrl-D KIEH .
W N A, BrAM Shell Bi& £ M 70 Shell A A E R R ENME, HPMER
Shell, =% /bin/sh ({f & KM

an R IX A A A s A BB AR AR E o RO E R, 1% o B R T R O AN 4
IR
fE % atq REF EHFBTHMENL. BHEESHE 7.3.23 .

at A MRS Y. EEESHE 7.3.2.5 9.
7.3.2.2 BL B batch /EMk

HERAGTHREED 0.8 NN HAT T — RIEMNAES, £ batch d7 %o

BN batch w2 JE, atbIR i & H M. BANERAITHO S, #% [Enter] 8, REH A
Ctrl-D. B ifs e 2 4%m%, HiERBANG —%mA )54 [Enter] . AT AEmL)E,
1% [ Enter)] N —1NF4T, RIGHEN Ctrl-D. 5%, WA LLE R G % A Shell Bl
K, AR —17 5% [Enter] %, A5 EFITLHEAN Crl-D KB H . W R AN M 2
JE A, BT F R Shell 5t & & H P #) Shell A A & W B ME, H & X Shell, 2
</bin/sh> (FH &L KN . REPHWE=E K2 0.8 LT, XA 4 80 A 8t & %
1T o

WMBEXHMmA A REERER S ERER, 2 HE 74 5 8% %4
.

fEH A2 atq KREBEEHEFRFEITHENL. FHIESRE 7.3.2.3 1.

at in W R Re e il 4. ERIESHE 7.3.2.5 .

7323 BEEREBITHAAEL

BEEBSREATN at M batch 1N, FH atq 2. & 2x— 5% 51247 11E,

WAEN R 58 —17. T2 ELSE. B, M. fERR . MEH P 4.

M AgEEMATE OB WRRM P IAT atqg &5 %, Frf H I 4 8 AR L3 2 # B
N o
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7.3.2.4 HAh B Ay 4 4T & R0

at F batch 1) HE iy 4 17 1% WA §E -
i

i B
-f MO PR B B A 4 B Shell JA, T AR AE SRR S B E B A .
-m FEAR ML 58 B R . g 7 R GE T R A

-v 7 AR bR PR AT T

7.3.2.5 #HIXF at F batch K14

/etc/at.allow il /etc/at.deny 3C A 7] UL H oK BR il X at A1 batch v 2 B H . X WA E A
BRSPS EIT NP AR AR B TR R AE A R S
WM T, at FHHERE Catd) AU EF . B RH KB AT at B0 batch Ay A B, A
il SC A # 2 B s B

ANV A R A2 1 SCAE ) B e, AR AR S 2 AT LLARAT at A bateh G % o

Wk atallow CHEAEAE, REHEFHHKH P 4 68 B at 80 batch iy %, at.deny 3 ff

W at.allow XHEAAFELE, B A 78 at.deny XA 51 W10 A 7 8 85 25 1k f B ar A1 batch

A A
2o

7.3.2.6 B M {E Ik at R &%

A E) at IR5, ¥ H/sbin/service atd start &7 % B AZ 1L iZ R 5, ¥ H /sbin/service atd
stop %Y. BWEBES SH B ZKRS. RTHEISHAIN)ES) at REVIFER, BSHE
il A 5% A 4

7.4 RFEEH

systemd /& CGSLVG6 [¥) R G fl IR 45 & # A2 )7, & e T 2 80 10 R AT A 46 A 1 SysV.
systemd 5 SysV il Linux b #E & A& init JH A 3 %5 .

systemd b3 A B2 F A T B

1. 58 K8 ~F 47 46 T BE
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2. f¥ FH 45 A A0 D-Bus B0 B 31 IR 5%

3. 1% R BT RE

4. FH G A

5. EMRAGRERBEKERGERE

systemd 4 F1 systemctl 8 # Ji K 1) service 55 chkconfig fir % .

7.4.1 systemctl A5 &

i I systemctl iy 4 AT DA 2 28 e 55 57 B R 3 /45 1k /5 R /| [/ZE . B 0  ar 4

1. I=R5IE
# systemctl start <fR %>
5 1k
# systemctl stop <JR %>
) -
# systemctl restart <R %>
Ja H -
# systemctl enable <R %>
5. M

# systemctl disable <k % >

B 1 ik 55 11

JR fir &

Bl fy &

#IE

service httpd start

systemctl start httpd.service

J& 2 httpd AR %%

service httpd stop

systemctl stop httpd.service

% M httpd R %%

service httpd restart

systemctl restart httpd.service

# 2 httpd IR 5%

R NG AME
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service httpd reload

systemctl reload httpd.service

OB X B A 55 BC B (2
i 55 SCFFD

service httpd condrestart

systemctl condrestart httpd.service

5 httpd AR %5 (0 5 AR
% RHRE, W4
T #%0)

service httpd status

systemctl status httpd.service

1 BN httpd iR 45 18 17 IR
xw

PIAN

Is /etc/rc.d/init.d/

systemctl  BY
systemctl list-unit-files --type=service 8¢

Is /lib/systemd/system/*.service 5§

Is /etc/systemd/system/*.service

B B A IR Bk 55 A EL T

chkconfig httpd on

systemctl enable httpd.service

JF A httpd Ak 55 BE Bl S
2, AR RCE JE AR
5 Y 38 47 45

chkconfig httpd off

systemctl disable httpd.service

< M httpd Ak 55 K& Bl A
2, RN RCE JE AR
5 Yl 38 47 493

chkconfig httpd

systemctl is-enabled httpd.service

T BN httpd R 55 B BE HL
IEREIR & RN

chkconfig --list

systemctl list-unit-files
--type=service(preferred)

Is /etc/systemd/system/*.wants/

FI WA IR 5B R
CJA 2l 8K D

chkconfig httpd --list

Is

etc/systemd/system/*.wants/httpd.service

F 1 httpd ik %5 £ T A
BATE A TR E

chkconfig httpd --add

systemctl daemon-reload

O 2 e B S B E 2
o i B O A T B I
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7.5 WARZEREHE

7.5.1 %R

CGSL W AfA B it. £51 3K, AALEMNERNZUEBEANE. B2)5,
TR TP BRI A T RA KR, AR (kernel module) , A B X AR
WA Cdriver) & #3) RN N A .

FEZRL R, KRG LM HEN. ETHRMWEGERMH P RENGER, ZRERF
SRE R LT EAE G RN . KRBT B E NSRS RIE P ST .

n] DL g B AR B i B SC A /ete/modprobe.conf Sk F L € X AN AE A A A AR B,
B, R RGEHEE T — 4 SMC EtherPower 10 PCI W £, fHE & a5 LLTF

alias eth0 tulip

MERG EHRMTHEZAME, EME DMK =B —F, 7 {£/etc/modprobe.conf

alias eth1 tulip

7.5.2 AEERT A

CGSL & fft v — 415 B N A BB (1 iy & o Al A IX 28 iy 2 ok ) A8 B 52 15 4 8 Zh Hth 30N
T B B A I A TR R B

7.5.2.1 Ismod 7 4

Ismod fir & 78 7 H AT A T BLH IR . B0
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7-3 HATRRIIE
XRATM S, £ —FRBEIRAFR: 5 F R KN 5 =512 H & 4.
Ismod % i Il & & /proc/modules HJ % A 7 .

7.5.2.2 modprobe fiy &

FEIRN WY, f# H modprobe fv %, ARG ERE N B 14 K. #Eﬁﬁjﬁ){iﬁg,
modprobe ik ] M </lib/modules/<kernel-version>/kernel/drivers/>J H & H1 # N B . &%
BEHCHEE — /T H %, WH T W% 8 DI RPN <net/>T H % %%V\]Vﬁﬁ%ﬁﬁﬁ%m
MR R, XEWERATL A E BN E I B N X B . modprobe A & fi A X LY
WG &, IR AE BN T8 E AR B AT BN W 2 X 8 AR Ok &R I AR B

1) 1

#modprobe udf
A i 2 BN AR AT R KRS R, AR5 B BN hid BB

L AE modprobe AT dr & IR EAIH Box £ R H L, M-y . -

#modprobe -v udf
T 2 B e AN T A AL

#insmod /lib/modules/4.18.0-147.3.1.e18_1.x86_64/kernel/lib/crc-itu-t.ko.xz

#insmod /lib/modules/4.18.0-147.3.1.e18_1.x86_64/kernel/fs/udf/udf.ko.xz

7.5.2.3 insmod 7y %

A LAAE A insmod fir & RN W B AL E AR RIRE R R Bk, A LA R
ﬁﬁ/sbln/modprobe fir &
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7.5.2.4 rmmod i &

ZLEN B A AR B, ] rmmod iy 4 AR B FR o rmmod TE HEIECA FAE A AL A1A
e 1E B A AR A e i R ) A B

1) i

#rmmod udf

XA iy A # B udf A% AR R

7.5.2.5 modinfo £y %

i Fl modinfo fir &R Box KT WEZBRKGEE . —BiEEE:

#modinfo [options] <module>

AFE-dAENPETE /R TR TEESPFEME, -pEWH 2 TR ZEHENSH. &
FREETNR 2 B 5 %K, 52 W modinfo H 3¢ 8 W (man modinfo) .

7.6 Kdump

Kdump 7] PLAE 2 48 K A4 It B0 i e, et i i I 1 it 3 )5 0 i € A2 . CGSL Ve Bl &
A Kdump I g . i& & & </boot/grub2/grubenv> £, JA 312 # B  crashkernel=auto
S8, Wh

# cat /boot/grub2/grubenv
# GRUB Environment Block
saved_entry=84bd0b8fd13545c58b25f182¢c7dfd296-4.18.0-147.8.1.e18_1.x86_64

kernelopts=root=/dev/imapper/ncl-root ro fsckroot crashkernel=auto

resume=/dev/mapper/ncl-swap rd.lvm.lv=ncl/root rd.lvm.lv=ncl/swap rhgb quiet

boot_success=0

A HAT IR AR A Kdump IR 552 BT S -

# systemctl status kdump.service

MAGHI N panic i, RGEHZNEB (EBE S E 2% BN &AM, I IEE
HF MK, B 0ER) o HEE 5% KA & £ /var/crash/ B 5% oA A B vmeore S .
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771 RGERBWE

MR ERF A, MiZFIMAMREERELANRGEER . B, Nix ki wmf
TR TERNAFREE. THEERS S E PSR, @)X %E, UkIEfET
FEHAE R .

AR Al e AE A LA R R F R AN CGSL R i R XK (E R .

7.7.1 HEER

ps WA BN — N HUIHARGHEWI XK, ¥ HB WS GHEIN)N ps aux fil ps -ef f71 %
A a Ryl R E— A%*W% Eﬂf}i'ﬂ%ﬁlﬁﬁ'é\ﬁfffiﬁfﬁﬁiﬁ$§%‘y%ﬁﬁo mREFE
— AN 2T s AT #E AR A, W AR A R A B top A

ps MG SR ZEREERENFERBIEDS, G EEER DS less i 2 -

#ps aux | less

WAL ps dr &AM grep i S A AR EF LR ZE B AT B, EHE Emacs
BAEBAT, AT I A 2

#ps aux | grep emacs

top T A EIR VT HATIEBATWAERU LR T EMNMEZEGE, SF A8 NF M CPU
ME. ZA R EREEHEHEEEIK. BN T — A top B 2 1 -
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root@localhost:~

File Edit View Search Terminal Help
up 5 min, 2 users, load awverage: 0.36, 0.35, 0.16 Eﬂ
1 1 running, 148 sleeping, 0 stopped, 0 zombie
0.7%sy, 0.0%ni, 99.0%id, 0.0%wa, ©0.0%hi, ©0.0%si, 0.0%st
08k total, 352676k used, 158832k free, 28940k buffers |
¢ total, 0k used, 1048568k free, 163112k cached
root 20 0 36264 s 1 3.8 !} XoIg
1714 root 20 0 5784 5 0.3 0.5 devkit-power-da
1944 root 20 0 21448 5 0.3 1.8 20 metacity
2394 root 20 0 2660 R 0.3 0.2 0.32 top
1 root 20 0 2828 B 5 0.0 0.3 init
2 root 20 (4] 0 0 035 0.0 0.0 kthreadd
3 root RT 0 0 0 0 s 0.0 0.0 3 migration/0Q =
4 root 20 0 0 0 0s 0.0 0.0 ksoftirqgd/0
5 root RT 4] 4] 0 08 0 0.0 watchdog/0
f root RT 0 0 0 0.5 O 0.0 4 migration/1
T root 20 4] 0 0 0 s 0.0 0 ksoftirgd/1
8 root RT 0 0 0 08 0.0 0 watchdog/1
9 root 20 4] 0 0 0 s 0.0 events/0
10 root 20 0 0 0 0 s 0.0 0:00.00 events/1
11 root 20 0 0 0 0 s 0.0 0:00.00 cpuset
12 root 20 0 0 0 0 s 0.0 khelper |
13 root 20 4] 4] o] 0 s 0.0 0:00.00 netns E

7-4 top B 7R

IR W top, % [q]%E
Al DA top — 2 A A 1) H. B Ay A AL -

® 7-1 EFIH top @ &

w2
[Space]
[h]

[k]

[n]
[u]
[M]

[P]

B
S B T
o 7 B

RACH BT, SRR AR ID DL L ERIEEER

5

Ut R N R HOR R R A R
1 7 HE P

e 1 17 F B

% CPU H & HE P

LT AMGoME
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o R HHEINRE, pshrtop RETHAERLEL, WREEAENMAEAERE L, FHHEM ps

|

-elLf 4 4 3 & top *F 4 A [Shift]-[H] 4 & 4,

FiAh, CGSL et T EBAMAZEME. BEAEm EEshe, #FmKR LN [ R
G1->[EHY->0F 50 E e AE B 38 1) Shell #2785 T # A\ gnome-system-monitor.
Wik [HEREY 2k, Wi 7-5 o

Activities System Monitor - Sun Apr 26, 14:10
-1} Processes Resources File Systems (o} = >
[ abrt-applet root o} 3011 5.5 MiB 632.0 KiB MNsA
“rabrtd root o} 1144 2.0 MiB 12.4 MiB 172.0 KiB
wrabrt-dbus root o} 2212 2.0 MiB 144.0 KiB MNAA
w» abrt-dump-journal-cops root o] 1195 1.8 MiB 48.0 KiB MAA
wr abrt-dump-journal-xorg root o] 1189 1.8 MiB 76.0 KiB MNAA
wraccounts-dasmon root (] 1304 1.2 MiB 248.0 KiB 8.0 KiB
doracpi_thermal_pm root 8] 123 MNAA MNAA MNAA
w»alsactl root o 1135 216.0 KiB MNAA MNAA
& ata_sff root (o] 376 MAA M MAA
“watd root 0 1439 200.0 KiB 72.0 KiB NAA
@ at-spiZ2-registryd root o 2780 948.0 KiB NAA MNAA
«» at-spi-bus-launcher root (o] 2770 1.1 MiB MNAA MNAA
« auditd root o} 1091 668.0 KiB 120.0 KiB 228.0 KiB
= bash root 0 3137 2.2 MiB 12.6 MiB 4.0 KiB
== bash root 0 3278 2.6 MiB 820.0 KiB 88.0 KiB
i cpuhpfO root (o] 13 MNAA MAA MNsA
w crond root o} 1440 896.0 KiB 4.2 MiB 36.0 KiB
Lk crypto root o] 24 MNAA MNsA MNsA
wrdbus-daemon root (o] 2621 3.3 MIB 868.0 KiB MAA

7-5 GNOME Z 4 s # (1)

RGWMBERFALETRHERERPEL [EF] PSSR RAER, OFEF
Fﬁﬁiﬁﬁ\ EMARIERE ., SRR, ZEEEEER, EEZdE, KAl (4R
BEREY o XA B AR T N COAS B R B R R

HEGMEIME R KRR, Sd iz WA BRI — S 2 R KRR

AH EENR GNOME A A RN E, EF [HE] >THEHM]), sdd it
B M LREY 2, WMURWREEFRAE, SHMEERANERNGEE, DLRSGEMN
w B R BT

772 AHEEER

free T2 BRRAGAMNWHALFMZHXPEE, ULCHEAK. SHK. EEH. £
V\]’IW%FFV\]E’J M 2 A7 )N AF K . R dr 2 45 2R A8 KB
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zhared buffers cached
Mem: h 0 B06a04 216780
—-/+ buffers/ca
Swap:

7-6 free ®$ TR

do RT: free A4 % 34T F 49 used=% 2 1T 49 used-buffers-cached, % 3 47 P & free=% 2

Activities System Monitor - Sun Apr 26, 14:14

== Processes Resources File Systems b

CPU History

60 sacond:

CPU 17.0%

Memory and Swap History

60 seconds s0 a0 30 20 10

Memory Swap

-

1.2 GIB (68.2%) of 1.8 GiB 7.8 MiB (0.4%) of 2.0 GiB
MNetwork History
3.0 xEss
15 s
60 secands 50 40 3o 20 10 =
Receiving 1.2 KiB/s Sending O bytes/s
Total Received 2.5 MiB Total Sent 80.5 KiB

iT % free+tbuffers+cached. B # buffers #= cached # A 4% A&, D TR S Z 4 s %, &
TN ATRZNE AL AT, BTA, 8% KIZAPH 31749 used A= free A = H A 2 &
MG R RAE R 6 F R,

FA, CGSLIREEM BB ARG MM B(ET NI TET WAL EEHNERELR, £ &
G T HEHPERE LR R, Wl 7-7 .

7-7 GNOME 24 51 2% (2)

713 XHBHREGERER

df r M E RAE MM =R HE. WHRAE Shell i@ /8 FHA 7T df w4, EHHST
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T AH 2L -

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/hda2 10325716 2902060 6899140 30% /

/dev/hda1 15554 8656 6095 59% /boot

/dev/hda3 20722644 2664256 17005732 14% /home

none 256796 0 256796 0% /dev/shm
fRBMIANRE, CHMNMITAMERSEL KBABRMER. WFEU S5 ETE R,
A LAAE A df -h i & . SR RL T

Filesystem Size Used Avail Use% Mounted on
/dev/hda2 9.8G 2.8G 6.5G 30% /

/dev/ihda1 15M 8.5M 5.9M 59% /boot
/dev/hda3 20G 2.6G 16G 14% /home

none 251M 0 250M 0% /dev/shm

ey X B Fd, A — T2 /dev/shm. ZKx HRERGHRMANF XM RS .

du i A & R B H b 1 SO R R Al T S A SR R AE Shell 28 TN T dudr 4,
BANTHRMHAEHSAINRTER, HWHXMTFHXMEMBE A RN &G 1T
W, MRBMNABEESFDTHRMME, M du-hs a4 KA A RS KR 51
HEFHZELEM. £/ du-help ML KREFEZEI.

HHEERBUN ARG X M@ETEHAE, H [RGEKEMSE] -> [file systems] #x
&, WK 7-8 P

Activities System Monitor - Sun Apr 26, 14:16

| Processes Resources File Systems >
s rdevemapp £ xfs 18.2 GB 12.5 GB s.8 & [ 31%
, fdevisdal J/boot exta 1.0 GB 809.4 MB 14a3.4a mMe ([ 15%

G sdewssrO  frunsmediasroo iS09E6 2268  Obytes 22 oo

7-8 GNOME 24 511 2% (3)
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£ 8 E
ARGk S5

CGSL & 4t A AR 55 ds i A, A 2 K2 B R, KoMt 7 KEKEH R
AR TR, AT X ENGE MRS AR ST R T e R i E AN E A

8.1 NTP

NTP(Network Time Protocol) & F 5K fff & Gt F1 — A K B 09 B [a) 5 OR H5¢ B 1) [ 20 199 9 13
BEHTREMN EME T E@EE EBMS HALR NTP L E D8, 35 H W5
[ o oy 7o 2l [T i i

CGSLV6 BRI\ ntp 4 1 H1 Chrony /£ #& .

Chrony #& M 2% S A+ Pp W B (ntp) M 53 — M s L, 5 Mg E4F s 6% (atpd) A,
‘B R DL P HOE v A b R P R G R B . 1ETE R, ntpd A S IL b DUIR it T B AT NTP iR
%W PR (75 B E N B e w3,

7 & : Chrony A B A# I A% Hb i 8] 4 S i 8 U8 CJR ntpd w7 LA A Hb s 8] 4 S B 80035 .

Chrony M) # A 45 -

° AR FE P R f 2 o Bl JF AR B i a], AT B KRR U
AT EEFAENIRE, X TFIHELER 24 M ETHERTEINNRA NS EFH
H

° AE 0% B PR 3t g L A B AT R B PROGE AR A, X TR R AR E R
AR BEMIN R SBEEAMERERMTREARAMN S EEEM.

° FEWIIR R A 5, & A S5 b o, BLB X 7 2 &R Gt i JA) R £
B A N R Y IE ARG

° TE BT I B XS BR 28 3R B Cf) an, A5 KRB R s Rl BE FE 1R
D R4 T A AR .
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° To X Hie 55 a HEAT € WA, D O R A TA) TR A% O R AR
g8 A7 A% T DL AR T [ 2D I

8.1.1 Chrony K & 3 %

Chrony JIg 45 3 %@ id /etc/chrony.conf L B . A7 3 B/ 4% B0 B SCHF 19 32 2252 i e
&

8.1.1.1 & % i ] AR 55 28

B H server X NS H vt E b A R 55 A%, EVE N

server IP it 5K 3K & [prefer]

8.1.1.2 R E

BURBR 3¢ %€, £ EIIHEE N

allow IP #13it mask F M &G

8.1.1.3 driftfile 2 ¥

155 & g0 ) IR 4 526 R BT AE 9 (1A, 2 S AE driftfile 2 80R T 00 SC B 9 . B U

driftfile B & B A2 X144

TR driftfile & 0% B SO R R A M 8 B BR AR SCAF 4, A RERBERR SO, JF HoofF
AR 75 2 € B ntpd S RERE AT BLE N .

8.1.2 NTP Et B 4
THAAHEE — RS &5 % P i N4 CGSL NTP I fid & i #2 .
8.1.2.1 RE B/ ImALE

1. B % &M chrony 8 it A<

#rpm -q chrony
chrony-3.3-3.el18.x86_64

WAREA, AU CGS L ZAea Eask, KEJEM rpm dy & 2%, wpFlWT:
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# rpm —ivh chrony-3.3-3.e18.x86_64.rpm
R B S

[\S)

#vi letc/ chrony.conf

& BT B SCAF /etc/chrony.conf, fff A 192.168.17.234 Jy LR B 85, JE X F R % & i
192.168.17 M Bt JF AL R

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (http://www.pool.ntp.org/join.html).

server 192.168.17.234 iburst e & FE N 49, e RN

# Ignore stratum in source selection.
stratumweight 0
# Record the rate at which the system clock gains/losses time.

driftfile /var/lib/chrony/drift [ & drift 32 {4 % &

# Enable kernel RTC synchronization.

rtcsync H 3 [ & & 4 & (7] 2 B8 {4 & A

# In first three updates step the system clock instead of slew
# if the adjustment is larger than 10 seconds.

makestep 10 3

# Allow NTP client access from local network.
#allow 192.168/16
allow 192.168.17/24 it E T 2 % J7 ¥ B9 U5 15 AR

# Listen for commands only on localhost.
bindcmdaddress 127.0.0.1

bindcmdaddress ::1

# Serve time even if not synchronized to any NTP server.

#local stratum 10

keyfile /etc/chrony.keys
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# Specify the key used as password for chronyc.
commandkey 1
# Generate command key if missing.

generatecommandkey

# Disable logging of client accesses.

noclientlog

# Send a message to syslog if a clock adjustment is larger than 0.5 seconds.

logchange 0.5

logdir /var/log/chrony

#log measurements statistics tracking

3. HE 3 chrony IR %%

# systemctl restart chronyd

4., BHE ntp MBRE
R IER, BT

# chronyc sources -v

210 Number of sources = 1

.-- Source mode 'A' = server, '=' = peer, '#' = local clock.
| .- Source state '*' = current synced, '+' = combined , '-' = not combined,
| / '?' = unreachable, 'x' = time may be in error, '~' = time too variable.

I = xxxx [ yyyy ] +/- zzzz

] / xxxx = adjusted offset,

I Log2(Polling interval) -. | yyyy = measured offset,

] \ | zzzz = estimated error.
Il I I

MS Name/IP address Stratum Poll Reach LastRx Last sample

A* 192.168.17.234 6 7 377 128 -1712ns[-2000ns] +/-

11ms
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8.1.2.2 BB E

1. B9 & chrony 48

#rpm -q chrony

chrony-3.3-3.el8.x86_64

R BA W LU CGS Linux # 34 E& K, KB 5 M T a4 23

# rpm —ivh chrony-3.3-3.e18.x86_64.rpm

2. Y% % /etc/ chrony.conf, ¥ FZB BJiN 192.168.17.215, W LR W~ A % -

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (http://www.pool.ntp.org/join.html).

server 192.168.17.215 i E L E W & ¥H, A RE AN AL

# Ignore stratum in source selection.

stratumweight 0

# Record the rate at which the system clock gains/losses time.

driftfile /var/lib/chrony/drift EZ & drift 32 {4 % /&

# Enable kernel RTC synchronization.

rtcsync H 3 [ & & Gt W (@ 2] 6 4 1 (7

# In first three updates step the system clock instead of slew
# if the adjustment is larger than 10 seconds.

makestep 10 3

# Allow NTP client access from local network.
# Listen for commands only on localhost.
bindcmdaddress 127.0.0.1

bindcmdaddress ::1

# Serve time even if not synchronized to any NTP server.

#local stratum 10

WAL G oME 104



CGSL V6 R4 H ' Fiit

keyfile /etc/chrony.keys

# Specify the key used as password for chronyc.

commandkey 1

# Generate command key if missing.

generatecommandkey

# Disable logging of client accesses.

noclientlog

# Send a message to syslog if a clock adjustment is larger than 0.5 seconds.

logchange 0.5

logdir /var/log/chrony

#log measurements statistics tracking

3. + HJi chrony ik %5 :

# systemctl restart chronyd

4. kA ntp B RE
25 R h W E OB O

# chronyc sources -v

210 Number of sources = 1

.-- Source mode 'A' = server, '=' = peer, '#' = local clock.
| .- Source state '*' = current synced, '+' = combined , '-' = not combined,
|/ '?' = unreachable, 'x' = time may be in error, '~' = time too variable.

I .- xxxx [ yyyy 1 +/- zzzz

I I  xxxx = adjusted offset,

I Log2(Polling interval) -. | yyyy = measured offset,
] \ | zzzz = estimated error.
Il I I

MS Name/IP address Stratum Poll Reach LastRx Last sample
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A* 192.168.17.215 7 7 377 92 -22us[ -27us] +/-

10ms

SR o A b T AR BL U e R S5 AR R 2. Bk SR B R, & B 3[R DA

8.2 vsftpd

vsftpd 1 4> #% N ”Very Secure FTP Daemon”. s& CGSL H H 47 11 #RIA FTP Ik %, ffH
vsftpd W LA — DN RLZ 2 N E ) FTP IR 5% %4 -
8.2.1 vsftpd At B 3C 4

vsftpd /& i 1T /etc/vsftpd/vsftpd.conf XA R TR B B AW E BN A LW E LHH W
TERE. EFESHLW

anonymous_enable=YES # RFE XL FEF*

local_enable=sYES # f ¥ & #i % 3

write_enable=YES # R H P L& %#E

local_umask=022 # X EERIAKEE N 022

dirmessage_enable=YES # P HAEANEB RN, SEAZERTEERNIARE
xferlog_enable=YES # BRik h4&H& FT&R M H & # il R £ /var/log/vsftpd.log #
connect_from_port_20=YES # F 20 s O/E A F/ AL KK O
xferlog_std_format=YES # FARHEKAZR LERHF FTH LR

listen=YES # %%~ yes i, vsftpd Pl standalon R& &4, RIAF B
pam_service_name=vsftpd # 5|15 vsftpd < PAM 3 {4
userlist_enable=YES

# MZET KA yes B, J5 B E X /etc/vsftpd/user_list

#1:. ZHH %%E userlist_deny=NO, N/etc/vsftpd/user_list B FH /7 A &E 5 i ftp
#2: #FTFTE userlist_deny=NO, X ¥ %2 /etc/vsftpd/user_list = F7E f P & F ftp
HE R (AR R X & H 7 K F7E T letc/vsftpd/ftpusers H1)

# 45 NOW, A Hletc/vsftpd/user_list it B X fF

tcp_wrappers=YES # /5 TCP Wrapper X

sendport_off_enable=NO # A ff ] sendport #& &
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8212 HEHHKE

» guest _enable=YES

» guest_username=ftp

# guest {4, RV ARE % M 7 8% B guest H 7 5 1 o

» local root=/var/ftp

» anon_root=/var/ftp

# BOEABLH T MEE A E s

» pasv_enable=YES

#port_enable=YES

# port N EZNMBERX, pasv A ENBA, B REE A H, 080 R— A
» pasv_min_ port=9000

» pasv_max_ prot=9200

# A B B AU o R YE L, 108 9000-9200, R A FER B BT A H
» use localtime=YES

# 8 E AR S e, AN R, UL GE RS MR iR IR, @ M YES
» accept_timeout=60

# BB BRI 55 4 55 A % T i Y SE I IR B A D B

» max_clients=0

# ft£ standalone 30 T i K % 7 3 % H

» max_pre_ip=0

# BRSO Y A oK E A

» local max rate=0

# AR P R R, BT /A 0 AR

» anon_max rate=0

# B RREmER, RN TH/E; 0 AR

» chroot local user=YES
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» chroot_list enable=YES
» chroot_list file=/etc/vsftpd/chroot list

# BEM P EHXMEE W chroot list_enable=YES i, H /3 H 8w, 7 fip
BB FEHFREVSBFERET, A2 EHXNEEHX

# /etc/vsftpd/chroot_list 4 X h: P4 BiE K H X

HoAl 2 7T 18 M #r 4 man vsftpd.conf ¥ 1T & [ .

8.2.2 vsftpd B2 B S 4

O BL— AN SZ B A 4 vsftpd AR 55 A8 I EE & .
vsftpd Bt B Z R 1 F -

> ANV EE 4T 3

> RE 1 ] root B testO1 FH J7 % %,

> testO1 7 75 8 € A /7 £ H 3% 4 /home/test01
1. e W vsftpd BpF I RA

# rpm -q vsftpd
vsftpd-3.0.3-28.e18.x86_64

R B A A LA CGS Linux %3¢ 6t &K, B JE AT rpm a5 & 2%, wEIWF -

# rpm -ivh vsftpd-3.0.3-28.e18.x86_64.rpm

2. Yl /etc/vsftpd/vsftpd.conf 3 ff:
1) % anonymous_enable=YES & M ¥ anonymous_enable=NO

2) AE AR

chroot_local_user=YES
chroot_list_enable=YES

chroot_list_file=/etc/vsftpd/chroot_list

3. N T BE#F root H P B 3%, Y Jete/vsftpd/ftpuser Fl/etc/vsftpd/user list 3C 44 :
¥ root 47 FH 7#7 I B i

4. I %5 o B 2 /etc/vsftpd/chroot list X, T A :

test01 /home/test01
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5. H i vsftpd i % -

# systemctl restart vsftpd

6. M A1 b W] A28 Bl T SELinux 2 By 1E 3¢ 28 Jiw 55 U5 i) AT 7 /9 35 H SR i R R, B AR
$e s

500 OOPS: cannot change directory:/root
A AT W0 R d5 4 9% M SELinux fi# iR -

# setenforce 0

8.3 Samba

Samba ]t %5 /& 4 CGSL % 4 M Windows # 4t Z [a] $2& fft 3C 1 3t == Iy 5g i) — 0 ik 55 .

8.3.1 Samba B B XX 4

Samba Ak 25 19 & E i B L M N /etc/samba/smb.conf, W N A4 iZE B A a0y & AR
B

[global] #& R #% &

workgroup = MYGROUP

server string = Samba Server Version %v
log file = /var/log/sambal/log.%m

max log size = 50

security = user

# REZ2%5, WEF WU Samba IR % 2% MR UE 7 K.

# HESPRBERBEUT=M2H, SHEKE:

# share AH{EERMFH L NED

#user HEEHEBIMAEVHE, B Samba Server A iR BKR S M EBHNERHE. K
SR EMEL A Samba Server 1 & 3L

# server K% H ft Windows 5k Samba Server R B iEH P M IK S M &L, &2 —HAR
7 5% HiF

passdb backend = tdbsam

# % E Samba Al P # WM F BT R

#tdbsam: ZEFRXFEH N EBEEXHGRELHAPHBEE, BEEXHLHA
passdb.tdb. W] Ll {# F #smbpasswd -a [F /' Z ]k & 3% Samba f )7 . A LA fE A
WA ANGAME 109
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pdbedit it &KL H 7 .

# smbpasswd: % 5 R FH Samba It ) T B smbpasswd KL 24 H " HE—1H
F Ui W Samba REMENL, ZPHBAXAKBU A Samba X EHRF. LT ALE

£ H — A4 smb passwd file = /usr/local/sambal/etc/smbpasswd ( &}
letc/samba/smbpasswd) ZHRKBEERFRAFLAEBRXHE, ZXHGEEFIE
YA

# |dapsam: Z T RET LADP MKk P EH T ARRIEMA 7, REEIL LDAP R% .
# mysql: Z77RXEH Samba REB[HWA /LWL FM 2 MysSQL HEE D .
load printers = yes

cups options = raw

[homes] # APAMAFEREE

comment = Home Directories # TEFHEERE

browseable = no # REARAGEMAFAFWEMNAZEF
writable = yes # REAFBEEXER

[printers]

comment = All Printers
path = /var/spool/samba
browseable = no

guest ok = no

writable = no

printable = yes

W2 S B % B 4 man smb.conf 3 17 £ [ .

8.3.2 Samba g B sz

i — A LB 4 Samba ik 55 & I B .

Samba AR 55 #% 1 BC & % 5K .

> $ =) H % Jy/data

> HH root ' A BE Vi 1)

> I S U =

1. CGSL V6 2RIk % %% Samba i %5 i, A FH F 1H &y £ 75 1

& IEH % %% 7 Samba:
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# rpm -q samba

samba-4.10.4-101.el8_1.x86_64

2. %m%&/etc/samba/smb.conf X, FE XK E RN

[root]
path = /data
writable = yes

valid users = root

3. N Samba AR %5 B root K 5 .

# smbpasswd -a root

PN TN R E

4. JA3) Samba Ik 5%

# systemctl start smb

R I EH F N SELinux BRI H 3, 7 AT W N 6y 4 X SELinux:

9]

# setenforce 0

8.4 NFS

NFS (Network File System, M %4 5 40), o] DL I W 2% ik AN [J] AL 28 A 7] 1) # 4E
RGP IL =0/, &P B Sun A JF K. B & CGSL T # A M4 =ik 55 .

NFS iz 55 7] LIOKE 0 48 1 () NFS E NI 20 H sk H R B A, 78 A o B oK, Bl 4R 300
TR ENL A S o A H % —#E, ARk AR E T A

8.4.1 NFS B B >

NFS ) & Z I & S N /ete/exports, HPAFHERFEILZHHF (LX) , BLLV
) 2 ) A 4L = 2 4. Jetc/exports XA F M — TR RS — N EH K, MEW T

EIC RN E T ATV AL (U AR ) % = ANV R B L (AL IR e e
T WA

H AR IP Mk | 0 172.16.100.138

— B W 172.16.100.0/24 B¢ 172.16.100.0/255.255.255.0
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FEMEM 4 | 0 hostO1, 7 ZAE hosts 8¢ dns Hh5E LI B 5 % 47 51
* o UL S 45 T i £
P IR IR 28000 %
ro 28T
rw A A
sync MO 5 5O\ A2 A (BRI
async B S AT AR, TR B S OB

root_squash

A4 % N NFS % Bl 10 root & 4 BE S 4 B 4 P CBRAD

no_root_squash

BN NFS EHL B root ¥ 3K 15 root IR

all squash

B & N NFS EHLI BT A K 5 #8544 H

anonuid=Num

¥ B N 1 UID B 5 5 Num

anongid=Num

¥ B N HE 1 GID B 5 5 Num

8.4.2 NFS Bt & sz

PLF L — /N1 F 4 24 NFS W TC & .

NFS fic B % K .
>

>
LA BE Vi 1Al

B

>

— & EHL(IP:172.16.100.78) L = () H 5% N : /data

HAH 172.16.100.0/24 F1 192.168.1.0/24 iX % > W B 14 &

172.16.100.0/24 ¥ 7 BF W s nl 5, DL #HE F 2

172.16.100.0/24 W H 7~ A H e, DL F P AR

1. B & T NES 841 A .

# rpm -q nfs-utils

nfs-utils-2.3.3-14.e18_0.2.x86_64
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WARBA A LA CGS Linux 238 E&EK, KBEH FTHM AL LR (N32HMH4R48
VSR/DAE

# rpm -ivh nfs-utils-2.3.3-14.e18_0.2.x86_64.rpm

2. 9w /etc/exports LA, WA N %

/data 172.16.100.0/24(rw,sync) 192.168.1.0/24(ro,sync)

3. JB ) NFS IR % -

# systemctl start nfs

4. % ;P R A 3 NFS IR 55, 2 Ja A4 wl il il B 4 U5 Al NFS R 55 45 -

#mount -t nfs172.16.100.78:/data /mnt

8.5 Telnet

Telnet RV 7Gx FHEI, MEERXA MM S M. HEd T ERLRHYX
B R, “atEALE, PrelBOAE O T Telnet Hik 55 /& 5% H 7,

8.5.1 Telnet R KB Bh

LE ek & T telnet B FF 1 ARA

#rpm -q telnet-server

telnet-server-0.17-73.e18.x86_64

i R AT LU CGS Linux 2 341 B4k, &2 5 A T i i dr 4 22 3%

#rpm -ivh telnet-server-0.17-73.el8.x86_64.rpm

1. 5 3 telnet R %5 :

# systemctl restart telnet.socket

2. Telnet IR 55 B IAAS 0 FF root H PP & %, ESZI root Bk, R HATW Ty 4

#mv -v /etc/securetty /etc/securetty.bak

3. B &) telnet IR %5 :

#lsof -i:23
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
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systemd 1 root 44u IPv6 38164 0t0 TCP *:telnet (LISTEN)

4. W EBEILE B

# systemctl enable telnet.socket

8.5.3 Telnet & F 34

H ek A telnet 27 I B K RRA

# # rpm -q telnet
telnet-server-0.17-73.e18.x86_64

R BA A LA CGS Linux % 34 E &k, K25 AT i & % 3%

# rpm -ivh telnet-server-0.17-73.el18.x86_64.rpm

8.6 OpenSSH

SSH(Secure Shell protocol), 7] DL 4 o %5 5 7 47 B 46 346, D 209 B A % &
OpenSSH & SSH M I % T IR SKBL . & = 4 I 1 M 48 3& 3% T HACHE T telnet. ftp.
rlogin. rsh Al rep T H o Z W CERIA(E A RSA $H &L .

8.6.1.1 sshd RS BB

CGSL V6 BRihNC & %% 3B B 7 OpenSSH, AFHEH M FahA Bl B4 H, SSH
AR Th e sshd IR 5k A& sshd RGSARAES, FHGL:

# systemctl status sshd

CGSL V6 2kl ) sshd Ik 45 fic B SC 4 A /etc/ssh/sshd_config, F ZHCE W1 F:

Protocol 2 # FERMRE 2

SyslogFacility AUTHPRIV # HEFE KL

PasswordAuthentication yes # M O4NE
ChallengeResponseAuthentication no# A f ¥ #% 8] B & 77 &
GSSAPIAuthentication yes # AW HEHET GSSAPI A P NiE
GSSAPICleanupCredentials yes

UsePAM yes # i PAM A HE

AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE
LC_MONETARY LC_MESSAGES
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AcceptEnv LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE
LC_MEASUREMENT

AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE

AcceptEnv XMODIFIERS # BRERENKELTE
X11Forwarding yes # W X111k
Subsystem sftp lusr/libexec/openssh/sftp-server # sftp TR 4t

8.6.1.2 f# F ssh w4

ssh fy 2 5 riogin. rsh Ml telnet iy 2 W % & . B R VFH P & BV & 98 £ 2 B
AT 7 2 o ssh BRI FEHL & AL A telnet AH L.

B 40 s B B — A %N example.test.com B FE E ML, /£ Shell #& 78 F 8 N N H 1 2 -

#ssh example.test.com

B ssh BRim LA, 2 F 2T 1 AH 0 S -

The authenticity of host ' example.test.com ' can’t be established.

RSA key fingerprint is 94:68:3a:3a:bc:f3:ga:gb:01:sd:b3:07:38:eZ:11:0c

Are you sure you want to continue connecting ( yes / no ) ?
BN pes Gk 2, RS WBEHAEZEEN LS, XN RS KT E EIKE
HIMNEI A P 3 H S FK ssh/hostkeys 1. IE#IHIAN 045, #t & 7 EHLA Shell 42
ZNE N N
MR G EAIREM T4, RHE P IS @ RS 8 482 pfeid s a
PO . mREREARGH 4, /a4

#ssh username @ example.test.com

%

#ssh -l username example.test.com

o RT: EH sshiEEEM “exit” BEH B,

ssh fiy & 36 W] BLAS 8 5 S i £ 5 RE AL 4% E3AT dr 2 o B IE R % U2

#ssh hostname command
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1 4, an R AR A G G 2 3 ML example.test.com I </usr/share/apps>H F ) A % , £ Shell
Nl N NG

#ssh example.test.com Is /usr/share/apps

IER RN O 42 )G, 2t FE L4 </usr/share/apps>H X F RN A & # Box, A JE IR H
F| A Hh Shell #2775 F .

8.6.1.3 ff Ff scp w4

scp fr @ R LUE M % 4 I N E AL E A SO, ERMER S rep AL
A b ST A A% i 5 o R B 4 1 — SRR TR 2

#scp localfile username@remotehostname:/remotefile

localfile #§ & A HuJf ST fF, username @remotehostname:/remotefile $& & i £ H 5 X 14 -

B AR Hh SC A filel /£ 3% B H P E example.test.com | = H &, 7£ Shell $2 /8 T 8 A\ -

#scp filel username@example.test.com:/home/username

3 B ST A A% i e A b & gE I — SRR TR 2

#scp username@remotehostname:/remotefile/localfile

remotefile 7§ € & FEJF L, localfile 8 & A< #h H #5 X4

WL Ll 2 A SO H . Bl an, 24 H 5 /downloads B W 2 1% i 2 i 72 #1248
example.test.com b I /7 ) uploads H 3%, ## A\ 5@ 4

#scp /downloads/* username@example.test.com:/uploads/

8.6.1.4 ff i sftp 4

sftp 7 &2 ftp i M Z & F i, MRBEIT - RLEM FTP L H = EREMSE ftp
AL, RA, e %4e. &,

Sftp — ML 15 ¥4 /&

#sftp username@hostname

— Hl T UE, #ial DoAE A — 8 FTP A AL i) 2 o

R WAHAW sftp FMERX LG AT &, BT man sftp # N sftp F #H W .

WAL G oMME 116



ﬁ*’g; =

%Y B

RgrE

B A LA S BOR B0 E K &, Internet A1 YE Bl Wr 4 oK. AP Bt A2 A BT 5
1M Internet b AEAT — & 7+ 5 AL # 7T B8 By M 2% 38 20 3k B Bl B 0 R o 0 T A olb A5G B 2
SRR 5 ROk, RaMBM BN ENEE., AR EENY CGSL R4 %4
%H]%o

9.1 RELEBME

W 2% JIx 55 4% 15 9 Internet/Intranet F A RBE B %, EAEMA T KENEZMERE, 852 WM
KREM P RMAEZRS, —BEBA, JFRZRM™ER. Pl W g d s e BNk
U A %2 42 5 T AR, BLORIE R 55 4 I IE RS AT .

9.1.1 #4EH

CGSL A4 % fFHINER: VHEZEEH, THEN R NBRN ) 228
B

hWEZEEH
1o DRAUEE SRS I 2% 4, o B & INIRCE RS, AR 5E BB % T R
I & Oy 55 19 PAF TROAE 2 4 1 R

2. fRIEPTA RS i (OfFAL&EINg. ik, REM. TEMNE) #A 2wk
AR N 5L T

3. PIREE M RIRA B P O MR B SO R & B R 5 5K
OO R ERAAAE L EAE
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TEAPZEEH
. REEHRARMTRANAME RG24 8, L@ P &xr, H Shell £ 45

ﬁ%%%%&ﬁdwwmmpi#,E%%ﬁi#¢MPMHHfEE%%%EE
F4HT LAEH %

2. RGEHAVEMWMEB - NS, BiZHA 2B EE R CH P8 SR FE R
SUID/SGID L% R %) KiEF LI AR N T

3. FEREAELZEEHRR. REEFHE LINEA LS, B EsF A N7 ek
W, AR FMEE N ETEE, B SR emeeEN T A,

BEHPZEeEH

1. fEHWEMEHPRTEAEMH root k5, L@ P HEN RS T LB Ik X &R g3t AT
WK M I AE, BA root B 4 T A B B AR 3E #r N 19 B AN fr 4 1 IE B b

2. MR PAEETHMHAANER, WAFE, it sum SN EEH P IKS;

3. ZH N root I S H 4,

4. WHEM PO AR

5. AEE M TAEH T PATH AR AT L, URFEFARADIHREN, #A
/bin/su K AT su v 2

6. ANTREJERIK P T Lot R A 2 AE N root H B TR BE X R

7. AT LUK B SE 4 root BUK A A FR . B IR E A BEAE root P B A RS I & AT
BE 1O R P 0 4 Mg R v 3 N root MK P

8. BHATHFMAGMHHAEN, WRKEM 5 HEES. CPUR A, /R, KEHMEH
suffi K, REMENERERE KRG M KL, LU A5 uep 15 K ;

9. M ARZA XML TN, RMERA RS XM, ZERHNFE SR &L
B A7 BV A, AR B SUID ¥ o] /)2 17 &8 ] 68 2 B % Wi /9 5 %

10. B W B 10 4% 0 A7 TAE 22 45 10 1 7

1. BAHARMLEHBERK P, HFEHE K-

12. iR H LH P 04 18Rk

13. B RGCMK . % . RSA 55 % 4 Wl

14, 24 22 % R P AN AT 52 10 R AE i, B R A PR AR Y AT makefile SO, EERHKN FRERF
WA B 4

15. ik ARG O, ik aEd st AENSFHWRIENR, I &3k 47« K.
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9.1.2 H W &4 8 & XK

RGZENKEE

ERF LN XA, AERKGEEEHE SR E SRS X, iz A R
B IAEA R 70 X, Wi/home. /boot. /var fl/tmp.
KEAA L ERRSE

R BT &R GBI A AR 55 T RE R M T AN R E A, A AT DUAR 4 5K PR 2
KA B MR 5, LHEOR R G R Ak

A HRAT QT A 4 15 R4S E R ST

# systemctl stop <J[R &% % >.service
AT T 22 IEIRSERGZ BN B3 ED):

# systemctl disable <fk % 4 >.service

H, <RFA>NTEBRMERRS A, W vsftpd.

kO %E

CGSL R T ¥4 7 40 & 5 5 F 3 30 ) P 40 FF (0 S MG . 350 b 8 W (R T R 46 0O (4 1,
B 0 CGSL T 00 A LU S O S (R A 1 O R S LR T B A
RGN U RBEI M)

Mo 55 1 114 2 R GER % 4 B B R BRI, AT OB i R A 0

LOESEA 6 AT, RS — A UL 18 SR R A

2. D4R AR AT M, BT 0 R A Sk, B OHNAT . G,

L B ERE LE A A BAE N 4

3. KB 045 H b S S HL 5 0 % A A B0 7

4. BIVEE D&M A O, fE— BRI 2 R A 0 4

s, mMARAAAREBMEN DS, TACERTERT, RLATHRED S,

Xt iR 45 S AT W E
AJBLSR T BLCR B Y e

1. WEN BIOS & I, ¥ W& LLANE a3 % A A R FIRAS, JF7E BIOS LNk
04, T AH P v o AR i e
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2. N GRUB & Lifo W& 14, HAMNIE#SMIOLSE, A6 P&
3. A Ay P~ A # H<Ctrl + Alt + Del>20 & 8 (9 BUR),  B%3% 25 (-4 ] B P {6 F <
Ctrl + Alt + Del >H S # M F . XA LA UL IEH P EARBER G5 X)5E,
fff il < Ctrl + Alt + Del >R G EE B R4, WS K M.
XHRERERE

ARG BRE S B A AL RBUR AR B AL SR, P B — S B R 48 S0 s
BEEA /N, BRSSO R 8K

WA XHERMMARA suID 5 SGID I F BT &5 1B KK ZEfRiH, Nz
mERLCEHNS. REEE AN ZEFMEH find 2 KNS H DK XH RE UK EHT
sSuUID Ty,

AN, W CLH chattr 7 2RO XM ENE, XETEEBEMERNEME.
a Honr s &
i AN ] B AR JE

NTRGHMBEE XM, REFERENATHREE, mxr T —®HEXH, TENR
SN JE AR . 2 W TR R

#chattr + | /etc/xinetd.conf

#chattr + a /var/log/secure

MARELRERERME, B EmaShr “+ 7 SEy “-7 SHAT,

9.2 ARG &4

A LA AT AN Z e, N T Bk AT TOR ) P 2% B0l & g AR R e R
FEEBMEM R EREER, RGEHALIANE D&, FEMNRGEHTZES
fir, UMEAE RS T — i, T RNERERE D RERES.

9.2.1 £ AT R

b

AR 2 A B ar DL SR BEAT Bt &, HOATEE B R & i O A . 7 & AR
HORG&MIE IR SRR, WFEEM . HE . ATk 5 H P 2 A R A LA J7 i %5
JE& R BEAT %y A 5T
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AT & 4 B BT L

BT RGE /M EERIAT, FEFN ZEBEERFLBRSRNNHET, DLamR S
A HIE AR S, wnl Lk B AE 0:00 2 5 3 AT .
=0y SR NS 1 I

1. BE&H

g — N REHAT —REW AN T, REERNESMG TR, HZXEMTHE
BRA, XFELIZHEMBNHE, HIEARHE T2 &0, B2 BRKKE, i
—ANH, AT REBEES.. BEXE - B RAEREER, BRI E R k& 6B

2. WEEN

AT R A K/, RGN — DB R AT — R &, A& R IX A WA B
MNE. Y88 1MBEENEPRBREHET - REE&0N. XFEFRSDHTERD,
RE e A B M, T H B & WF .

3. HEH &N

SWE&E N ANAEME. B AET - REEEN, R RIAT — KB B4E
W&t . ANFZAER: BE &0 &R A, R &S N B IREEAT 5
G Oy JE O A R R SO . — B AR BE R, W DL A AT — A oE A & R B ET —
AHBRE, BT — A &k =B — R .

S O VA L SIS T o O 2 NSl i< 0 s W £ P S N i - - 0l 1 9 v 7 A
HRGHHEEHK T AR, WA T E ARSI

4. %y T EMIE#

B Z THATHTHAESMD. CGSL T4t 7% 41 tar. bzipZ. gzip. cpio & LA,
2Rt AT DL A BB = U7 R RO AL
9.2.2 HAZM WL

AR, AT ZE A A DS m e s A REES
SHLEN b FATIE T B0 — 4SO R g R — A SCF . e S > R A A TR R e
PR3 L g BN R

N8 CGSL N # M I E RS 4 T A tar. bzipZ. gzip Ml zip.
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9.2.2.1 tar fr %

A tar A7 DLURE SCAEATH SR, o] DUAE R 58 i e A SO, B0 R R S i N B i
Ao tar B W W) R AE HE T BB A 5, BUAE W W] PAFEAR AT R % BAE . tar din S SEBLAE
— RHESCAE M E TR AR TR, XX T & O B LA SO A — A SO DL
W 2% A% a2 AR W A .

tar 17 2 W EEE N

#tar <operation> [options]
i I, A W 0 I, A Bk AT DLk A . ok T AL AR

Looc: BIEBMMECA. WRMPESS D H R EGE — 230, ol & sk i,

2. r o LEHFMACFEMBIE AR WP CRRE M, X RNIEH —
8oy SCAF BCH S UEAE T, R RUGE A Bk ik .

30 0t JIHEEXANANE, BFE LGN 7L,

4. w o HEFTSCAE . B E 3 8 SO RO % ST, R AE A SO RO B
OISR, S e N B A R SO R

5.0 x ¢ MRS SO OB TR

G Bl i T EEA

6. b . WML E, HIEHR B, ORI X B R
7.0 f o (RIS S OO B A, L i I R N A 1 T
8
9

k : TRAFCARAER ST, M P AR RSO, 38 20 F B SO A 2 #1778 &
m : FEIE RSO, 8T A SO B SO TR ¥ E D BLAE

10. M G 2 B R R R O, DU 7R LA WAL b A7 .

1. v« RS tar B SCHE LR

12. w : & DA ERIA

13.z : H gzip RIE4E/ME 45 CHF, B ik 55 ol DU R R0 AT R4, iR
I — 2 B %1% WA BE BE AT WS 4 .

T FRAT I G — 8 S ok AR &y A A A .

fl 1 . f/home H 638 H 1 H 3 4 ¥ k& 4 X AF home.tar.

#tar cvf home.taf /home

2 : H8/home HEXOFEH FH XIS M AT RS, £ ML %N home.tar.gz.

#tar czvf home.tar.gz /home
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% 3 : % home.tar.gz X & 7 ff K 4 -

#tar xzvf home.tar.gz

%l 4 : & F home.tar XH BN, FH DR T AL

)
B

Bt % £

#tar tvf home.taf Imofe

Bl 5 - B A /dev/fdo AN E — A& ST, K /tmp H SR AT ST AR P DL RE K

#tar cf /dev/fd0 /tmp
LR B B WAL Ry ST E R AE A Xk .

2T A SO KN B I T A, T RA B — AN 2B tar SCAF,
i M TR — S R A R R, R G K R O & SR R RN B B B, LS
T tar IR DR+ . W

#tar cMf /dev/fd0 /home

9.2.2.2 bzip2 F bunzip2

BAE H bzip2 K K48 LA, 7E sehll $2 /R fF M8 A LL R a7 &

#bzip2 filename
2 W 4, IR IR 7 N filename.bz2.

ST WOE A SCAE, BB a4

#bunzip2 filename.bz2

filename.bz2 3C A 2 8 M B, 1 A8 2 LA filename 3C 4 .

] LAAE ] bzip2 f & F AL B 2 A SRR S, TR EAIE -l I R
9:|:o 1§”ﬁul

#bzip2 filename.bz2 filel file2 file3 /usr/local/rfinput

b A AT filel. file2 . file3 LL M /usr/local/rfinput H 3 ) N 2 JE 46 2 ok, 17 F
filename.bz2 X 4,

9.2.2.3 gzip M gunzip %

gzip & — & H I SO R g AR g o 2 . %A 2 IR R U

#gzip [-acdfhILnNrtvV19] [-S suffix] [name...]

WO Ak T2 B
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-c o RS B AR R B, JF R A S0

-d o+ K IR 4 S0 R R 4

-1 AR I AR SO R R ORI o R I A SR R /N L T 4 BRI A4 R 2

v B U I A R A R H Sk OF R 4 i i A SO B R R 4

-t Wik BAESGE RS EE

-vos KPR AN IR A MR R 4 S, R R SO AR R i LE .

-num = HIHEE 1A ORI B S 4 1 R

DLTE B W 7E H S /home T A SCAF aatxt. bbtxt. cotxt, 8 ATE 46 6 gz SCHF 1 dr 4

#gzip /home/*
#ls

aa.txt.gz bb.txt.gz cc.txt.gz
TR BB b SR, RS AR B, fEH]

EN
RS

#gzip -dv /home/*
TR IT W R AR ) S, e DU BLN A A

#gunzip filename.gz

filename.gz 2> ¢ M Bx . X Z BL filename.

o RT:EHRFEAAANAGLGFE@E L, T LA Shell #F7 F # A man gzip ## man gunzip

NI Ao (RO I I R

9.2.2.4 zip Al unzip

AL zip fn A R 48 S, fE Shell /8 FF F 8 N T 1H iy 2 -

#zip -r filename.zip filesdir

£ B A5l filename.zip 3R 7~ 28 & 1 & 45 SCF, filesdir R om IR M SCAFH o -
18 0% 7 3 VA M I 4 B A B AE AE filesdir H ¢ 89 30 .

¥ B AR L 45 filename.zip X/F, BEANLL T @4
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#unzip filename.zip

A LAE T zip fr & A IS A B 2 A SO E 3, 7R R EATIE A, IR R KRR T

#zip -r filename.zip filel file2 file3 /usr/local/rfinput

bR A A3 filel . file2 . file3 LL fz/usr/local/rfinput H 3% ) A & & 46 2 5k, 17 i 5
filename.zip 3 4 ' o

3o
iy
>0
e
ik
_\ﬂ
i

FXAA @ L EIFEmIE L, A % man zip #2 man unzip 49 T .

9.3 1N 5 M

CGSLAERIUT TR FE T ZEWK, AT ZMANRRENMERF KRR ASRS
AN U e o

9.3.1 SSH f1 RSA/DSA A iF

SSH ( Secure Shell) & —MH KRG FZERS B HFEEERSHE EHATHLWET,
D2 A RN b, BRAMW G LAMHGEEN VLR 2 2 n SN % @5 . SSH 6k
BRI, AU EEMH.

OpenSSH #& SSH ¥ i) 4 2% JF U SE 3 . i Hl OpenSSH T H BB % 38 5 R 4t 1) %2 4= 1
OpenSSH JN % Fr A B E CEFE O 4D, A W Bk 1 %5 BRI M 28 B0 ik o Bt 2 48, OpenSSH
WML T 2 M2z &AL J7 75 . 1 telnet. riogin. ftp & T HAEH 4i St A 04, FE# 0 ¢
Rik, XEFEERSMWEN, REREK N G2 HESICE 125 5% R 4 JF &l fa
FHo.

OpenSSH B #5: ssh (4R T rlogin A telnet) . scp (AR T rep)  sftp (BT ftp)
F R 55 4% v 1) sshdo FEAh 1) F& A T B A #5 ssh-add. ssh-agent. ssh-keygen %5 .

9.3.1.1 18 F§ RSA/DSA A iF
OpenSSH A& % 4 1 H &2 % . OpenSSH B — /MR W 51 AN drtE 2 H ohpe 4
ff —— RSA/DSA ZHINIE R 4, & Al LA & OpenSSH Bl 44 1 F (1) br #E %2 4 % 65N iE &R 46 -

RSA 1 DSA NEWh I T —X L TTARPEH (AHMARH)) MERANEHP . &1
EHHEE, R AL EWHF L8 8 L7 e ERE.

RSA fll DSA Nk 2L — LY 4G e B - 2L W E RSA M DSA Ak, 1 %o BEA i — X &
BT A5 125
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W, —ERAN B AP TXE BT MmE, RAEMAERLHANS 6N ZHE Lt
s . AR BEN TmE, mAY R se T8 e LR 2 P %S rE S .

FARE D B o RN P AR . BN R P A B R, K O 4 3w A LA B
B4y kAT RO B B . W R P root H AT R A B B, it R A root 4 RE A X X &
.

4 B RSA 43 %t
B % RSA % X, 457 Shell 2R FH# AN T34

#ssh-keygen -t rsa

2 BOR G NAF U YL AL B, % B % B R 32 <-/ssh/id_rsa> RO BRI AL E o 3R R A
—AEHSKSHOLSARB DL, HiaA— XKLL

A TG, AP S N<-/ssh/id_rsapub>; R 5 N <-/ssh/id rsa>. EE, —E A
FAE R R AT N .

ff H chmod 755 -/ssh fn 2 U H ' £ H & F ssh H 1 7T BLIR .

8 & ] <-/ssh/id_rsapub> 1 W & & H] 3 A = E K oz B N &# B W
<-/ssh/authorized_keys> 3C /£ . 41 R T ff <-/ssh/authorized_keys> A f# £ , 7 L\ 48
<-/ssh/id_rsapub>3C £ & #i| Jy iz #2 Hl %5 1) <-/ssh/authorized_keys>3C o
4 R DSA X

B DSA X, JfE Shell R NBEN T M a4

#ssh-keygen -t dsa

B RN B H AL BB, B2 <-/ssh/id_dsa>MIERINLE . TN RBA—A5H
POKS O AFEK D4, A — KA

AR, NS N <-/ssh/id_dsapub>; FAE# 5 N <-/ssh/id dsa>. JE®E, — &
ANEERH B RGN

£ H chmod 755 -/ssh tn 2 A& H 7 £ H X T 1 ssh H 0¥ 7] BLIR »

& A #1 <-/ssh/id_dsapub> 1] W % K il 2 A& F E B W oz B W & b m
<-/ssh/authorized_key2> 3 f 1 . Il £ 3L f <-/ssh/authorized_key2> A {7 f£ , #] DL 4
<-/ssh/id_dsapub>3Z ff & il y ik £ L &% b 1) <-/ssh/authorized_key2>3Cff .

BC & ssh-agent

ssh-agent & — MH T HRAAHBW AR . H ZE A H ssh-add dr 2 4 8 & 0 2

WAL G oME 126



CGSL V6 R4 H ' Fiit

ssh-agent [ 3 272 H, ssh ¥ M ssh-agent SKERIE A, MA SRR EEL T .
£ Shell $278 fF &, 4 NNy 2

#exec /usr/bin/ssh-agent $SHELL

XA, BT Ay 2

#ssh-add
A, MARIMNUEHAODSL. WREE T ALE—NFEHAN, SR sWAGNO4,

A PEWE, DLW EIL . AE R R E xR 1% 6] & 50T T & & R4
PATIX P55 A 2

"= RINHERAT, 4B kroot APl sshiZ AN, REALEARNF FHEH.

4, AT L B OpenSSH ) B J7 ¥4 & http://www.openssh.com 31§ 5 Z 41 E B .

9.3.2 PGP

PGP — Pretty Good Privacy, #& — % T RSA 2 B0 %5 4k & 0 w6 £ o 25 B A4 . AT LL A
G I o s N T R = S e P s R d o S Rl S s 2 A YN TR L = NI D
A5 W81 (0 SR UR o & ik P ] BL 22 4 H R A R AL TEI’J}\ﬂh_ﬂ HIEIEAFEARMREN
REHARMGHEZE L. BRATHENE LT, X—M RSAMERMEWREE L, AT
BT R 44 0 AF SO B, N T R 48 5 .

PGP K645 A\ /& 2 E /) Phil Zimmermann. ‘& B )& 4 7£ T 8 RSA A LK R /) 75 8 Al
fegimsEmR R mEELSGEK, HFHAEHRFAZLMERLYAEEEIH EA 580 % .

WRTEET M PGP WY F1R, 15 U5 A uh & http://www.pgpi.org.

9.3.3 OPENSSL

Openssl & — A~ P WOHOSE 1) 0 2% 77 5, 76 W 48 15 26 19 B 2 R AL 4 2 2 I 4 it T % 4
1 3 18 .

— BB R 4% 3B, i IMAP. POP. Samba. FTP. Apache 2825, 7 #2 4t R 45 i 75 2
XA P #EATNIE, RENIEESFERS A S8 nr. 200Xt T server/client 5 3 HI ik 55 »
& 7 v AR 55 i 2 [A) 38 TS & DL S kAT I, Openssl iE J2 $& i 7 X0 4% % 16 2048 1) — Fb
Iz 7 2

Openssl 1] DL 3 7E CGSL ik 55 &% b, & 77 28 — B0 55 = J7 $2 AL 1 B2 A 72 )% ok 9 IR 55 42 it
o . sk, & HTML 80 CGl & 3d % J5 W ik &5 &8 64T 7 % 4 B, SR 1 X7 HTML
FRAUIT A ANFAME 127
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A CGI 1 1 & K & 3E W11 .

openssl AL $2 it T SSL (Secure Sockets Layer) M TLS (Tansport Layer Security)
U s R4, i HAE 4 T apache 7 VR AT E, M a4 T HTTP IR 55 48 00 22 4 1% .

FATALLE] Openssl i E 75 4l &5 http://www.openssl.org K15 Z H 4K E B .

N

9.4.1 Ik P EH

REIE AP NARER

9.4.2 F FAIE(PAM)

M P IE R BAIEREX BB ARG KM 050 E AT AR HLE, 28NS R
G P EER K. PAMAE R LB P OAE R AL, Gl ok N R TS R 80 E B
o, AR RGBSR NENLEI R, AN R A SOR I GIE AL I N AR Y, R E B
[ A = NS T 8 = P 3 NI W 7 R NG T /[ O DA R

2% e B 4
9.4.3 i ] %
9.4.3.1 3T M4 BUFR 4% #1

WS 1.4 THE.
9432 AV ZEHEERKE

b P 2% 65 58 B A PR f) A& 7F Jetc/pam.d/system-auth PR R E K . EX AL F A
H R —AT N

password requisite pam_pwquality.so try_first_pass local_users_only

A DAAE X — 47 J T B n AN B A 9 B A oK A G 1 0

try first pass: fE$E/n H P N0 2 A7, B g2l &g, BL ik & 7 i
JEZ B R .

local users only: XM HLA &4 &AL T /ete/passwd Z 4hH A 7, {H & B N password
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stack " B J5 B B vT DL f#E B use authtok #E T, X B3R & E R N E D
H A & SCAF A7 T /ete/security/pwquality.conf

difok: 7 % % R 7 T IH 86 B3 10 7 46 8. B 1o WR R 0 % 5% A F K 8 1 F 9
i A1 IF 8 B — B

minlen: BT % I BN K, BAE 8L, AR T 6 fi7.

deredit: ¥ & W A7 m K%, RN T 082 KD

ucredit: FHH WP KEFEMRE RN, WRANT ot 2&RDANH.

leredit: H &G /NG FEM R RN, WRANT ot 2RO

ocredit: ¥ % g h K& FRF I & KA E, /N T o a2 i A A H.

minclass: B WP T, KEFR, NEFERE, HEFHMEN RS
maxrepeat: B RV R RELFHE, WRENOWANABH, BiLE 0.

maxsequence: H %A U F R F A R ORKEE, oW 12345 XM F A WRAE N 0
AN B, BiLZ 0.

maxclassrepeat: &M Al — R P RN ESE TR RS, WHRMEN 0B NREH,
BN &Z 0,

gecoscheck: W IE 0, & H /' passwd %6 H ) GECOS FEHF KEHIT 3 MF/K M ¢
RSO SAEREMS D, WRMENOMAANREH, BLE 0.

dictcheck: W HE 0, M X% 4T 7 WA &, 290 7 A & & cracklib FE LAY,
LN I

usercheck=N: WIRAE 0, MEHFMEZHWEM 4, AN LET 34T AHRAT
frd, BN 1.

enforcing=N: #IRIE 0, WRHFM R BELEENWIELEFL, SWATHESEEFEE. X
i B AL T pam_pwquality Bk, FTag 2 KA M AR & T e 2 A M 7 efniTs,
BA 20 pwmake Fl pwscore, ERIAHN 1.

badwords: %3 1 A BE AL & 1 2 4% B9 JF 10 R B R . X 28 B3] X T cracklib 7 UL RS A
RN . 1Z W B RSB S R SRR B B R P AT R LR gecos £ A

dictpath: cracklib &% # ¥ % 42, BRIN 5t 2 B cracklib.
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9.5 [ kK 3% (Netfilter/Iptables/)

9.5.1 Bh‘k 8% (Netfilter/Iptables)/ 48

netfilter/iptables(f& #X iptables)ZH i Linux “F & ~ 098 i 38 B K 85, vl BL 58 g 3 B i g,
B A, E A () M 2% M Bk B e (NAT) S8 Thag. H 7 AT LR 48 B O 45 € 1 7% K OR Bl & By K 3%
TEB KRk 7R BT R A A 1P 5 R A% AEHI A . netfilter/iptables IP {5
BAEERG T HRB M. g ME LN, X202 E MG STk Er, Bk
J 3 R0 2 R R . X EE A AE T HME R IR T, MX e RERE CGSL A
B AR IERA, Mo A AE LA S B (chain) o N SOK TE YRR
X ) DL K AT g ST X S M ), IR K e AT g A B

9.5.2 F S H N A0 EE

i I KR SR A SRR R A AU RIS H e R AR IR E R
ettt A 484, LA BRI Sk 65 B A L. 868 netfilter/iptables & 4t
52 B IR RF Ik A 4 iptables, & ALK SEHLIN, JEOR H B MBI A ERMEEE S BREERRANN
W o RTHM/ BrE /N K a2 0 — BEEm T

$ iptables [-t table] command [match] [target]

* (table)

[-t table] RE BTN AHFFERUGCELNMNMENEEATIEE. F=THMW
LW : filter nat Al mangle. ZETMA S L TR, WHRAFE, W filter HIEGRH &K

filter £ T — M E S B, €4 INPUT. OUTPUT Al FORWARD %% . nat % [
TR KNG REMA, © 4% PREROUTING. OUTPUT Ml POSTROUTING 4 . W {E 8
Ko Fo Sk WHEAT T AR B, U fE ] mangle £ . Z RO G SN R AR H T R %% BN
B4, % #%£M 4 PREROUTING Al OUTPUT %% .

vE: PREROUTING % th fs 2 15 B & — 3| & By -k 8% wt o 2 e 411 /0 M 0 B 41 %,
M POSTROUTING # H 5 & 1E 415 B G 7 5 55 I B K 58 i 2 48 & A7 89 #0000 By 45 A% -

w4 (command)

XK SH HAAESB DR command ¥ % /& iptables v & W i EZ 4. © 5 UF
iptables #y & Z AT 4, f o, B ONHE I L K R0 00 S D B B 0 R R EOM BR B . DR 2 AR
) — iy 4 .

> -A Bi--append: %Ay 2 ¥ — 4% BB 2 BE 0 OK B .

7~ il
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$ iptables -A INPUT -s 205.168.0.1 -j ACCEPT

Zos B A — 25 B B INPUT 80K E, Mgk B IR AE 205.168.0.1 {5 &
4, 7] L ACCEPT,

> -D Hi--delete: 18 M -D fi5 5 22 UL BC (19 B 0 B 45 %€ 0
O B R AL B G S, 1% A ACEE PO BRAZ B . TR R R B s T IR R T i

ZNE

$ iptables -D INPUT --dport 80 -j DROP
$ iptables -D OUTPUT 3

B A M INPUT BEMI BRI, & #8% DROP BifFim 0 80 {5 B L. 5 — % m %
HiEMN OUTPUT BM %5 N 3 B9 B .

> -P #i--policy: %AW EHENGE Hbr, R PrA 58 b AR 0 & A LR
(¥ {5 S B H0RE A o ] A P O B ) SR N

ZNE

$ iptables -P INPUT DROP

Zfr A% INPUT B4 HFrdEE N DROP. X EWE, MEFMAEYH INPUT &
AT ] F 0] R UG I 1 15 B

> -N 8¢ --new-chain: Fi iy & W A 48 2 W & FR 6) & — 87
BE

ZNE

$ iptables -N allowed-chain

> -F B --flush: W12R 45 & 8 4, % a7 & M B 8 b 1 pr & L
W, ROR R E B, %o M ER BT A BE R T A L . S RO T PR T BR

ZNE

$ iptables -F FORWARD

$ iptables -F
> -L Bi--list: F M 48 € B b BT A R0

ZNE

$ iptables -L allowed-chain

LA (match)
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iptables fir 4 ) match #5873 (7] 36 W) i € 15 B A 5 U0 VT B2 B B2 B A 9 45 4E Cn J8 A H
fsb ok o PR CEED o LS MWK . il UL RS AR 2 T P AT L RS . R T — B
HH 38 A DG R B 7 4 A B

> -p B --protocol: 1% 38 HI P UL Fd A A 0 5% 28 K5 € 7 i o
R B TCP. UDP. ICMP . HIIE 5 73 B (1 4 13X = Fh o I 41 & 51 % DL ALL
(HTHAEBK) o ALLZREILE. TS, ERxA5ZHILE. w
i«

$ iptables -A INPUT -p TCP, UDP
$ iptables -A INPUT -p ! ICMP

HERRH B, XHEmSEHRATE —ES5—ENIBEFA TCP 1 UDP 15 B 4 #5 %
H5ZMMILE . @it 4se! ICMP, AT E R T A X B (EXFERTZ TCP Ml
UDP) , 14 ICMP HE k& 1E 4h .

> -s B--source: IZ YR UL A TR 515 B B AU 1P ik R 55
EATVE L o 1% VL BC 3k 58 VE X JE — Ve Bl TP b bk B 4T UL S, W UAE AT 5, RoR
AGZWULE . stEWEILE S A 1P AL . <4

$ iptables -A OUTPUT -s 192.168.1.1
$ iptables -A OUTPUT -s 192.168.0.0/24

$ iptables -A OUTPUT -s ! 203.16.1.89

A

oA EZINERAREA 192.168.0.0 | 192.168.0.24 (1 1P i 4k J5 F (11 5 &
BICH . 6 =K ZNE S5k 8 JE# Ik 203.16.1.89 4 AL [ 5 B B UL .

> -d B --destination: Z H ML H FHRIEE S ALK E K
HoIP Huohk >k 5 e AITUC B o % UC BE ab fo ¥F X 3 —Ja Bl A TP bk #E AT DR B, W] DLAE R Y
e, RAAEZIILE. = H# -

$ iptables -A INPUT -d 192.168.1.1
$ iptables -A INPUT -d 192.168.0.0/24
$ iptables -A OUTPUT -d ! 203.16.1.89

H#s (target)

Hobr A2 A58 e M EAE, WS HMILENEEBPATXEEE. BT RTH,
E XM HEARZAN, A2 A HE L. N 2SN — 2 H bR A H 7R 683 .
> ACCEPT: M {5 28 5 HA ACCEPT H s 1 H I 58 4 IL
foR, SR (REEAEERKM , FHe®KELED 8 (CRRZE RS EE
WHH — AP HEeE®E, FTHEUTRETREY ZF) . ZHBEHERE N
ACCEPT.
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> DROP: 4 ZE 85 H A DROP H #r ) # | 58 4> UL KL i,
SMHEZELRE, FHAX M —P 4. % H b E N-j DROP.

> REJECT: % H 08 TAE 77X\ 5 DROP Hix M H, HE
tt DROP 4. Al DROP A A, REJECTASHER S HAE AV EHTILERT. 5
b, REJECTHH RHERBIASEERQNRKET . % B W# I E N-j REJECT. »~
B

$ iptables -A FORWARD -p TCP --dport 22 -j REJECT

> RETURN: 7F # ) h i% B ) RETURN H #r il 5 i% #t ] T
Ao ()15 S A0 ab i J A & iz B0 A A .t R AE 0 INPUT 2 2800 E 85, W AE %
BER B A RS B . B8 2 N-jump RETURN. /x4 :

$ iptables -A FORWARD -d 203.16.1.89 -jump RETURN

EHEEZHTFEL SN HE B, @ LOG. REDIRECT. MARK. MIRROR #l
MASQUERADE % .

TR 77 2
M ERTTFETESL AN W RABNZY, ZEFIFREN, 2EZRZEHN.
Frbh, #EAHRMHEARRMERMBGEEULER, ANFSEEETI FZ/EHR

i R X S R, 8 A a8 2 2 B £R DR A7 AE SR . BT LU iptables-save i 2 oK fi £ X
#ll_‘l_:—(:

$ iptables-save > iptables-script

BLAE, 15 B0 vk 3% b i B A B U AR B OR A7 AE ST A iptables-script o TG 18 7 B S
T ARG, AT LLAEH] iptables-restore fiv 4 K M £ Az A SRR B 2IE B R IER, W
TR

$ iptables-restore iptables-script

mMRBREEAERERXRG RGN A RE ZHNWE, W] PR b 48 E KX 5% dr 28R
FEAT — D HT4a AL shell I A .

9.5.3 335 R B K%

1. 1 A iptables [ 4R 2

# systemctl status iptables

2. A By oK Sk R

#iptables -L -n
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3. K2 B ok 8% nat B

#iptables -t nat -L -n

4. K W Bl K 5

# systemctl stop iptables
5. JF 5 By K 4

# systemctl start iptables

9.6 [ K 1% (Netfilter/Firewalld)

9.6.1 Ph k3 (Netfilter/Firewalld) /48

£ CGSL V6 B — AN H AE A [ netfilter # 5] A : firewalld. firewalld & — 1 R 4t 5F
HBEFE, AT DLAC B ORI 5 R Gu i B K RS F . N FR P R LU A DBus Y B R 41 K firewalld
T O, enf LLE2 S 2 7 s O . firewalld i 35 T IPv4. IPv6 1 ebtables [ % B .
firewalld ~F 37" i #2 >R ¥ T firewalld £ . X > 7£ Basice % 3% 7 sl & ¥ % 3%, 1M £ minimal
ZRHTAA W 2., REMIMMEH firewalld NP K1, 1A 2 iptabless

firewalld 72 It 5 W 2% Jil & Kl 5> 4 [X (zones), fii 4k B K88 & 2 o 4] o — A A F5 N 1 9 2%
e CURE, 2 MR ¥R U TP Mo hik 0 9 B R B R A BN X 3 (zone) IR B K RE B . A A X 3K
(zone)#P Tl ¥ FF Y B O A A o 11 A0 Ik 45 41 3% .

9.6.2 [Xi& (zones)HE &

firewalld fff 45 T — 2 F @ L X 3k, L&A & FH & . BN X & & N public, W%
B 0K 9 2 2 B public X, {H lo # 0 #74> B B trusted X . N [ 1 3 1 41 v 47 X 28 X 35 1
Zir, HEASGEHATRGEEHMNXEXBEAGARNPNEE. BABLT, HREREKER
W AE BT A XS VAT N O S A s R =

X % 4 ¥ RiARE
trusted 7oV BT A B R AR N
home BRANAE 264 N &, B AR /2 ¥ J Bl i & BT Y sshs

mdns. ipp-client. samba-client 55 dhcpvé6-client fiIZ 55 -

internal BONIEL L N E, BRAER W B b i & 8Pl ssh,
mdns.ipp-client.samba-client 5 dhcpvé6-client JIt % (55 home
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DX A [A])

work BRANAE 64 N &, B AR /2 ¥ J Bl i & BT Y sshs
ipp-client 5 dhepvé6-client % 5 -

public BRANELLENRE, BRIFEZW LB B RERN &N ssh 5
dhepvé-client A 55 o 5 A 2% 482 11 BR A 2 B 25 G B Uk X .

external BONE AL NRE, BRIEZ& W & 3 W o &8 ik 1 ssh i
% o IPva & Wi & 08 % X 88 ko B O 38 M TPva I 4% 2
b

dmz BRONIE A N &, BraE 2 W & 2 W b & 58 ik 1 ssh ik
%,

block BRANELAEMNAENRE, BRIEZW LB HBHERE.

drop BRANEFHMAEMNEANRE, BRIEZY LB RE A

F ICMP £ iZ17 i).

v RREE BT A B TR X SRR B R R U7 vk, iE & I firewalld.zones (5) Ff .

firewalld & B 7 1 — 28 BB A9 IR 55 o X 48 i 55 W] LA T Ok 7% 5 b 08 45 52 9 2% i 55 i & F
IR A . T AR AR VA0 S 4R B K S AR DX BR A B R R IR S B

vE s HoAh % A OIR 55 BT F ] “firewall-cmd —get-services”fn & B H, HE B E

ssh A ssh k55 . U &I 22/tep ¥ H o

dhcpv6-client A DHCPv6 % J' i o £ fe80::/64 IPv6 M 2% I il & i# it
546/udp ¥ H .

ipp-client At IPP 4T B0 . i & @i 631/udp i H o

samba-client A Hy windows X F 5T EN S & i . B8 T 137/udp
15 138/udp 55 1.

mdns ‘H ¥ DNS A Hh % 82 2 B b 76 20 3% M ik 224.0.0.251(1Pv4)
8¢ & ff02::fb(IPv6) b il & il it 5353/udp i 1 o

/usr/lib/firewalld/services H & T 1 X .
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5SS Rgr AR E Z N &, WA UK B g X 4 A AT AT — AN W) i 1k
shell I A& o

9.6.3 [Bjj k3% (Netfilter/ firewalld)fic B

1& BBy ok B i B A = R 3 2 7 5
o B 1B B ete/firewalld H 3% K H R B XM
- kA K B 4L T A firewall-config;

- @ A iy 4 firewall-cmd;

vE: firewalld 77 Z K #i NetworkManager [X 70 W 2% 322 11 J& T WF > X 3, {6 firewalld
i & B k5% BT 7 E 6 € NetworkManager /& IE £ 18 1T -

B B B5 K 8% (firewall-config)

KIJE A T A firewall-config, A LAk & ei& B2 B K BT MEFZERRCHE .
Wit %2 % firewall-config ) RPM L B, firewall-config L. H n LA My 247 L 4T IF, LM R
I #2 7 2 % F Applications > Sundry > Firewall T JF . 15 & % i H 7 47 JF firewall-config
T H T E root %15,
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Firewall Configuration - o
File Options View Help
Configuration: | Runtime v
| S
| Zones | Services
A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.
Zone | ; | z E : : >
Services | Ports | Masquerading | Port Forwarding | ICMP Filter ' Rich Rules | Interfaces
block
g Here you can define which services are trusted in the zone. Trusted services are accessible from
mz
all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone.
external Service ]
e 7 amanda-client
int L il -
interna ! sl
puvtic (| ISR—
trusted
ruste dhep
. 7 dhcpvb
¥ dhepvE-client
dns
7 ftp
Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled

I -k 5% B & (firewall-config) & 1

1E 5 K 5 (firewall-config) fic & F2 Ft 1 b, &R 408 B 51 AT DUk #6148 o 24 A 1) 22 FF 22 1
(RAHYIEE. ERZHENT, REEHAKBTFERBERAMNE KAE) WEE, R
J& 1 F| Options > Reload Firewalld 3¢ . I 38 v B K 55 1 2022

an R BB B 4 1 R TP 3 Ak /9 B BT R X3, 3 2 I S L IXCHY) Zones B TR .
£ 4 U 1) Interfaces A1 Sources b5 25 & 70 Al IS W 4% £ 1 A1 J 1P M 41k /36 H

B 11V JRCRE B AE Services bR %% F Ak, BOE I AE 1% X K Ports A3 2 T d I — A H &
SCH B

W B — AN REE B o O ALAE 20 X3 R T RO, &R g R ] DLoE SR B B e )
M %5 o 3X AT BLAE A2 1 32 B IX ) Services i TR SR 58 Bl (AC B BL 20 7% 22 % £ Permanent/7K A
fic & ).

W : £ Permanent(/K A PEBC B ) T 5 (AL T BE o0 R 2 E B S 2h BE B N firewalld i
% A AR, AE Runtime(3z AT I BC B ) i 50 (9 4 f 3 20 A & fR B 4E firewalld ik 55 587 5 30 50
H3FT I A

fic & B K 8% (firewall-cmd)
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Xf T8 e i B A AE A AT B B B A BRSSO, AT BLAE A firewalld
2 AT O firewall-cmd. firewall-cmd # 14 £ 4K firewalld B 1) — # 4>, firewall-config
AT AR AT BLE I firewall-cmd 53 .

NHE RS T — 2 H K firewall-cmd 28 W LA K& ik o 7 &, BRAE4R € T --permanent
W, JLF AR A WK I R E . %W 2RI --zone=<ZONE>I& T, LL#iE &
AT 5 e TR A X4

--get-default-zone

& L AE 1 ER A X 8

--set-default-zone=<ZONE>

WOE BN X . 2 SR A X 2 5 m i i B
(runtime) 1 7K A ] it & (permanent).

--get-zones

B B A7 R R X

--get-active-zones

I A A EfE M X R CRE KRBT e
R = 0 o 1 5 D NN O W S = (= S e =1
VB 1P i hk /8 F .

--add-source=<CIDR>
[--zone=<ZONE>]

WM E S A, A M IP Mk 856 W 28 /1 (X #E 15
<CIDR>M i EH B2 X . wREEMHEH
--zone=<ZONE>J%& Ii ¥g & X 3, W H BN KX
% .

--remove-source=<CIDR>
[--zone=<ZONE>]

NS = S I I SIS | o 2 e A L - A R T
<CIDR> ] Jil 8 ¥ 2 15 5 X 38 119 R 000 Ke 4 M B3k
%G A --zone=<ZONE>% Wi 48 & X 4k, #
fi T BRON X 8K

--add-interface=<INTERFACE
> [--zone=<ZONE>]

WM =B, A M O<INTERFACE> it
B E X, WREAFEH--zone=<ZONE>
kTR X A, K A BRA X .

--change-interface=<INTERFA
CE> [--zone=<ZONE>]

¥ # O <INTERFACE>Y5 X I <ZONE>X Bk, [HH
KK R By . BT A M3 L <INTERFACE> ) it
B P48 € X B <ZONE> ., W R %A 4 H
--zone=<ZONE>J%& Ii ¥g & X 3, W £ H BN X
.
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--list-all [--zone=<ZONE>]

FIH X <ZONE>W T A R B 0, W, ik
2 g 1. 1 R % A H --zone=<ZONE> ik Il $5
SE X 8, B AR A ERA X 3

--list-all-zones

f 28 JF A B A 1 B A X S R

--add-service-<SERVICE>
[--zone=<ZONE>]

R % <SERVICE>E 15 . W R &A1 H
--zone=<ZONE>¥k T & & X 3, K 1 H BRI\ X
1, .

--remove-service-<SERVICE>

[--zone=<ZONE>]

f£ X # <ZONE> 70 ¥ % £ 7 B B Wl %
<SERVICE>. 1 R % A ff H --zone=<ZONE> & il
fig e X, KAl BRI X .

--add-port-<PORT/PROTOCO
L> [--zone=<ZONE>]

JF 803 1 <PORT/PROTOCOL>E 15 « i A ¥ A A
H] --zone=<ZONE>t Tl 4§ & X 5, ¥ 1 ] 2R X
9

--remove-port-<PORT/PROTO
COL> [--zone=<ZONE>]

£ X i <ZONE> f8 %W % * * w O
<PORT/PROTOCOL> wm R’ F M OH
--zone=<ZONE> & Il {§ & X 48, ¥ ff H B il X
.

--reload

HOBT N AR firewallo i i /9 FC B R #2082 Br . 0 A
KAKIEE .

firewall-cmd 7~

T s B BRA X 38 B dmz, K E 192.168.0.0/24 W 4 1 B A i = 8
fC 2] internal X3k, JFJ& internal X 3k [ MySQL P 25 % [ o

#firewall-cmd --reload

#firewall-cmd --permanent

#firewall-cmd --permanent

#firewall-cmd --set-default-zone=dmz

--zone=internal --add-source=192.168.0.0/24

--zone=internal --add-service=mysql
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9.6.4 J& 3 5 5 H B K ik

6. K& firewalld (R 35

# systemctl status firewalld

7. R M Bl K

# systemctl stop firewalld

8. IF 5 B oK S

# systemctl start firewalld

9.7 B ‘K X5 (firewalld/nftables)

9.7.1 Bk 8% (firewalld/nftables) 4 4

V6 #1, iptables C #% nftables B{ /X . firewalld/nftables(f& #X nftables)?d % Linux *F & &
B AL E B K B, T DL S8 R Bk 8, B R OE a) AR 28 bk AR (NAT) S ThRe. H A
ALLIR 4 B O E B TR R B By K hE, BB KEE ik T R A R H X IP 5 B Ak
HA 526 . firewalld/nftables IP 5 BB S IE RS HRAB I S B HZ MW, X
ST S A S R T R P E B, BT K S P 808 R A R R R 0 o XL R 0 AF i AR R (S
BAEERP, MXERERE CGSL W . (A5 B A IER P, B0 B 5 20 780 F-AN
JriE B BE Cchain) oo N SO TE 40 B 10 31X S8 00 0 DL Kt ] g 57 I S U, O R B AT 4 4H AE
B EE: ONTIERS I AEM T, firewalld 5 nftables A JF 3 —.

9.7.2 %% 5 1T nftables il 4=

N T Mk Pk iptables F| nftables B P ¥ i U W B, R 44t 1 iptables-translate
ip6tables-translate iy 2 44 iptables KU JU % 4 g B (O A0 . (H 2 — 2y Ao = ¥, @&
B X P O, B R S U AT 2 MERF S,

151 4

iptables-translate -A INPUT -j CHECKSUM --checksum-fill

nft # -A INPUT -j CHECKSUM --checksum-fill
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FAN, H P& AT DL A iptables-restore-translate fl ip6tables-restore-translate . H %
—HEFL N, W LL4E H iptables-save Fl ip6tables-save iy 2 ¥ Bl A 1Y iptables ¥ | & H .

51 4

iptables-save >/tmp/iptables.dump
iptables-restore-translate -f /tmp/iptables.dump
Translated by iptables-restore-translate v1.8.0 on Wed Oct 17 17:00:13 2018

add table ip nat

nftables fEZE4R 7 — A A 3R 58, X AR X T A shell A A< 4 47 7 K 55 000 0 A —
NMEEWLG AL WANHIATRIE TR, XEWKRE RFHAT AR5, — B8 28R =
o b AT o X R E B K BE — B AL T IE BT IR &

53 4h nftables i A< 3 5538 ik & B 53 AE S
C1) 3 i &

(2) & XA &

(3) AL 2 H Atk 1 9000 S

Y 2 3 nftables B2 5, &R G 2 1F /ete/nftables/ H 3% F A B *.nft 1 4, X 28 A 1 &
THAAFEHPGERMTEHERN DL, BT AEXXE AR/ ET BERE KA.

FAL T HAth (1 B A, nftables I AW FTFEEE — T E MR L.
A 2 2 E LU N k. #!/usr/sbin/nft -f
A PLE — AN A, BAG R THIX FE A B nft list ruleset v & [A B A9 A% A

#!/usr/sbin/nft -f

# Flush the rule set

flush ruleset

table inet example_table {

chain example_chain {

# Chain for incoming packets that drops all packets that
# are not explicitly allowed by any rule in this chain
type filter hook input priority 0; policy drop;

# Accept connections to port 22 (ssh)

tcp dport ssh accept

}
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}
LU A nft (IEE RS .

#!/usr/sbin/nft -f

# Flush the rule set

flush ruleset

# Create a table

add table inet example_table

# Create a chain for incoming packets that drops all packets

# that are not explicitly allowed by any rule in this chain

add chain inet example_table example_chain { type filter hook input priority 0 ;
policy drop ; }

# Add a rule that accepts connections to port 22 (ssh)

add rule inet example_table example_chain tcp dport ssh accept

L2 AT nftables A, HRTEUAZWHATH, BRAIFEWOTHED DT

TRE . B W AR 2 Jete/nftables/example firewall.nft

CL) mlIEm, B rEx

# chown root /etc/nftables/example_firewall.nft

C2) & ma] $AT BLFR

# chmod u+x /etc/nftables/example_firewall.nft

(3) BT A

# /letc/nftables/example_firewall.nft

B AT B 2R OR AT BT
AINER&EUAT L, SEGLSEEETLIR,
(RIE

# Flush the rule set
flush ruleset

add table inet example_table # Create a table
& A A LUAE A define KBS, X T HEE R, W LLAEH S 80H E b .
E AR &
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define INET_DEV = enp1s0

FE AR 5 AT $ T LA HY % AR &

add rule inet example_table example_chain iifname $INET_DEV tcp dport ssh

accept

EX—NEHES:

define DNS_SERVERS = { 192.0.2.1, 192.0.2.2 }

nftables il A 3 55 0] DLl i include A & At 09 B A SC 4, i SBRA 45 @ SO 40 A 18 €
#a, BN AL T Jete/ H

B RS

include "example.nft"

&R H XTI AR nftables il A ST -

include "/etc/nftables/rulesets/*.nft"

nftables R 4 Ik 55 & H 2l I 3 4% /etc/sysconfig/nftables.conf 4 & i) nftables il A& C 14,
mRAEEIE SR, X BT T

il: nftables IR 55 ML 5 8 -

# systemctl enable nftables

J& ) nftables Ik 4% :

# systemctl start nftables

7R nftables [ K M) £4E .

Wk N T ERFAMN, FmALTAE

# nft list ruleset

table inet example_table {

chain example_chain {

type filter hook input priority 0; policy accept;
Red Hat Enterprise Linux 8 Securing networks
70

tcp dport http accept

tcp dport ssh accept

}

}
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1.60 Z nftables &

nftables PR Z — s A=W, L8, MM, LMLl RMOEs. &KL
E X — Ak R . REGM IR E LT R B Rk R . B E k&N, TR
(1) Hh 41k % -

ip SUC RS ipv4 B8, 0 A 45 8 BRI 1% M 1k
ip6 UL ipve 1

inet [A] B VT BC ipv4 F1 ipvé [

arp UL BT 1Pv4 i 3k fi# #7 70 W (ARP) L«

bridge UL C 3 i A e B A I A

netdev UL AT ok ©H N H 24k

{# B nft add table iy 2 6] & 3 10 £ .

# nft add table inet example_table
2.8 & nftables 5

WEARKRMN M AL, AT MR

FEgE . AR DUGE B BE AR Dok B R 2% HE BRI BOHE BN RS
WOLEE . AT DU R O BE AR v Bk e B br OF B 4 s 4L 2L
PR i R 3R 7 dn e e — S 3R B N 2 ik

(1) ffi A nft add chain fiy & @ & — 4~ ¥ W 8 . %] W 7£ example_table ' 1] & — 4>
example chain

# nft add chain inet example_table example_chain { type filter hook input

priority 0 \; policy accept \; }

XA BE T8 N 1B, priority 50 §E € nftables 4 # B F A [F % 7 098 W0y . K
AeERERETEMAERE. KESHEELBEPHMRUGBIAEE. HEE, DREZT
FEBF RS A, JFBERNRIE I E N drop, B4 W B A A B 5o vF 2 B2 o5 1, T 57
R W7 I 3% 22 .

(2) "k, EoR T A R B

# nft list chains

table inet example_table {
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chain example_chain {

type filter hook input priority 0; policy accept;
}

}

] nftables % ¥ 0 0 M

nftables add rule iy 4 7] DUKE 0 00 75 I 30 8% (9 K 5 o

4N 7 example table & # ) example chain % * &5 0 — A4~ FE U -

# nft add rule inet example_table example_chain tcp dport 22 accept

i nftables &% ¥ A ¥ NI

nftables insert rule iy 4 7 LUK K0 ) ¥ o 31 8% /9 & &6 .

4N £ example table & # ] example chain % 46 AN — A4~ L U -

# nft insert rule inet example_table example_chain tcp dport 22 accept

3.f8 F§ nftables B B NAT

Al DATC B W R A NAT 287 Masquerading (£ %) , SNAT (JE ik % # ) , DNAT (H
B Hb bk 5 3D .

fii 0 %% B R 3t I % 0 0 AT DA AR B (0 U TP M Bk, B0 Internet A 2 ¢ B R Ok B
ip, 1% 10.0.0.0/8 X F, 1 2R )= 3 W P 19 AL 2% A5 B 0 o W4 J U 1), 7R ORI AR R S
BB A R IP. bk Py e 5 IR B R AR SR, R E R A X

Mo bt O % B B8 T I R DR TP M hE, fn SRR s A B A 1P U A A b bk O 3.

SNAT 4 60 [f) V5 1P i hk %5 #e 54 2 09 TP Mk, [t SNAT 2 58 B, i 5 i 4 o i
F &4 1P N f# B SNAT.

DNAT st 2 B # kB KB AFER FEN . Lo web IR 2 H R AE L, %
B % % # Internet, FLT PAERH 2% L% E DNAT B X N EE KA X E web IR5 2%

{# B} nftables fic & Hh hik O 2%
PLF A FE 3R 7 e B e AL g Y TP kb, 4B i ens3 O IP M bR BT E ML
(1) & —1%F

# nft add table nat

(2) & F % I prerouting Ml postrouting

# nft -- add chain nat prerouting { type nat hook prerouting priority -100 \; }
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# nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

(3) fE postrouting HE ¥ 0 K U LA UL B AN ens3 £ M HH 2 19 &

# nft add rule nat postrouting oifname "ens3" masquerade

4.f# F nftables AC B SNAT

DLR I U R B OR T a0 e B VR TP M hE, 4 BB I ens3 B B T BR H AR A0 4R
192.0.2.1:

(1) f)gk

# nft add table nat

(2) X F I I prerouting Ml postrouting

# nft -- add chain nat prerouting { type nat hook prerouting priority -100 \; }
# nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

(3) 7] postrouting HE A I — 2 FL W, H 192.0.2.1 & #1801 ens3 & H 1 £ 8 £ 79V 1P

# nft add rule nat postrouting oifname "ens3" snat to 192.0.2.1

5.1 B nftables fic & DNAT

TR FE IR o k3% B B 2 80 F 443 3w T AE AN E E E W H A 192.0.2.1
IP b 1k 1 3 HL -

(1) f@ %

# nft add table nat

(2) & F % I prerouting Ml postrouting

# nft -- add chain nat prerouting { type nat hook prerouting priority -100 \; }

# nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

(3) [\ prerouting B ¥ I — 25 B, 1% B0 U KF ens3 #2100 bR 3% B 80 ¥ [ (14L& N it &=
5 H P TP A& 192.0.2.1 B EHL L.

# nft add rule nat prerouting iifname ens3 tcp dport { 80, 443 } dnat to 192.0.2.1
(4) MR, JoE 2 A ik 0 3238 % SNAT
WA ens3 O A & 1P, W A th ik P 36

# nft add rule nat postrouting oifname "ens3" masquerade

W ens3 B O H & & IP, WA H SNAT:

WAL G oME 146



CGSL V6 R4 H ' Fiit

#nft add rule nat postrouting oifname "ens3" snat to 198.51.100.1

£ nftables iy & 1 H &£ &

nftables HE 28 JE Al SCHF S 5 o WOOR — DAL RN i VLIS 2 A TP bk . 3w 05 B2 0 B
A AT Gl DG S 2% fF, st DL AR A .

{E nftables F{E H & % &£ &

EYEAASELE ST LLES 2 BMAE, k{22, 80, 443 ), 1] UL B £ 78 U o f
. B2, BELEMG S E, o R EE g, 0208 8,

20

(1) B, ZAE example table & H [7] example chain & ¥ I0— /N B, 3% 80 ) 7o
e N & B 22, 80 A1 443 i [1:

# nft add rule inet example_table example_chain tcp dport { 22, 80, 443 } accept

(2) 7x example_table 3 H 1 Bt A & H 1 #1 )

# nft list table inet example_table

table inet example_table {

chain example_chain {

type filter hook input priority 0; policy accept;
tcp dport { ssh, http, https } accept

}

}

6. 7 nftables FEH W RZES

nftables HEZR X FHF R AWML ES, mAELGZE DI RITREH, Gl -4
Kbz FEHNE. SEAEMEL, 3 PMELRETUER oo, AR
EHEMRAAAZERRN . HaE - aHEaN, LIARELEGETMITRKNERM, AL
BE LN RA:

ipv4 addr 5 ipva HUBEERVE Bl 4 A, ki 192.0.2.1 3% 192.0.2.0/24.
ipv6_addr % ipve ik BYE Bl R A, bl 2001:db8::1 B 2001:db8::1/24
ether addr 5 MAC Bk 4 A, L 52:54:00:6b:66:42

inet_proto 1% internet P WK MBS, LU0 tep

inet_service £ 7 internet R 55 ML S, W ssh
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mark BEERIESENES, i LM IER 32 2 8818

N NS B
(D -2 EE. WTHH 72— 4 ipva AL £ 5.
O — N REAEAF 2 A JOL ipv4 ML BE &R G

# nft add set inet example_table example_set { type ipv4_addr \; }
B — A RefE A7 ipva MU BEE R M E A

# nft add set inet example_table example_set { type ipv4_addr \; flags interval
\; )
() FHEAEMM, T a4 M example_table #1 [¥) example_chain ¥ 1 — %
U, % B0 K M Bk example set H1 ok H IPv4 MUk 8 BT 5 208 A .

# nft add rule inet example_table example_chain ip saddr @example_set drop

A N 4 Bl example set A& 20, Fr LLI& KREAEH -

(3) 1 example set B ¥ i #

A LU B ik AF LY ipv4 H Bk

# nft add element inet example_table example_set { 192.0.2.1, 192.0.2.2 }

A PG 2 5 A A ipv4 ik VE

# nft add element inet example_table example_set { 192.0.2.0-192.0.2.255 }

MR AE T — A 1P Hu ok vE [ R, 5T DLk B AE A G 28 380 % B (CIDR) R 7 v, # o b i
A H ) 192.0.2.0/24 .

7.7 nftables 7 £ B 3C 7 Bt 5t

ST B AR OB U A BB A# R BY {match criteria: action}if f), WA LEE ZNIES
o3 B 0 BSOS o B S R R TR, o AR EE R R g, 6 0B R R .

o R T AT A S A B 55K TPv4 R IPv6 B A TCP AT UDP %045 A 8% 1 3] A [A)
HE, 29 E A& N TCP 1 UDP 4 5 .

AW T -

(1) fl## example_ table

# nft add table inet example_table

(2) 1f example_table # fil # tcp packets
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# nft add chain inet example_table tcp_packets

(3) £ tep_packets B 4 61 & F U

# nft add rule inet example_table tcp_packets counter

(4) ff example table # ) & udp packets ff

# nft add chain inet example_table udp_packets

(5) 1£ udp_packets FE /1 € 22 # N

# nft add rule inet example_table udp_packets counter

(6) NEANK W& ® — N8 . # 40, 7£ example table H il & — 4> & N~
incoming_traffic [ 5% K i sE (& N MR &

# nft add chain inet example_table incoming_traffic { type filter hook input

priority 0 \; }

(70 B A 307 B B9800 8 0 3 incoming_traffic

# nft add rule inet example_table incoming_traffic ip protocol vmap { tcp : jump

tcp_packets,udp : jump udp_packets }

(8) T W& it # 4, 15 W78 example_table

# nft list table inet example_table

table inet example_table {

chain tcp_packets {

counter packets 36379 bytes 2103816

}

chain udp_packets {

counter packets 10 bytes 1559

}

chain incoming_traffic {

type filter hook input priority 0; policy accept;
ip protocol vmap { tcp : jump tcp_packets, udp : jump udp_packets }
}

}

tep_packages Ml udp_packages 11 [ 1+ H &% [ I 2 o5 8 03 1 AL i H BN
8.7E nftable " fff F T 2% 45 R BR 5t

nftables HE 228 345 7] A8 B9 &5 SR WL o f8 ] DUAE — A 32 i 2 A #00 op A P X i
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LT WSS S — AN AR, AT RS R — A AT AR B R G, T AN 7 e e .
M) — TR A5 R R, L AR E T R R .

ipv4 addr & oipv4 iR EVE B 4E S, Efn 192.0.2.1 B 192.0.2.0/24.
ipv6_addr B ipve Mo bk sk B £ A, th a1 2001:db8::1 B 2001:db8::1/24
ether addr % MAC thiiE 44, EE Ul 52:54:00:6b:66:42

inet proto ¥ internet MR KR LS, W tep

inet_service % internet R %5 A A, LW ssh

mark BEQRRICH RN ES, Ghsid v LU AR IE K 32 A % H0E
counter VRO, TE AR E AT LR AT A IE (Y 64 A R R .

quota Mo AUME , TC AR 7T DA A AT IE 1) 64 A B2 HUME .

R Bl T T AR A YR TP 3t b o VF BOM BR A N Bl . A T AR ARG, AR
A M R BC B g S, i TPt Bk A $ R U Bl 2 M A 6 AR G R i AR A T
N AR IR L L S E

WA R
(1) g —"1%&. Flan, ZEAIE— %N example_table K K 4 2 IPv4 £

p=4

# nft add table ip example_table
(2) g — 8. B, 7& example table H ] & — 4~ % N example chain 1] &

# nft add chain ip example_table example_chain { type filter hook input priority
0\;}

(3) Qg —am . flan, Y IPv4 ik 8 & w4

# nft add map ip example_table example_map { type ipv4_addr : verdict \; }

C4) G g A FH w6 R . @ dn, R Y A 4 1A example_table 1 f¥] example_chain
WY — AR, K 4 AR R T example_map HE ) IPv4 Hb ik

# nft add rule example_table example_chain ip saddr vmap @example_map

(5) # IPv4 #b 3k A1 AH BL A # 1 75 I 3 example_map:

# nft add element ip example_table example_map { 192.0.2.1 : accept, 192.0.2.2 :
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drop }

EAREIE T IPv4e M bk BB E o me ot . 5 B G @ N A g A, B kB2 ok A
192.0.2.1 &, FHMBEEKHE 192.0.2.2 B

C6) Wik, I8 E IS — A TP hk A 31 T A R 8 ok e

# nft add element ip example_table example_map { 192.0.2.3 : accept }
(7) W]k, ARG B — Ak H

# nft delete element ip example_table example_map { 192.0.2.1 }

(8) FIIEH, o A4

# nft list ruleset

CHAPTER 6. GETTING STARTED WITH NFTABLES
81

table ip example_table {

map example_map {

type ipv4_addr : verdict

elements = { 192.0.2.2 : drop, 192.0.2.3 : accept }
}

chain example_chain {

type filter hook input priority 0; policy accept;

ip saddr vmap @example_map

}

}

9. £ nftable & i O ¥ K

W A% N AL B R B AS TR] D A 3 g 1

T IR 0 R g 11 8022 bR NI IPv4 R R B AR R S8 B 22 1 s
AT

(1) JH ip Mk % € & — > 4 9 nat B 3%

# nft add table ip nat

(2) ¥ prerouting Al postrouting #E ¥ i #| K

# nft -- add chain ip nat prerouting { type nat hook prerouting priority -100 \; }
(3) fE prerouting 8 ¥ — ZF AN, K om0 8022 b 1y A i H 4 B E 2 1) B A Hb i
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1 22:

# nft add rule ip nat prerouting tcp dport 8022 redirect to :22
10. B 4¢ E A Mo O LA NG KE A FKEN

R mr DLAE AT H AR 45 3t Bk 5% 4 (DNAT) JL U KRE A 3 3 0 | 19 A% N S8 0 5 2105 2
Blo XA internet £ () H /7 e 65 U5 Al £ B A R AT 1P M bk 19 T HL B3B8 47 (10 I 55 -

% B IR o ] s A b s T 443 E AR N IPv4 AL EE R B FE TP Ml 192.0.2.1 K AH
[A 5 H 5.

WA .

(1) H ip Huhk % 8] & — A~ % N nat &

# nft add table ip nat

(2) ¥ prerouting Al postrouting & ¥ i F| K

# nft -- add chain ip nat prerouting { type nat hook prerouting priority -100 \; }

# nft add chain ip nat postrouting { type nat hook postrouting priority 100 \; }

(3) 7 prerouting A I — 25 BN, B o 10 443 O\ uh # 8 B E 2 1A 3 192.0.2.1
W TR — g

# nft add rule ip nat prerouting tcp dport 443 dnat to 192.0.2.1

C4) 78 3% Zh 8 ds i — 2 MU, LD 3% Ah U =

# nft add rule ip daddr 192.0.2.1 masquerade

(5) k.

# echo "sysctl net.ipv4.ip_forward=1" > etc/sysctl.d/95-IPv4-forwarding.conf

# sysctl -p /etc/sysctl.d/95-IPv4-forwarding.conf

11. ff H nftables RHFIZEEZKWH

nft EHBEFH ct H S HMAEH AW RG EENHE. ZLBEMIE T a6 RS %
N E % 1 3 AR 1

WA

CLY B m—AN B, 2800 2 e ¥ AN IPv4 b bk 2] SSH 3 [ (22) [ # AN IF R &8, I
AR B [F — IP T A — D4

# nft add rule ip example_table example_chain tcp dport ssh meter

example_meter { ip saddr ct count over 2 } counter reject
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(2) A PAk 8 ox R AT — 25 b Gl @ AR

# nft list meter ip example_table example_meter
table ip example_table {
meter example_meter {
type ipv4_addr
size 65535
elements = { 192.0.2.1 : ct count over 2, 192.0.2.2 : ct count over 2 }
}
}
TCRDE R A 5 MM UL R g bt . fEABI ., SERFIH 75 SSH im 1 B A i 3 & #%
M IP M dk . VER, W ABRESERSEE, B R EZRPIEL

12. HEXEE— 2 AEIE 10 A FH e A TCP E#EK 1P #h ik

nftables fE 28 fo V7 & B G sl A& W & & o A OB {458 Uk 2 BE Wi N BHL ZE AE — 2> Bl
WESL 7 10 ANLLE IPv4 TCPIEE M E L. Tuor 5, nftables H 3K 1P b hk B 4 5 b
il B

WA

(1) R ip Hbhk % 6 & 3 ik &

# nft add table ip filter

(20 K fay A\ BE 7S I 21 9 ik &

# nft add chain ip filter input { type filter hook input priority 0 \; }
(3) fESIEERF B I — %~ blacklist 4 & :

# nft add set ip filter blacklist { type ipv4_addr \; flags dynamic, timeout \;

timeout 5m \; }

ZAn AN IPv4 ik A1) 2 — N sh &5 . timeout Sm S U %E X nftables £ 5 70 % )5 8 31 M
EAHETMERZKH .

C4) VR — A HUN L % M0 [ B4 R fE — 4 B & ST 10 AN BL BB TCP B 10 E AL
[ U5 1P bk R ) 52 4% 4

# nft add rule ip filter input ip protocol tcp ct state new, untracked limit rate
over 10/minute add @blacklist { ip saddr }

(5> TR —ANKUN R T AT B AN TP B 7 BB 4% 8 4
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# nft add rule ip filter input ip saddr @blacklist drop
13. 48 A o %23 6 2 ML

TR E R A e S USRS, W RAAE A o AR T R 0 (] £ A i B RE ) g E A
WA

CL) s Il A - Bods Z 80 s S . R R R B A I T — A R T RS B R
W,z N Fe VE e 22 B ) TCP R, I iE A0S R0 UGBS R B HE B AT A

# nft add rule inet example_table example_chain tcp dport 22 counter accept

(2) KRERIHASNE

# nft list ruleset

table inet example_table {

chain example_chain {

type filter hook input priority 0; policy accept;

tcp dport ssh counter packets 6872 bytes 105448565 accept
}

}

14, [ BLA U G 0ok % 8

LA E AN R A ULES, AT AE T Bd o AT R Ao T g AR U o ot s .
MW R

(1) BoR g R, e A8 A0

# nft --handle list chain inet example_table example_chain
table inet example_table {

chain example_chain { # handle 1

type filter hook input priority 0; policy accept;

tcp dport ssh accept # handle 4

}

}

(2) EHEAEM counter ZHE HAM MK AR INiH Heds . TG 78R 7T —DF BN
FOREI . JEA I T — AT A

4_{

# nft replace rule inet example_table example_chain handle 4 tcp dport 22

counter accept

WAL G oME 154



CGSL V6 R4 H ' Fiit

(3) Eonit A mE

# nft list ruleset

table inet example_table {

chain example_chain {

type filter hook input priority 0; policy accept;

tcp dport ssh counter packets 6872 bytes 105448565 accept
}

}

15. ¥ 5 8L A & 0 IL &R K e

nftables "' () PR 5 D) AE 5 nft WAL 4%y & 45 & A, (08 22 G R 06 18 7 5 00 U UL 1S /) 60
%0 R A e R R R R0 A BR B DA B A S o 0 T DG R Y R

AW T -

(L BoRgEP RN, &7 e

# nft --handle list chain inet example_table example_chain
table inet example_table {

chain example_chain { # handle 1

type filter hook input priority 0; policy accept;

tcp dport ssh accept # handle 4

}

}

(2) i H meta nftrace set 1 S 30 & M W Sk A DR BR T B8 - N Bl 748 & 7 /f
— B BRI, S KRR B

# nft replace rule inet example_table example_chain handle 4 tcp dport 22 meta
nftrace set 1 accept
(3) f# H nft monitor iy & &/~ BREF o N 1 B9 2~ 1] 1 JE oy 2 1%
example table example chain ] ¢ H

>

t, A

~FL & inet

Em
N

# nft monitor | grep "inet example_table example_chain"

trace id 3c5eb15e inet example_table example_chain packet: iif "enp1s0" ether
saddr

52:54:00:17:ff:e4 ether daddr 52:54:00:72:2f:6e ip saddr 192.0.2.1 ip daddr
192.0.2.2 ip dscp

cs0 ip ecn not-ect ip ttl 64 ip id 49710 ip protocol tcp ip length 60 tcp sport
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56728 tcp dport
ssh tcp flags == syn tcp window 64240

trace id 3c5eb15e inet example_table example_chain rule tcp dport ssh nftrace

set 1 accept

(verdict accept)

16. % 4 F1 k & NFTABLES #i M| 4
# 7 nftables # N 4 3 5 4
AT

(1) LA nft list ruleset #% = £ 17

# nft list ruleset > file.nft

(2) LA json #% 2 £k 47

# nft -j list ruleset > file.json

M SC A A ik 2 nftables #1045
MAEEW T

(1) DL nft list ruleset #% K &

# nft -f file.nft

(2) LL json #% ik &

# nft -j -f file.json

9.8 % & H il (Audit)

CGSL N AMHEIWxRFEMHMAESN, LiExRZGHMM XA . K5, EHRI
AUFHRXEHE, WMETRAEEMNZERO, MR RMmEREIK, WHEHP XN RS X
TEA BT U5 ), X R T RE BR A U (Audit), CGSL # 1+ Zh 68 i1 auditd iR %5 #2 . 2 {3
HF R g, FCRAE KPR

(1) B & & it 57 97 2k 72 (auditd) .

(2) ¥ 0 EE T R U] R U 5% S ok i 4 BT R 1 OHE

B) B R, ERATAZPREITRGEHIFEESTHEILR.
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(4) 38 o A R T A RO R S OKk BT b oy B B

9.8.1 I B & 7+ 57 7 3 72 (auditd)

B 11 5F 37 37 A2 (auditd) 19 BR A BC B S N /ete/audit/auditd.conf, P A PLE 2% S 2
wWEARHEITHE. BRE XA R TF:

log_file = /var/log/audit/audit.log
log_format = RAW

log_group = root

priority_boost = 4

flush = INCREMENTAL

freq = 20

num_logs = 4

disp_qgos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain
max_log_file = 5
max_log_file_action = ROTATE
space_left = 75
space_left_action = SYSLOG
action_mail_acct = root
admin_space_left = 50
admin_space_left_action = SUSPEND
disk_full_action = SUSPEND
SUSPEND

disk_error_action

#i#ttcp_listen_port
tcp_listen_queue =5
tcp_max_per_addr = 1
#i#tcp_client_ports = 1024-65535
tcp_client_max_idle = 0
enable_krb5 = no

krb5_principal = auditd

##krb5_key_file = /etc/audit/audit.key

Ho,
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log_file

i H B SO 5E B R AT
log format

5 H & AR A
priority boost

HIitNRHZ DM AeERMERE T HEE. DARERT. 0 RREAE LN,
flush

Z KB E ) HE SRS — A {E 7T BLJ2 NONELINCREMENTAL. DATA fil SYNC
Z—. WMARKEN NONE, WA 7FE RIS J ok K Bl Rl 2 0B cthh . MR EEN
INCREMENTAL, W H freq i% 5 i 8 # € 2 KB A &K A — R i ks . R E N
DATA, M &H W/ MHEXH —EHLZRADH . MWBEEEN SYNC, W& REH HE SR,

He s A0 oo o 2 F 2P
freq

Wik flush % B & INCREMETNAL, ® iFsp4dt 2785 2 H & ST F ar W #Z A #2210k
ORISR g

num_logs

max_log_file_action X B y ROTATE I # R /7 ) H & U2 H o 6 172 0~99 2 [A] ) %L .
MBEEENDNT 2, MWASEHRHE. BRI N0, BHEMNRAER HE M.

dispatcher

YEB XA RN, BEITP AR A B NRET . A SRR AR s X A
Br.af UHERE—DERKRERE LSBT B E X5 BT s mA RS~ LA,
A 05 203 T .
disp_qos

EHIEERF SHET TP AR MIEE R G EN lossy il lossless. 1R & &
HNlossy, HEHEITFPHESHERTFZEMEMX EH@EMNX N 128 FF1), M RES
TWEREFPPBEANFEMHSWEF. A, HE log format K H % B N nolog, FHFHMIHAS
R A . R E N lossless, MAEMRAERFRIEFHZAMAHEHES BN @A AT,
WEBFSEREMXE L% N 0.

max_log file

DR HR MR KASHEE. BEAZXANHPEEN, 24T max_log_file_action
18 %€ 1M B AF
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max_log_file_action

235 B max_log_file ) H & XM KNI R B 3 1F . fH 2 41/2& IGNORE. SYSLOG.
SUSPEND . ROTATE Ml KEEP LOGS 2 — . Wi % & B N IGNORE, M £ H & X 4 i& 3|
max_log file Ja N KRB E1F. W R & E N SYSLOG, MLk vHEEENSHAZASEHE
/var/log/messages 15 N — 2% & . W& BN SUSPEND, MY ERHAEERFA2mH
EXHEENHFITHELE. WHREEN ROTATE, W XX B IKE XHEFEE2MBERHECHF,
HRERSAAF T HENLZ X, XA EH num_logs 2R E. £ XXt EN
audit.log. N, HH NE—1MHF. XM HFBA, WXz, wikkEN KEEP_LOGS,
W £ H &S, HE S 28 num logs S8, WA S M H & .

space_left

PLIJR 797 R s W G Bt 2 AL B & o ik 20X AN K SF I, 2 K B space_left_action Z 3

space_left_action

2 W ik 7 (8] B IK B space_left W E I, SR EUX AN B AE o A A {E A IGNORE. SYSLOG.
EMAIL. SUSPEND. SINGLE #1 HALT. R & & & IGNORE, W AXRIINE. wWREE
N SYSLOG, N &% 4 H & /var/log/messages 5 — 2 EHE . W& &N EMAIL, N M
action_mail_acct [A] X /> Hb 3k & 3% — $F B 7 W54, FF 1) /var/log/messages 15 — % & EHE .
W % B 5 SUSPEND, M AR F&HIFHEXHFTEEEEE. W& E N SINGLE, U &
G ERH BT, R R EN SALT, W RS S KM,

action_mail_acct

Foor ey ik RN H SR B AR R R . W R MR BN, AR
E BN AR MM I, HA root. 0 1% % sendmail I AL B A 45 %€ HL 7 HE AR M AR R X B
5 HE A

admin_space_left

LR W R RN $ & . B X A% DK E L space left_action 3 2 [ F sh P 3)
£, LLBi 75 — space_left_action & A ik & # 5 B AE 7 B2 4 & A o X AN E BN T
space_left action. W& B XA KF, N < KH admin_space left action fF 5 & 1 8 1E .

admin_space_left_action

[ R A 7S 18] & B admin_space_left 5 5E I H B, U SR B0 AF . A 20 fE 5 IGNORE .,
SYSLOG. EMAIL. SUSPEND. SINGLE Ml HALT. 5 X %14 K B I 51 1 5 space left action
i) A T

disk_full_action

WMREFEIANFIT XX W, W RBIXAS/E. WM N IGNORE. SYSLOG.
SUSPEND. SINGLE fl HALT., 5 X2 {§ XM 3N 1E 5 space _left action H [ #H [d] .
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WRANER FE I HESCH, W EAF /var/log/audit/ i 4 X AT 58 48 i I 51 2 & 48 4 1% .
M, # ik /var/log/audit/fr T — AN B E) & H 45 X .

disk_error_action

WRAES H I HESEH HE SO, AR R RIS E . HAE QSR
IGNORE. SYSLOG. SUSPEND. SINGLE Al HALT 2 — . X (i )& X 5 space_left action
R A [

9.8.2 4 5 1+ N

EN N N, Wl Jete/audit/audit.rules A T AE BN O IE .

-a <list>,<action> <options>

> Bl % 4 (list) b 20 & 1 8l 4 Fk 2 —

task

BAMMEFWIIR. RAHQEMESFH AN R A E 00 &K st 2 &5 BL(t W UID)
7 Al UL AE XA B R

entry

ARG A% B AR . SN RS R N0 A
exit

R AR M AR LR H RS A DU E R G0 A
user

P E BT e 5 R . AT R P 25 18] 3 AR 45 3 45 o TF s 0 E R AR X A B &
S PR ES . HA T B AA uid, auid. gid M pid.

exclude

HAFRMHEBLESIER. BT LEEHEIAEE I WHEMS. H msgtype 7 BHR E L
ARERFHEPHHEE.

> e Caction) DA FHKZSHZ —:
never

AN RCH D k.

always

aEWEITETX, BRECEHAERGHHAFZEY, BR2ERGHHBHNS — A
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IEGE
> <options>H] LA 55 N i JL AN G T 1 — A2 A
-S <syscall>

W BB T E N RGWM, ZHEEMARAZGAM, WM all 8 R4 HH
TR MABRBEFMEM TXARGEM, WG — A8 Hids. LUy AH R R0 45 2 2 4
ZGHME, BMRGRHLIH-S Hal. £MHAMMRMTHEEZ D REHM

- F <name[=,!=,<,> <=]value>

RE—NMHMMFE. WRA—AMUEBEE T Z2ANFE, WAAREFZERHAAEA GRS
B—Awiid . AN LG -F B3, &2 g xE 64 AN . WA 4R
HEA4MERNTF B, MAZH UID M GID, W &% e’y UID Ml GID L #E4T LA . T 1
e R T B A

pid HFE ID.

ppid R ID.

uid M ID.

euid A H 7 ID.

suid W EHMH ' ID.

fsuid MRS H 7 ID.

gid 41 1D,

egid A M4H ID.

sgid  WHEY ID.

fsgid XRG4 ID.

auid  ®H i ID, HEH P ES AL H KRS ID.
msgtype Vo B KA 5 KB AEARRR I E S S K b
pers OS Personality Number,

Arch ZRZRAMEHESE RS . BERWR K RSN, i i686(7 LLiE i uname
-m A7 AR R )ECE AR E b32 RMEH 32 L RAWH K, Bidh € bod KRAMAH 64 i RS A&

inode Inode Number,

exit ARG A PR HAE
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success ARAMHMPIMIIME. 1 K2R/ Z, 0 XA B/E.
a0, al, a2, a3 ARSI RZA AP 4 M8 . RegH B F1E

i
Key WEMERMBICFHMFITHEFGEHEEMW T IERE. “LH im0 gan, KT 64
F -k 3% T .

obj_user Ui SELinux A /.

obj_role ZEYi[ SELinux fi 4.

obj_type #iUif SELinux K&,

obj_lev_low #i i SELinux i 2 4l .
obj_lev_high % Ui ) SELinux /& 2%l .

subj _role #£/3 1 SELinux fi .

subj_type % /7] SELinux K& .

subj_sen 27 ] SELinux B/ 1% .

subj _clr F2 /7 1 SELinux % 4 2 5l (clearance).

-a I IR A RO RSN o B B R IF S A, AT -A B fe-a. MH BRI KA R
MR, -d B He-a. EEMIER AN, WHEE-D LT, w1

#Record all file opens from user 501

#Use with caution since this can quickly
#produce a large quantity of records

-a exit,always -S open -F uid=501 -F key=501open

#Record file permission changes

-a entry,always -S chmod

GRS U SRR SN R R

type=SYSCALL msg=audit(1168206647.422:5227): arch=c000003e
syscall=success=no exit=-2 a0=7fff37fc5a40 a1=0 a2=2aaaaaaab000 a3=0
items=1 ppid=26640 pid=2716 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=501 sgid=501 fsgid=501 tty=pts5 comm="vim"

exe="/usr/bin/vim" key="5010pen".

9.8.3 fF F & 1+ M= x4
CGSLHFUH ARGt R EHANEXHAME R, B HEMKSRAE M4k Ex L,
KU A ARAME 162



CGSL V6 R4 H ' Fiit

LA SRR H s EORAE R RRE B AR, e TR BRE MRAT .

B

/etc/security/ -w /etc/security -p wa -k ETC_SECURITY
/etc/selinux/ -w /etc/selinux -p wa -k ETC_SELINUX
/etc/bashrc -w /etc/bashrc -p wa -k ETC_BASHRC
/etc/profile -w /etc/profile -p wa -k ETC_PROFILE

Ho, -w R R W% (watch) 0 R, B FF ZEW M SCHFECE % -p H T4 2 W E K301,
wa K 7~ W & “write” fl “append” sl /E, BRI 24 8% W 8 XF R K L “write” Fl “append B AE B, id %
XM EITHEGE; -k HTRERZHMUM key, FIH & &8 a7 LLid 38 48 = 20 0 AH ¢
I HEAE R

WEFHE NG, auditdR S H R & BN, e e E x#ETRE, B
A # F H EE B BN IE & T /var/log/audit/audit.log 3, H A AT BLE % H & &
BEHAMNFEITEE. BT IR HE T EEREKR, A LF Hausearch T H i@ i & v £ 0
% E M key kX d THE BT ME, FBMHPREMNEE, W: WRFTEAEE fetc/selinux/
H Sk AH KRB & TS B, 7 BUAE A o Ry & SR SR EL

#ausearch -k ETC_SELINUX

IR PIVE 3 31 b Nl S I 11

time->Mon Dec 20 10:16:05 2010
type=CONFIG_CHANGE msg=audit(1292811365.978:24): auid=4294967295
op=add rule key="ETC_SELINUX" list=4 res=1

PeoR W RAEIE AT 57 Bk R il T 2 2 B SC A Jete/audit/audit.rules & SR TE U,
M 250 22 AR F P & fr H systemctl auditd restart iy 2 8 F & 24 -

99 HE RS

AGHERBERAGREFEFNEZLXNH . CGSLEMERGRM T EHEMN AR H
SR, HEUFARBEFRAHES., HPExHE. BPREHE. Aot HE. &
gt HES, ARERGZEFMANIL R 2. BERMK THIIKNHE.

9.9.1 ENL HE X

KZHHE XA T Hx/var/log/H 3 F o — B AP, W httpd, samba 55, X
se R P = b AE B SR /var/log AR G AN AF RO R B RE P H OGS SO I E 3.
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HEAABEEXHNESY, BRMNSEBRISADEXHEHHTAF M FRT, XK
WS RAEGNEHE MG RPN, F NP ARE TEEFEXSENCHNL T, RE
R B ) SRR S B . B, B EAHE SO A A logfile, BB %
B SCAF AT RE Y i logfile. 1+ logfile.2, MK ULZKHE . W& A — Xk, I HRAF 8 B 1 H s,
4k 2= — A logfile.8 X H K H logfile.9 X . & & B % logfile.7 L4 7 5 logfile.8
A, logfile.8 R RMIBMBEHE T . A THEXHENEBREMH, G NHEX
HHEAZIR K. HEXHREREG — A cron ST L, &Rk B /etc/logrotate.conf L & 3
ff Fl/ete/logrotate.d/ H X F AL B XA S HE X B TR . BRAKBL T, %A
MAh—RE, HERFAW N 4.

RZ B HE AR AR, R EREN SCAR ERETES, flW
Vi, Emaces T H % . & HEXHHERGETNHAN &S, BB AR root k7 7]
PR 4K 2 50 H &S0 .

9.9.2 EEHZEHH

/var/log/messages HEZRZ LEAZHEXH. EAT T RABIN I FHE, UK
RGEAT I AR EHE B . 10 fiR. PSRRI R G R e KB XA .
HAbfE R, B FEANNK G0 U1#A root, HEX B H . R RS IEEZ 4, tin DHCP
ik %5 %, W LLAE messages LA M E HWES) . W E , /var/log/messages =& £E i i & 12 W
I E e EEE WSO

/var/log/secure HERH " ExX G EHEXH. cOEHBXBEHEEL.
/var/log/maillog HE £ KRG WA H E . &8 & B4 R 5528 1) & & FMZ IR 415 S .
/var/log/dmesg H &2 R F 0 H & .

/var/log/mcelog H E ZiILF R G is T b KA B AR5 325 B, 8BS NAFR IR, o

ST =
HEiREHE

9.9.3 rsyslog

rsyslog /& CGSL V6 hit & BR A (1) H & B B AT, rsyslog 22 — > syslogd ) 2 25 12 3 58 i),
BT MySQL R 58 4 vl Id B My A% X CELFE RIS A8 1 SRR .

9.9.3.1 rsyslog B B

rsyslog [ FC B CF & </etc/rsyslog.conf>, W F AP HLE LN E .

/ete/rsyslog.conf L #5 1 T B 4% X & SCHE N -

facility.level action
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W& MER HE

facility.level 5= Bt 8 XN seletor (i F£ 264D , i $ 5% A M 3 1E 2 1) H & #% 50 tab
SEE. #5 KM RER, TaffaEsBkd

n facility (& &)
facility & X HEH B E, HA 8 H K key A :
auth — i1 pam_ pwdb & %5 (A iE 1% 3

authpriv — 45 K BUE B Q1 F 5 4 78 W I WAE 35 3)
cron — 5 cron Al at A XM RAESEE
daemon — 5 inetd SFHHEA KK G G HEE R
kern —WEMEE, HABIE klogd 4

Ipr — 54TERS A RNER

mail — 5 H FIHHF LHER

mark — syslog W ¥ Uy fig F T 2E B I [a] &

news — K F T IR 55 3% 1045 &

syslog — M1 syslog £ HIE B

user — A A REFAERKE R

uucp — 1 uucp EHHE R
local0-local7 — 5 H & X2 5

* EEFRER T mark PLAMIFTA T EE

] level &A1 (R %%
level & X8 B % R R B o 4% ™ & 2 E /i v B0 HE 51008 -
emerg —1Z RS A A H, %[ panic

alert — 7% % 57 B B 18 o ) 4% 1

crit — PH 1B 48 T B B0 7 & 4t D) e < LAY B R ok AT
err — PH 1B T R BRI 567 R G o> Th g SE ML A R Sk 1, S [ error
warning — W% {5 &, %[ warn

notice — ﬂﬁig {63 E’Jiﬁ %ﬁ:
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info — f2HE1E B WM &

debug — AL & bR A5 A B R 3 b fE )
none — WA EEY, WHHTHH

* JRA R, BR T none

- selector it B % 1

W /N SRS facility A level 3 2 7E — S BRCA selector CHEHE K AF)

AT LLAE F 4r 5 s B B LB AN R A SRR = A B A

*— MAHERER

= — %7, INAEEAREAMHERER

D — AT, AMREHRHEE R

n action (FJ41E)

HRT T Gk B SR M H B R R, AT AT R I B AR

file— $i7 & H & TR B9 468 %) % 42

terminal B( print — & I& B # AT BIFAT WA PR E T, 1 W /dev/ttyS2

@host — i £ 1) H & Ik 55 4%

username — KIEE R AWM H A EEE Od, HZH LA CE SRS R4+
named pipe — KI5 | FSEfEH mkfifo @74 KA1 M FIFO 3CHF K 485 2% 12

B 4 -

iy

*.info;mail.none;news.none;authpriv.none;cron.none /var/log/messages
#EREA . FEHA. BNEE. TMEFEINFFENEN S H S AN messages X
e

mail,news.=info /var/adm/info

#EH M. FEAP BN EE LS AN info X, HMEEAREAN.
mail.*;mail.!=info /var/adm/mail

#AEHE A 9 BB A HEVE B AN S N mail SCF

mail.=info /dev/tty12

#OUIE BB BB A PEVH B R IB B tty12 Ko B &

** @finlandia

#IEPT A 5 B # T | 2 finlandia 4L (@il /etc/hosts B dns & i1 X IP #i k)
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o RT: RAWBREIHFAZHFATEZTARE, R E2HTE@MRGLH, FH

i rsyslog 49 F # 7

9.9.3.2 % & rsyslog Wz AEHZE

ERNIE LT, rsyslog #F F2 72 A B 4% 52 Hfh H 8 IRk 55 4% o Sk 099 B . T e I A8 S
IERTIE L SR I B = I )

& 4 /etc/sysconfig/rsyslog X H 7 SYSLOGD_OPTIONS At &, .

oo FTIFEER AN R H B B B Ae

x : R BN X HEMRSZH K FQDN 5 B, X A8 4 DNS A 58 B B 7 5k [ K
R s

-m : B syslog M N # mark W B 5 NRIFEIS ) CO AR D , #lun 240 N &K 240
BB N — IR “--MARK--"15 & ;

¢« AT IT A

CGSL Bkl L T, Jetc/sysconfig/rsyslog SEFRAC B XS 5N -

SYSLOGD_OPTIONS="-c2 -r -x"

& o ie B IR A7 Ja L A 55 B ) A AR 2

#systemctl restart rsyslog

BPHLA B I 2 2 rsyslog.conf, & XENE N @FEHLEL 1P, BIAf k% H E A B 2 A&k
% m

9.9.4 Logrotate

logrotate &8 CGSL R HEMEH T R, o blitH, K%, WA RAHEH. B
ik B logrotate #% i N\ cron [ /etc/cron.daily H 1 N & H AT 45 #1047 -

/etc/logrotate.conf Jy Fe BRI\ fic B SCAF 48 € & 4 H E XA I ERIA LI . Jete/logrotate.d/*
N /ete/logrotate.conf BRI & H 5 H v SOt 2 9 logrotate B2 B . 48 B & A H & ST 19 F¢
JE LN . var/lib/logrotate.status H1 BRI\ id 5% logrotate b k58 4 H & ST 09 B 18] .

logrotate FJFC & SCF & /etc/logrotate.conf. £ B S Ul T &
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2%

compress

nocompress

copytruncate

nocopytruncate

create mode owner group

nocreate

delaycompress

nodelaycompress
errors address
ifempty
notifempty

mail address
missingok
nomail

olddir directory

noolddir

prerotate/endscript

postrotate/endscript

e R
Wi gzip KA LLEK HE

AT EIE g, HIXANZH

M FEAEAT I i B & SO, 8 280 H & & 0 JF
A B S SO E 2 A B

et SCE S AR 2 B0 SR AR SR @R 0 H S S
AN L FT I H S S

5 compress — & H B, 4G H E X BT — KA
I A 4

% i delaycompress IE Wi, % [ AR 46 .

LA B A R (E B OK X B4R € () Email Hb ik

B A S 28 S0 M B e i, X A& logrotate [ B IE T .
R SR AE AN

85 % 10 H B SO R % B R € 19 E-mail ML

R H &S A AE N 2R 1% S R

Bt AR R 1% H &S

Bt Jm M H A& SO N R E 1O H %, A A 2 T H S S
PEAETR — A S R 4

B fif Jm 10 B B SR A 2 il H S SO R — A H % T

2 B fifs LT 7 2 30AT 10 i & T LN R A X, XA %
B 0 Z5E R AT

12 B fifk LA /5 2 AT 10 & T DU R A X, XA R
B 0 Z5UEL R AT
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daily iR LR SESPN
weekly 15 € ¥ Al JH 0 O B A
monthly i € B Al 5 9O B H
rotate count 6 € H & SCPF M BR 2 A Bt 10 B, 0 FRIRCR &, 5 4R

RE 5 &G

tabootext [+] list ANk fR E Y R A O, BE Y R A

#&: .rpm-orig .rpmsave size size 4 H E X A F6 2 W
K/NBE A 4, o] LL4E & bytes(kE )L & K BiE M

dateext 5 H 8 AE A i 4 8% =

dateformat fic & dateext ff F, BIRA T —iTHI, @ X XHVH)E
B SCH 44, D ARC A dateext 1, HSCH %Y %m %d %s
X PO S 5

CGSL H logrotate #t 4 B AL & W T

# see "man logrotate” for details

# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file

dateext

# uncomment this if you want your log files compressed
#compress

# RPM packages drop log rotation information into this directory

include /etc/logrotate.d

# no packages own wtmp and btmp -- we'll rotate them here
Ivar/log/wtmp {
monthly

create 0664 root utmp

WAL G oME 169



CGSL V6 R4 H ' Fiit

minsize 1M

rotate 1

}

Ivar/log/btmp {
missingok
monthly

create 0600 root utmp

rotate 1

}

# system-specific logs may be also be configured here.

] RS BT -
weekly: fi§ € fir 1 (0 H & SCAF & 8 i — Ik
rotate 4: 15 %E ¥ flf SCAF N OR B 4

create: 15 3€ logrotate H 3 & I H B XF, B 0 H B S0 B A MR R STF —FF
A BLRR .

dateext: i A H W 1E Oy fir 44 4% 5

include /etc/logrotate.d: % T o ¥F & 4t & P 51 418 4 #1 2] /etc/logrotate.d H & F JLAN A
MEEERS, P3N EPEE 4. |

n AEENXHEEEES -

SHHENEEXMHEES R, —NF LB 752 S H ¥ #/var/log/wtmp . 4% %E
SC A T AE ) 2 Bk R

Ifull/path/to/file
{

option(s)
}
N 2 B H B /var/log/wtmp — IR

#Use logrotate to rotate wtmp
Ivar/log/wtmp

{

monthly

rotate 1
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}

Logrotate #k A /& & K AT, 1E 55 oF &I 17 i {E /etc/cron.daily/logrotate SCfF B, 1 75 %
& 24 logrotate 37 B AE %%, Wm0 AT BL Ry 4.

#logrotate /etc/logrotate.conf

9.10 REZEE

CGSL & Gt A & H 7 f SR BRI R 80 7 A QIR 55, i 47 ok — 2 /0 % 4 B, al DLE it
MRAG AN RGP MRS AT . GF: REWEID. FEARSEN, BFASR
55 72 538 AT o PRI ERN R S s AE R SR I BRI S iR e R %5 KREER G R B
I ER A R 3 R 55

9.11 f%%ii# & % 4 (ipsec vpn)

jﬁ-

9.12 SELinux

9.12.1 &

SELinux & £ linux A &% i — 9% 1 5 17 % 60 AL 4] 19 SE L . SELinux #4 3858 it 7 2 i 1
SR VT P AN, BT IR, ETAORT R, M2 a2 % e,

9.12.2 SELinux { TERE

SELinux s& X H LSM J5 £ i 2] Linux WIZ % =242, A linux R A4t 7 MAC,
B R R R R U7 AR 7 . &S0 Linux {8 & — FhBE SR U5 98 6 7 K
-—--DAC. fERXM AT, X—Hrsr N HedE R AP R A SR, 7 LA H X
MHPREHHXANHEARG RPN, EROENR. MRXH MACHHEZATDLRP RSA
fo 52— S8 R 1 BT R A N R R &R S )RR .

SELinux ARG H WM —"H 7 MA . SRS e XU 77, 28 58X 2 sz ik
ZIEMPAZEE LR, BHZE R kTGS MEEZS RIT.

Wi 9-1, kAR AR U ) S M) R G0 HR O ST A U IR R B U IR A SR, AL T
FWE I R R S5 AU R T X AN R, MBI VIR M EZAE AVC P AR ST A A K IxIERIE
B . WA, IR ORI E R S RVEU R s W R A, 4k 8 ok 1 iR IRk 55 AR
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B Ryl A S P SR SIS R R R T I N U (1 S S I v 2 i L S Ao 2 vl L
M, g 2Ebvim, 48 “ave denied” KA K HE S Bl /var/log/messages L H .

var/log/messsages

E

aveo denied

.
Hias ok T~= | wiane
(e | (T %)
=1 438
AR & 22
iammgEn | | FEEE

9-1 SELinux f{) T. 1 & 3

9.12.3 SELinux &4 LT X

&

SELinux 2T R SEREM A& ric 7 SELinux I EF X, AN ETFTXAETHZ I

AHKEER -
il TR 5

SELinux FH . . K8,

oo 5 o X b g 4 BT SCHR R A Bl 3t U ) 4

MEAMEEEE LS XM %4 BT X EErr, TTRE Is dr & “-27 o, W

# clear

#ls

-Z [var/lwww

drwxr-xr-x. root root system_u:object_r:httpd_sys_script_exec_t:s0 cgi-bin

drwxr-xr-x. root root system_u:object_r:httpd_sys_content_t:s0 html

FlH, EATHW AT L “-27 %, KRB REERK %42 LT X
AT Af5ME
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[root@localhost www]# ps -Z |grep bash
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 17605 pts/4 00:00:00

bash
SELinux b F X 4H M-

SELinux user:role:type:level

user----£ 7~ B — /> Linux & 4t /] 7 #8# i& SELinux HL #1] g B & & — 4~ SELinux /3 /7,
XA 43 Linux H 2 AT BL4k 7K SELinux H 2 B U7 B AR o 3R AT AT LU i semanage login -1
4, kR&EFH SELinux H /7 Linux H P BBLE X &, W Frw:

# semanage login -l

Login Name SELinux User MLS/MCS Range Service
__default__ unconfined_u s0-s0:c0.c1023 *

root unconfined_u s0-s0:c0.c1023 *
system_u system_u s0-s0:c0.c1023 *

role---% 7~ SELinux X H 7 2 T A AWMU MEH ML . M role &2 RBAC HL#| # 19— 4
J&PE . SELinux F F # #2 B % B2 ) o] o5 18] 38k o PR ik, ff 2 380 SELinux H 7 2 [ BX &
WA . JE It A e DLk E SELinux A AT DLHE N W 283 . 1] B & W€ T SELinux A S A]
DA 7 0] R 8 of R SR Al e X AR AL ) e] DA R R PR R T I XU

Type---R /R KB Z R ARG HLAI 1 — D@k XA KA E LT 3 FE B SRR 8L
SELinux AL il ¥ ) B B 2 L7 28 B [a) BAH U5 1) 3807 1) 28 2R B A o 1) AH B U iR R B 00 RN
YAl . A R % SELinux HLEIFLN o V00, A RdF ER 8O m k4.

Level---2¢ 5l /& MLS fil MCS MLl (1) 55 — A~ 8 Z g % .

9.12.4 SElinux ¢ B

CGSL V6 71, SELinux A PL{# ] /etc/selinux H & FHI XK FTHE . Hd,
/ete/selinux/config X+ & SELinux ) & Bo & ST, AT DL 6] R4 T — k3 3ok 12 A 2 N\ o
Mg, UULKBITEBMEAT. KB ET T
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[ root@localhost sysconfig] # cat fetc/selinux/config

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three wvalues:

3 enforcing - SELinux security policy is enforced,

i permissive - SELinux prints warnings instead of enforcing,

3 disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

i targeted - Targeted processes are protected,

3 minimum - Modification of targeted policy. Only selected processes are pro
tected.

3 mls - Multi Level Security protection.

SELINUXTYPE=targeted

[ root@localhost sysconfigl # ||
K 9-2 SELinux ¥ i & 344
/etc/selinux/config Al B XA SE b & I &, — Wi SELINUX &I, nf Lz
enforcing. permissive 1 disabled 3 MMEH, 7 7 Foxomf| . B & MZEH SELinux 3 Fl ik £ .

Enforcing--- 5 W% #% 5¢ % $ 17, 1X /& SELinux ¥ 3 BRI, Bi%7E Fr A5 ZoR #8558 19 Linux
ZEVERBRERGHEN .

Permissive---SELinux % B 8 W A # ot P A7, M, REedZEXELMHELE, ki
Z 4, SELinux A& RE %M, XA H AN — AR ut 6% A H .

Disabled---SELinux Wi 58 &KX HK, RARFEHINERBANARAEA 24T
disabled #i 30, X ML AT permissive 1 30 H BT A [F] permissive % 35 SELinux W # 4F 1
e, BASELEMY I, REZ#HATHZ, £ disabled U~ , SELinux ¥ A & H £
e, RAAERmIE T AMHZEAEN, i, HREERBIEHSEx 250, B
7t permissive B X WG Al fe KA X M, sH - A H SELinux.

J— AN E D& SELINUXTYPE,E #] PL 42 targetdv minimum Al mls =~ {H . Targeted &
AR RT K Z B T BE R B IR, RO e g IR 55 AE # SR s BR B R € 22 4T 3T P . Minimum
TR XS target HEIE HEAT 12 o, HUXF G E B9 HERR HEAT IR HF . MIs R B A BE TR B o B A R ng
B ] & Bl AL 1) 22 4 3k s

HAh, & W LLAE F setenforce iy & SE B (912 24 SELinux 112 17 8 =
/ust/sbin/setenforce 1 ¥ B SELinux % N enforcing 1% 5\

/ust/sbin/setenforce 0 ¥ B SELinux i N permissive 1 i

9.12.5 @315 k%A SELinux

1. ¥ & selinux HI BT IR &
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# sestatus

SELinux status: enabled
SELinuxfs mount: Isyslfs/selinux
SELinux root directory: letc/selinux
Loaded policy name: targeted
Current mode: enforcing
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny_unknown status: allowed

Max kernel policy version: 28 & & B Kk 3% nat HL
#iptables -t nat -L -n

2. selinux i2 17 7£ permissive # 30, & W Jj ik

SELinux 7£ Enforcing 112 17 1K 25 B

# setenforce 0

R TERERGERE )R, WEFEKRIRE.

8 k12 M /ete/selinux/config BC & SCfF, 2 SELINUX 44 permissive, FH H J§ R4A

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=permissive
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted
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RGBT UM RGEET A, WERFEADRE

3. selinux i& 17 7£ Enforcing #20, H W Fh 7 ¥ -

N

SELinux £ permissive K1z 17 IR & B

# setenforce 1

R TEsERgG R, WEFEKRIRE.

8 12 M /ete/selinux/config BC & SCfF, 8 SELINUX 244 enforcing, FH H 5 R 4t

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX= enforcing
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

RGBT UMERGET G, WERFEADRE

4. selinux iz 1T 7F disabled #£ 3, B W f k.

I8 i & 2 /ete/selinux/config At B S, 8 SELINUX A disabled, I HJH & 4t

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
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# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX= disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

RGBT UM RGET A, WERFEADRE

9.12.6 5 SELinux B XK H x4

SELinux (1 $R 5 #8422 47, U fo ¥ 8A Fo ¥F 07 8 o 31X 22 A7 B K 9 15 1] 1) B 22 47 CAVC) .
2 SELinux FE 4 U5 W, XAELHE B Sl x. XMEE WK N AVC FN7, JIF H AR
e R, BRI B R B AR KA E .

S AP HE R AL E

auditd Jf )3 /var/log/audit/audit.log

auditd % M ,rsyslogd JF J& /var/log/messages

Setroubleshootd,rsyslogd, fl auditd Jf 3 {8 /var/log/audit/audit.log ™ & + & % 19 & & H
&R 1% B /var/log/messages H &

B Pl X Window HJ 7 018 47 CGSL V6 If, CGSL V6 £ ) SELinux Troubleshooter T.
H Al PLVE 40 1 5 1 SELinux AN A4 6 4 5 in), FF ) 0] B8 $& 4t 70 ¥F U5 in) i R R 7 vk .

ff | SELinux Troubleshooter 1. B & FH E 3| SELinux E U5 M HFEMHE E . EMN R
rFazshxAfERrR, ThasH INAERY > [25] > [SELinux % EHR T R]
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) 4%

CGSL & 4t M. 1 48 K F8 70 I 5t #7546 M 48 [, CGSL &R 4t fE fit 17 5¢ 3% (1 M 2% 3¢
Fr, MM P RBETHFOMSE MRS . AEEENG CGSL RETMBMKILE -

fHE CGSL V5, £ CGSL V6 H 1 4 % H network IR %5, =& i#iE NetworkManager /i
5% 155 il M 25 ik 55 -

10.1 M KA E

CGSL V6 JF i, BRIAAF M A ethO. ethl XL Fm AN K& &, MELREFU TN

Ly BT 8] 42 BRI AR M R I dr 44, EL A enol

2. BT PCIY R4 M M AT IR M R & 10 4, L. ensl
3. BHTERZLSHmA4, L enp2s0

4. T MAC MLk dr 44, HC 40 enx78e7d1ead46da

5. HoAh e, RMALG 7 Udr 4, U etho

10.1.1 ff F§ NetworkManager R 55 & # W 4%

Ja 3l NetworkManager:

#systemctl start NetworkManager

i & NetworkManager:

#systemctl enable NetworkManager
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10.1.1.1 NetworkManager Ik % 4% &

I — A& X R — A 0 2% 3 10

2. ~BEXTHIRSHNMNERES RN ES KA —DERZMA, — A& X N AF7E
Z A E A

3. ERAMBBEON 5, XN M g% BB A ARG W TR Bk g, A RER IO 2 A &
P

4. B ADEEAMADAINA — A LM — A ME— 1) ID;

5. HE R AR R K A AR B T B SC A IR AF AE
/etc/sysconfig/network-scripts/ifcfg-NAME, NAME Xt 5 & A N 1) 3E B 1F 4 R, 1% X E T
LN F B

6. fEf AN E O H, wf# A nmcli 38 nmtui T 2 1 & M g 55 & B 1 .

10.1.1.2 f#F nmeli T EEHE B W%

Nmcli THEBEMZK M8 a2 dEE K, AT EL Nmcli 7y 2 FIAC B T4 FK 3% 2 #F tab

BE A4 . A Nmeli dev status & H MW FR&E 8, WK 10-1:

10-1 nmcli A EEMW REZ DRSS .

B SRR S5 88—t 3 e K, MR B2 ethernet, EHOIR A . Ens33 X M
T A R B A 4 PR ens33, 4 B DB S 4 A
/etc/sysconfig/network-scripts/ifcfg-ens33. 24 /etc/sysconfig/network-scripts/ H 3% F % A # £
XF N IE i AE AL PRI, &R GERE MR 2 BE R BR A $E F, B 40 - “ Wired Connection 1781 Wired
Connection 2”7 , R/ fi ] DHCP 3K B IP.

S I 2% 3% B2 F . nmeli connection add v A H TN —NEEMS, BEMWEKENE
¥ 5 ON BN R ifefg SO IRINEBEEN, AEMAHCEFENZ K. LT 428580
— AR E A, JF BB A DHCP 77 AR EC 1Pv4 Mk, B 1 BT & SO K IR A B
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/etc/sysconfig/network-scripts/ifcfg-ens net5 H' .

# nmcli connection add con-name ens33_net5 type Ethernet ifname ens33

oCE R AN N R AR, fE BT Ar & B R 2 TP

# nmcli connection add con-name ens33_net5 type Ethernet ifname ens33 \

> ip4 192.168.5.110/24 gw4 192.168.5.1

E: MRAA LS 4L ZE, & Z1 A nmcli connection up nes33 net5 F H B EF T A A &K

BB N A B VM vi T EH % ENE XN ifcfg X445, & 7] f# H nmcli
TEHB#THBMEE. 4T Nmcli connection show con-Name 72, 0] UL EF W M

connection M P40 Z %, W FKE 10-2, AL REEZHI, HURZSHE.

~]# nmc1i connection sl

auto

manual

B
g
i
i
i
i
i
i
i
i
i
i
i
b
i
i
i
i
i
i
i
i
i
T
i

(unknown)

Kl 10-2
R BN S H I, 120 ens33 net5 iX 4~ connection ] IP i hk, Z %1l

ipv4.addresses, AT LA N g 2B 0K

nmcli con mod ens33_net5 ipv4 . addresses "192.168.5.120/24 192.168.5.1"
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A IP i, 2 /M¥% ipv4.method X & » manual.

MPEFERE L ANE, FH” +” 5% M, Wi B % H DNS, K E 2 52 ipvé.dns

nmcli con mod ens33_net5 +ipv4.dns “8.8.4.4”

IR, AT - 5
TR I T nmeli A4 e ifefg-* P A B B 7 5% 10 44 L

= =g e e === e mmessgen w—sse cme=om — = o —

nmcli con mod

ipv4.method manual BOOTPROTO=none IPv4 addresses configured
statically,
ipvd.method auto BOOTPROTO=dhcp Will look for configuration

settings from a DHCPv4
server, If static addresses are
also set, will not bring those
up until we have information
from DHCPwv4.,

ipva4.addresses iPABBHﬂ:i!IZ.H.I..i. || Sets static IF’.wi address,
"192.0.2.1/24 PREFING=24 network prefix, and default
192.8.2.254" GATEWAYD=192.0.2.254 gateway. If more than one is
— - - - set for the connection, then
instead of @, the ifcfg-*
directives end with 1, 2, 3 and

S0 O,
ipvd.dns 8.8.8.8 DNS50=B.B.B.8 Modify fetc/resolv.conf
to use this nameserver.
ipv4.dns-search DOMAIN=example.com Maodify fetc/resolv.conf
example.com to use this domain in the
search directive.
ipv4.ignore-auto-dns PEERDNS=no Ignore DMNS server
true information from the DHCP
SErver.
connection.autoconnect | ONBOOT=yes Automatically activate this
yes connection at boot.
connection.id etho NAME=etho The name of this connection.
connection.interface- DEVICE=etho The connection is bound to
name etho the network interface with
this name,

Nmecli networking offlon =& & JF %, ] NetworkManager [ %f I 2% [ & HUIR & .

Nmcli con down CNAME A& fif 5= — AN 4b F 3 R & & ##AF CNAME L&, BT K%
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HFREENMAGTH SR INBEHRERE, TURXI NG LAPATE, TR X SH up 7. f#
Fl Nmcli dev dis IName 7] DL i FFHR 2 O &, DABY I B 3hiE £

10.1.1.34F A nmeli 1MW K4 E

Bl 2 bond ¥ %

# nmcli connection add type bond con-name mybond0 ifname mybond0 mode
active-backup

Connection 'mybond0’' (4db6cde4-2757-40b8-b866-7ec931b46e70) successfully
added.

YIRS

# nmcli connection add type bond-slave ifname ens39 master mybond0
Connection '‘bond-slave-ens39’ (b75ce31e-dd12-4b4d-8249-e53e48a3aabb)
successfully added.

# nmcli connection add type bond-slave ifname ens40 master mybond0

Connection 'bond-slave-ens40’ (ad9e9479-d20b-4a39-af17-5659e9256f40)
successfully added.

2 & bond Al X B 1 M E

# nmcli connection up bond-slave-ens39

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/5)
# nmcli connection up bond-slave-ens40

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/6)
# nmcli connection up mybond0

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/7)

10.1.1.4 FF nmtui Q1B W R4 &

1E i A o8 & 10 I8 1T nmtui dy 2 HFECE A1, & “ Edit a connection” Bt B & ¥ 14,
RIGEFE” Add” W —DiEHEM, BHikd” Bond” 4T EH e ERMEERE, W FHE

10-3:
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Ethernet 1 | EREE
L onpasd M

| MNew Connection
Select the type of connection you wish to create.

Ethernet T

InfiniBand §

)

&

=Cancel> =Create=>
Kl 10-3

MG e ERmb, EFTFEHLENTFWE. MKMW S HEE LY i
APEFE, WwrE 10-4:
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| BEdit connection |

Profile name |=fslglstslslalal=tekHalal
Device

= BOMND <Hide=>
Slaves

| Mew Connection |}

Select the type of slawve connection you wish to add.

Ethernet
= InfiniBand

« = . -

Mo

<Cancel> =Create>

= [PvEe CONFIGURATION <Automatic> <Show=>

[X] Automatically connect
[X] Available to all users

K 10-5

10.1.1.5 fEB W K48 &

1. W JF bond ¥ %

nmcli dev dis bond0

2. MHER 7 M+ K bond 13 £ F

nmcli con del bond-slave-ens33

3. M B& bond W & &

echo -bond0 > /sys/class/net/bonding_masters

10.1.1.6 DNS it B >t 44

DNS it B 1 /etc/resolv.conf, 7~ 40 F :

generated by /sbin/dhclient-script

search gdlc.org
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nameserver 172.16.100.3
% 2%
nameserver 172.16.100.92

#nameserve RN L& IR % 2%, ip Hihk 5t 2 DNS R

10.2 M 2% % iy &

BN 1T “CHRAEAMBKGLST .

10.3 MK 4 &

KT LLKE — G P88 E B eth3 Al eth4 P53 N K 4F %2 & trunkO,

¥ eth5 Ml eth6 M He W R

4% € N trunk1 SN B U B R 40w B AE k. B trunkl 1920 BRIE S H A SO IV B 5 K .
1. & ARG A W% HEE A
faZ e W, W /ete/sysconfig/network-scripts/ H 3% F A H LA ifefg- 3k ) SC 4 &

Bl—ANHAHEF, W
2. fl g ghE .

/root/eth-bak H 3% .

1) B & 45 %2 Bt & SCHF : /ete/sysconfig/network-scripts/ifcfg-trunk0 ( #7 )] & trunk1 4§ 5€ ,
M SC 444 2 ifefg-trunkl1) WA WF -

DEVICE=trunk0
IPADDR=10.215.32.67
NETMASK=255.255.240.0
GATEWAY=10.215.32.65
BOOTPROTO=none
ONBOOT=yes
USERCTL=no

# R A& trunk1 4 €K, A trunk1

#0 R B trunk1 8 W, A trunk1 € K IP
#I0 R B trunk1 8 € W, A trunk1 45 € K H S
#0 R B trunk1 8 5E W, A trunk1 48 € K M %

2) 1& M /etc/sysconfig/network-scripts/ifcfg-eth3 A1 F N & (Wl B 6 & trunkl 46 € K,

M A& 24 7 & ifcfg-eths X)) -

DEVICE=eth3
ONBOOT=yes
HWADDR=XX:XX:XX:XX:XX
MASTER=trunk0
SLAVE=yes
BOOTPROTO=none

#1112 A & trunk1 4 5E K, N ethb

#Z Y E AL MAC # bk
#i0 R A28 trunk1 48 E B, A trunk1
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USERCTL=no

3) & K /etc/sysconfig/network-scripts/ifcfg-eth4 N T~ W& (U R 4 & trunk1 4 & K,
W& MK S ifcfg-eth6)

DEVICE=eth4 #0 H AI E trunk1 g8 E K, A eth6
ONBOOT=yes

HWADDR=XX:XX:XX:XX: XX  #1ZY) E & & KL fr MAC H#t ik
MASTER=trunk0 #U1 R A2 trunk1 48 & B, N trunk1
SLAVE=yes

BOOTPROTO=none

USERCTL=no

4) f£/etc/modprobe.d/local.conf B [ ¥ jn a0 i A) :

alias trunk0 bonding #ME A2 trunk1 g€/, N trunk1

options trunk0 miimon=100 mode=1 #%1 £ £ & trunk1 48 € K, A trunk1, mode
FKMER LA 15EF 0, 4 HRFE active-backup 5 balance-rr [ J5 X

5) R R A R RS IR S5, € B AT AR AL

# systemctl restart network
3. fRBRGEE BTk
(DI 175 = 1 SO VA N = e

#rm -f /Jetc/sysconfig/network-scripts/ifcfg-trunk0 #I R 22 6 & trunk1 &, N
% B & ifcfg-trunki

2) 3 R R 1 B S

#cp -f Iroot/eth-bak/ifcfg-eth3 /etc/sysconfig/network-scripts/ #UWIEEZ 6 &
trunk1 B, W # N K& ifcfg-eth5
#cp -f /root/eth-bak/ifcfg-eth4 /etc/sysconfig/network-scripts/ #I1E E £ A&
trunk1 i, ¥ K& ifcfg-eth6

3) il Bk /etc/modprobe.d/local.conf B [ U1 F i& A) -

alias trunk0 bonding #WM R C A2 trunk1 g 2K, A trunk1
options trunk0 miimon=100 mode=1 #WE 2 & trunk1 48 € K, H trunk1

) RN AT R T A

N

#ifconfig eth3 down ##E E€]& trunk1 g &R, AN eth5
#echo -eth3 > /sys/class/net/trunkO/bonding/slaves #i1 X B €] & trunk1 45 € i,
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A eth5 F trunk1

#ifconfig eth4 down #IME S A2 trunk1 48 E i, A eth6

#echo -eth4 > /sys/class/net/trunkO/bonding/slaves #i1E£ B €] & trunk1 45 € i,
A eth6 F trunk1

#ifconfig trunk0 down #W R E €& trunk1 48 € i, A trunk1

#echo -trunk0 > /sys/class/net/bonding_masters #i1 £ 2 8] & trunk1 8 E W, A
trunk1

5) ELJA MRS, o6 e BRI AR R R T .

# systemctl restart network

10.4 Network teaming iR 5
Network teaming [R5 ¥ Z MY HER R EH — M2 HER, URBEEEMNEEMITR.
DLATE “W-K4m” 7 BEESE “. “@maghe” « “WRHEag” M “#HKxEs”

G teamd RS G —LATEHE . M H teamd RS, AN ORI R MR I E IE K
oM, & CGSLV6 Z Ja it W 4~ g s i) — M ik 77 o 1% ik %5 MK #i T NetworkManager.

10.4.1 £/ nmeli TRAEZ —IMN K4 &

10.4.1.1 B team ¥ & & K

fiy & % 2

nmcli con add type team con-name CNAME ifname INAME [config JSON]

CNAME #& connection [f] % 5, INAME 2 MW K4 F. JSON # o xR APE:

{" runner" :{"name" : "METHOD"}}
METHOD 7] UL s&: broadcast, roundrobin, activebackup, loadbalance, or lacp.

B a0 s i — N % F N4 teamO ) bond M [ :

# nmcli con add type team con-name teamO0 ifname team0 config ' {" runner” :
{"name" : " activebackup "}} '

Connection ‘'team0' (c3609f3f-3746-4c47-a52a-97c2009d55aa) successfully
added.
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10.4.1.2 4y Bc IP Hu ik

fir & A% 2

nmcli con mod teamO0 ipv4.addresses 172.168.17.120/24

B

# nmcli con mod teamO0 ipv4.addresses 172.168.17.120/24

10.4.1.3 sy EED

fr 4 i ot

nmcli con add type team-slave con-name CNAME ifname INAME master TEAM

P B : CNAME /& connection it & 4, INAME & % % %4, TEAM /& bond W [ ] & %,

B 1:

# nmcli con add type team-slave ifname ens37 master team0O

Connection 'team-slave-ens37'’ (5c8cc7de-6334-4ba1-89f4-a84bc3d35938)

successfully added.

i 2:

# nmcli con add type team-slave con-name teamO-slave2-ens38 ifname ens38
master team0

Connection ‘'teamO-slave2-ens38' (5¢c6944cc-0d50-4ccf-9826-46042d2b58¢e9)

successfully added.

PL B 2% i 2 % 2 81 & P S 31 1 connection, PL AT X M ens37 Al ens38 [ AL & (connection)
BN REE . CEBUMER, & W F MR PR 2 AT RE 5 305 R B B & SR A %G, 1 A 2 bond
Be B A %0

[root@localhost ~]# nmcli connection show

10.4.1.4 E3h

Je Wi FF T A K LA bond W, FEEBITA 7M.

nmcli dev dis INAME W I 7 MR %

nmcli con up CNAME  J& 3 5 > 1 W R X B team 7% 1) 3 52 1
¥R H Z) bond % % KL, JHE) team W AN, HAH LLTERE M

WAL G oME 188



CGSL V6 R4 H ' Fiit

1+ Ja 30 team W H A 2 B 35 30 X B 15 M
2. A EAH—NFME, &)H3) team M [0
3. 1 team W 0, £ HIEILEFMO

4, WEWE TMWHM team W H, A E &S IP J5 8 3

5. MEBRARE TFMNAOM team WO, WHRAEH T DHCP 3K IP, B3 E¥K —H
ZE 457 W 58 TP 3R .

6. 1f /1 DHCP 3B IP ff] team W O, ¥ 7T O LMWL )G, & — HZEM&5 T %8 IP 3R H.
faray

7. BUfE 7 D% A% EMNLg, ] DHCP 77 U3 B IP /) team W ¥ FF4E &5 45 7 W O
2R IP 3K L,

10.4.2 f#F nmtui TEBIZMN K4 E

A ARRARE DB nmtui AT HEE AT, &+ “Edit a connection” W B & #8144,
RIGIEFE” Add” Iin— DNEEMY, Bikm” Team” #ITW EH e ZEZR40E, A 10-4:

Ethernet

{ Hew Connection |

Select the type of connection you wish to create.

Wi-Fi
Bond
Bridge

VLAN

<Cancel> <Create>

K 10-4
ET M BE R T, EBFEREM TN MKMW S A E DL KX NI
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JSON XM E NS, WK 10-5:

{ Edit connection |

Profile name
Device

New Connection |

Select the type of slave connection vou wish to add.

InfiniBand
Wi-Fi
VLAN

~ RINEN O —

<Cancel> <Create>

== LA R R O O R RO O —

10-5

10.4.2.1 & team K &%

%A team0 W £ HR A

# teamdctl team0 state view

BEEEZHERTM-v 24

# teamdctl team0 state view —-v

PL JSON & A EFH RS

# teamdctl teamO0 state dump

# teamdctl team0 config dump

wINF M eml 1 F| teamO0

# teamdctl team0 port add em1

M teamO A Ml i 7 M H eml

# teamdctl team0 port remove em1

PL JSON #& A& %+ M 1 eml &
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# teamdctl teamO0 port config update em1 JSON-config-string

10.4.2.2fA 4 team & %

B teamO W £

nmcli device disconnect team0

T B3 7 0 O 5 A

nmcli connection delete team-slave-ens37

nmcli connection delete team-slave-ens38

il 3B 3 2 AF

nmcli connection reload
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CGSL V6 ZG BN T Wayland 2%, NMHFPRUEEEMARE . AEEENFARE
PROBE B HE A O ) 2 R I B R R AR
11.1 VNC

VNC /&2 —F R EfE S miaEm TR, A T VNC AR 45 i 1 %2 25 FIC &

11.1.1 VNC &%

11.1.1.1 % % xorg-x11-fonts-misc

PATW TS ANRG R B AE L% T xorg-x11-fonts-misc ¥ #4F f .

#rpm -ga|grep xorg-x11-fonts-misc

3 A B, WM CGSL % % 0 4 o 4R B LA T 0 rpm €, 8 I R T M0 fir 4 i 4T 2

#rpm -ivh xorg-x11-fonts-misc-7.5-19.el8.noarch

11.1.1.2 % 3 vne R % %

PATW T2 NRA R B CELE [ tigervne-server A .

#rpm -qa|grep tigervnc-server

WREAE LR, WM CGSL AP HRBLLTH rpm &, M H F MK a4 k17 % 3%
CPL 32 2 A ) -

#rpm -ivh tigervnc-server-1.9.0-12.el8_1.x86_64
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11.1.2 VNCEE

i BC B S0 BAR

#cp /lib/systemd/system/vncserver@.service /etc/systemd/system/vncserver@:

205 .service
SIS NHEE X, Bl vneserver@:1.service, N 1 NETH 5 .

9 45 /etc/system/system/vncserver@:1.service BRI Z%, M E )5 T i
WS root B R, W 2 E [Service] Bt 1 ) <USER>N root. IE R & J5 1 T
VAN

ExecStart=/sbin/runuser -l root -¢c "/usr/bin/vncserver %i"

PIDFile=/root/.vnc/%H%i.pid

B systemctl Bt & .

=

#systemctl daemon-reload

Bl B vnc B X HEI,

#vncpasswd

IBAT VNC IR %5 5 7 T LR 30 (F Z A root H1 7).

#systemctl start vhcserver@:1.service

# systemctl enable vncserver@:1.service

MR RG)EH T B kE firewalld, W 7 2% 0 HF i vaceserver M 4% i 1 o

# firewall-cmd —-permanent —add-service=vnc-server

# firewall-cmd -reload

11.2 XManager

XManager A& — F 5 F (1) 10 F2 5 8 0 T B, AR EE A EAEH XManager T B 7 Z 1
FHOGHE AL & .

11.2.1 XManager R % 5 ic B

CGSL V6 [ 4% ER I\ A e fff i XManager T B 4%, #id 15 it /etc/gdm/custom.conf 3K 5
H -
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1. [xdmcp] B ] Enable & Tl , 7% % % & Enable 4 1 B true.
B B J5 W R Fros -

[xdmcp]
Enable=1

2. WRFTFER root H P ERE, N FEE K E [security] Bt ' ] AllowRomoteRoot A 1
5 true. IEAARCE W N TR

[security]
AllowRemoteRoot=1

3. BEUEEESERAT NEKN e ERBBAE, ISERIAA LB AL R E
TR, DG s B K A B R 5 W .

# systemctl restart gdm.service

11.2.2 B HH

GNOME 3 ffi | 7 OpenGL, 7 % H # Vs I ¥ JE {1 . M Xorg {f# | DR ( Direct Rendering
Interface J/E N ER N TE B £ R, % 7% 18 17 Xserver E 1 . fT L Window _F T f# H /) XManager
% o A fe T E # XDMCP.

11.2.3 7 xinetd it & VNC 5 XDCMP

1. % %% thgervnc-server, xorg-x11-fonts-Typel, xinetd fl:

#rpm —ivh thgervnc-server xorg-x11-fonts-Type1 xinetd

2. B % xinetd IR %%
i 1% 24 /ete/xinetd.d/vncserver X (ALY CH I E) , WM TN

service vncserver

{

disable = no
socket_type = stream
protocol = tcp

group = tty

wait = no

user = nobody

server = /usr/bin/Xvnc
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server_args = -inetd -query localhost -geometry 1024x768 -depth 16 -once -fp

lusr/share/X11/fonts/misc -securitytypes=none

}

3.0 vone AR %% -

1t Jetc/services X A & J5 A

vncserver 5900/tcp # VNC and GDM

4. ®E 5 xinetd IR %5 :

#systemctl restart xinetd.service

5. £ Windows b i# it vne & /' b 1% £ -

EREHHE R “IP: 59007 , EEEHEE R
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COPYRIGHT NOTICE AND
WARRANTY DISCLAIMER

ZTE NewStart CORPORATION CGSL series products are released under the GNU General
Public License (Version2) that comes together with this product and can also be found under

http://www.gnu.org/licenses/gpl.html.
COPYRIGHT NOTICE

The majority of programs in CGSL falls under the GNU General Public License (GPL).
The license agreement for software component is located in the software component's source
code and permits you to run, copy, modify, and redistribute the software component (subject to
certain obligations in some cases) .The distribution and use of software (even if it is free
software) must honor certain license conditions. Not all programs in CGSL are free software.
Some of them are shareware, restricted to noncommercial use, or may have other restrictive

conditions.

The package information mentions the respective license and authors. We cannot, however,
ensure the correctness of this information. In cases of doubt, refer to the original copyright

information of the respective programs.
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.
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The Free Software Foundation has exempted Bash from the requirement ofParagraph 2c of
the General Public License. This is to say, there is no requirement for Bash to print a notice
when it is started interactively in the usual way. We made this exception because users and
standards expect shells not to print such messages. This exception applies to any program

that serves as a shell and that is based primarily on Bash as opposed to other GNU software.
Preamble

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your
freedom to share and change free software--to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation's software and to
any other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Lesser General Public License instead.) You can apply it to

your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies of
free software (and charge for this service if you wish), that you receive source code or can get
it if you want it, that you can change the software or use pieces of it in new free programs; and

that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions translate to certain

responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know their

rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this

license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors'

reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses, in

effect making the program proprietary. To prevent this, we have made it clear that any patent
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must be licensed for everyone's free use or not licensed at all.
The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by
the copyright holder saying it may be distributed under the terms of this General Public
License. The "Program", below, refers to any such program or work, and a "work based on
the Program" means either the Program or any derivative work under copyright law: that is to
say, a work containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without

limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this
License; they are outside its scope. The act of running the Program is not restricted, and the
output from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends on

what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.You may charge a fee for the
physical act of transferring a copy, and you may at your option offer warranty protection in

exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a
work based on the Program, and copy and distribute such modifications or work under the

terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed

the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed as a whole at no

charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright notice and a notice that there is
no warranty (or else, saying that you provide a warranty) and that users may redistribute the

program under these conditions, and telling the user how to view a copy of this License.
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(Exception: if the Program itself is interactive but does not normally print such an

announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of
that work are not derived from the Program,and can be reasonably considered independent and
separate works in themselves, then this License, and its terms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole, and

thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the distribution of

derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program
(or with a work based on the Program) on a volume of a storage or distribution medium does

not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it,under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you

also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily used

for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of

Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommercial distribution
and only if you received the program in object code or executable form with such an offer, in

accord with Subsection b above.)

The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the source code
for all modules it contains, plus any associated interface definition files, plus the scripts used
to control compilation and installation of the executable. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either

source or binary form) with the major components (compiler, kernel, and so on) of the
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operating system on which the executable runs, unless that component itself accompanies the

executable.

If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the same place
counts as distribution of the source code, even though third parties are not compelled to copy

the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their

licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Program or its derivative works.
These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing

or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, distribute or
modify the Program subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein. You are not responsible for

enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any other pertinent obligations, then as
a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License

would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply and the section as a whole is

intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of
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protecting the integrity of the free software distribution system, which is implemented by
public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it
is up to the author/donor to decide if he or she is willing to distribute software through any

other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of

the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded. In

such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present

version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a
version number of this License which applies to it and "any later version", you have the option
of following the terms and conditions either of that version or of any later version published by
the Free Software Foundation. If the Program does not specify a version number of this

License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing

and reuse of software generally.
NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
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SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

WRITTEN OFFER

If you would like a copy of the GPL source code contained in this product shipped to you
on CD, for a charge which is no more than the cost of preparing and mailing a CD to you,

please contact os@gd-linux.com.
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